



  
  
    

  

  
    	About
	
        Features 
        
          Personal and corporate archive
          Private social network
          Securely receive documents
          Easily share your files
          Online PDF Toolbox
          Permanent QR Codes
        

      
	Premium account
	Contact
	Help
	Sign up
	

  
 Sign in


  



    


  

    
      
        2013 > 
        January > 
        January 04, 2013
      

    


    





    
      BENS Report (PDF)


    

    
      









        File information

Title: NQTel_Panel Rpt.pm65
Author: Clinton

  This  PDF 1.2 document has been generated by Adobe PageMaker 6.52 / Acrobat Distiller 4.0 for Macintosh, and  has been sent on pdf-archive.com on 04/01/2013 at 02:28, from IP address 173.79.x.x.
  The current document download page has been viewed 1266 times.

  File size: 313.34 KB (82 pages).

   Privacy: public file
  
 







        
        
          

          

          

          

          

          

          

          

          

        
        


File preview

Report of the Independent Panel on the CIA In-Q-Tel Venture



Reshape



Accelerating the Acquisition

and Implementation of New

Technologies for Intelligence:



Protect



Solve

Work



Change



Reform



Act



Drive



Team



The Report of the Independent

Panel on the Central Intelligence

Agency In-Q-Tel Venture



Do



June 2001



Business Executives for National Security - June 2001



Report of the Independent Panel on the CIA In-Q-Tel Venture



Table of Contents

Preface ........................................................................................................................... iii

Summary of Key Findings and Recommendations ............................................................ v

Executive Summary.........................................................................................................vii

1. About the Assessment ................................................................................................. 1

2. Evolution and Goals of In-Q-Tel and QIC ................................................................... 5

3. The Business Model .................................................................................................. 13

4. Operational Aspects ................................................................................................. 21

5. Technology Issues: From Problem Sets to Solutions................................................... 27

6. Legal Formation and Intellectual Property Rights ...................................................... 31

7. Financial Assessment: Appropriated vs. Expended Funds .......................................... 37

8. The Future of In-Q-Tel’s Business Model ................................................................... 45

Appendix A – In-Q-Tel’s “Q Process” ............................................................................ A-1

Appendix B – Problem Sets ........................................................................................... B-1

Appendix C - List of Appearances and Interviews.......................................................... C-1

Appendix D – The Panel and Assessment Team ............................................................ D-1



i



Business Executives for National Security - June 2001



ii



Report of the Independent Panel on the CIA In-Q-Tel Venture



Preface

The Report that follows summarizes the results of the assessment conducted by the Independent

Panel on the Central Intelligence Agency In-Q-Tel Venture during the period of January to June

2001. The assessment was required by a Congressionally Directed Action (CDA) contained in FY

2000 Conference Committee markup language. The effort was supported and orchestrated by

Business Executives for National Security (BENS) and constitutes a broad assessment of In-Q-Tel’s

strategy, structure, processes, technologies and legal foundation. The approach to the assessment

was driven by the CDA’s requirement of “an independent cost versus benefits assessment”, as well

as additional direction and questions posed during interaction on the terms of reference for the

study with the House and Senate Intelligence Committees.

The Panel consisted of 30 members, all from the private sector, selected from industries including

high technology, venture capital, investment banking, information services and law. Several

members of the Panel had previous experience in the Intelligence Community and the Military.

I would note for the record that several members of this Panel from a variety of industry sectors

approached this assessment process with what I would describe as an initial reaction of skepticism and concern about the basic In-Q-Tel business model from a policy, legal and competitive

perspective. Why should the US Government form a corporate nonprofit taxpayer funded entity

to “compete” with private sector venture capital and investment banking organizations? What is

wrong with existing government technology procurement processes and why do we need to

experiment with something that doesn’t follow traditional approaches? Why can’t the Central

Intelligence Agency (CIA) and other components of the Intelligence Community get adequate

access to the benefits of dealing with the significant number of highly innovative small to medium

scale technology companies in the US by just approaching them directly? Does a model, which

has never been tested, have any reasonable prospect of succeeding? Finally, how can this possibly be legal? We haven’t seen anything like this before. Indeed, In-Q-Tel could be viewed as a

direct competitor to several of the organizations whose executives reviewed it during this study.

These were the issues we wrestled with and there were moments of highly energetic debate on

each of them. The Panel members agreed to approach these issues based on a combination of

their business logic and the logic of national security and taxpayer responsibility, and to temporarily set aside their initial biases. I am hopeful that the readers of this Report, the Congress, the

Administration, the CIA and In-Q-Tel, as well as the other members of the Intelligence Community and the general public, who as taxpayers have paid for this activity, will also approach it with

an open mind.
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The Panel’s conclusions, findings and recommendations, which were ably supported by BENS’

leadership and staff, as well as consultants from Grant Thornton LLP and the RAND Corporation,

represent the independent views of the Panel, not necessarily of CIA, In-Q-Tel or the Congressional Committees that requested the review. The Report went through both legal review and

security review by CIA at the request of the Panel Chairman.



C. Lawrence Meador

Chairman

The Independent Panel on the Central Intelligence Agency In-Q-Tel Venture
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Summary of Key Findings and Recommendations

Key Findings

• The In-Q-Tel business model makes sense and its progress to date is impressive for a two-yearold venture;

• The process for implementing new technology into the CIA’s business processes is a key challenge to In-Q-Tel’s success;

• Improved access of In-Q-Tel to key stakeholders and subject matter experts in the CIA is essential;

• A set of shared performance measures (business metrics) needs to be created; and

• The model needs to mature: the Panel does not at this time recommend expanding In-Q-Tel’s

customer base beyond the CIA.



Recommendations

The Business Model

• In-Q-Tel’s potential advantage to the CIA outweighs the risk. In-Q-Tel should continue as the

CIA’s entrepreneurial and innovative venture facilitating the delivery of new technology to the

CIA.



Operational Aspects

• The CIA should continue to streamline and simplify its process of introducing new products

into its overall IT architecture.

• There must be shared responsibility for solution transfer of In-Q-Tel technology into the CIA.

The CIA leadership, through the In-Q-Tel Interface Center (QIC), must put more focus on

delivery and dissemination of In-Q-Tel’s technology to the customers.

• QIC should identify and connect In-Q-Tel personnel with key stakeholders and subject matter

experts. Furthermore, QIC should more aggressively “market” In-Q-Tel capabilities within the

Agency.

• The Director of Central Intelligence (DCI) must make the CIA leadership accountable for

encouraging and nurturing a cultural change that accepts solutions from the “outside world.”

The CIA needs to develop and communicate a shared vision statement for the future of technology as the enabler to successfully perform the CIA’s mission.

• The DCI should take action to ensure that a position in the QIC is viewed as career enhancing.

The staff should also be senior enough to act on behalf of their respective organizational

sponsors.
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• CIA and In-Q-Tel should form an Intelligence Technology Oversight Panel to facilitate communication between the two organizations. The Panel should be chaired by the Executive Director and include the Chief Scientist, the Deputy Directors, the Assistant Directors of Central

Intelligence, and the Chief Information Officer.

• The DCI and the Executive Director of the CIA should revisit the question of the In-Q-Tel

Interface Center’s proper reporting relationship within the Intelligence Community no later

than July 2004 at the end of the current charter agreement.



Technology Issues

• The CIA should immediately assess how well its information technology strategy is aligned

with its business strategy including all elements of mission, goals, objectives, and critical

success factors. This should be translated into an IT strategic action plan to direct In-Q-Tel and

other IT acquisition processes.



Intellectual Property Rights

• In-Q-Tel should proceed immediately to implement a program to assure protection of its own

intellectual property rights in situations where its own employees may invent or create

protectable works. This program should be developed by the General Counsel of In-Q-Tel and

communicated to employees as soon as practical.



In-Q-Tel’s Future

• In-Q-Tel must update its performance metrics, making them specific to its mission and goals

and shared by all stakeholders. The Panel recommends In-Q-Tel measure itself by its ability to

accelerate technology insertion into the CIA, transfer solutions to the point of implementation,

and establish financial progress toward self-sustaining operations.

• In-Q-Tel should not expand its mission beyond the CIA until it is deemed to be a success in its

CIA mission. However, solutions that solve a similar problem in another government organization—particularly in the Intelligence Community—should be shared. Elements of the In-Q-Tel

business model may be exportable. Other government organizations must make their case for

adopting key In-Q-Tel concepts to support their mission delivery.

• The DCI, QIC and the In-Q-Tel Board of Trustees should begin planning now for changes that

may be required in the annual contract and governance of In-Q-Tel in the event significant

success occurs.

• Except for required audits and oversight, In-Q-Tel should be allowed to complete its initial

business cycle without additional reviews. A full business case assessment should be required

at the end of the charter agreement July 2004.
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Executive Summary

In-Q-Tel Incorporated

By early 1999, the Central Intelligence Agency (CIA or Agency) recognized it was no longer the

technology leader it had been when it developed the U-2, SR-71, and CORONA reconnaissance

programs in the 1950’s and 1960’s. Its systems were struggling to manage the rapidly increasing

torrent of information being collected. Facing the reality that the private sector—not government—was pacing the information technology (IT) revolution, the CIA proposed, with Congressional approval, a brand new entity—In-Q-Tel. Founded by a group of private citizens led by

Norman Augustine at the request of the Director of Central Intelligence (DCI), this external,

nonprofit enterprise would be electronically connected to leading researchers throughout the

country, speed the insertion of mature technologies, support rapid development of mission critical

applications, and enhance the CIA’s ability to attract the skills and expertise vital to its success.

Since In-Q-Tel’s incorporation in February 1999, Congress has posed a number of questions.

Most recently, the conference committee preparing the FY 2000 Intelligence Authorization Act

directed the CIA to arrange for an “independent cost versus benefit assessment…to determine the

success or failure of this experiment.” The report that follows is the result of that assessment.



In-Q-Tel Achieves Significant Early Progress

The Panel applauds the CIA and Congressional leadership for breaking with tradition and demonstrating the willingness to take a risk when attacking a technological challenge. Members of the

Panel believe that creating a model like In-Q-Tel makes good business sense. Moreover, the

Panel concludes that the risk associated with such a venture is worth taking, from a taxpayer

perspective, considering the technology access that could be overlooked—or denied.

It is unrealistic to expect such a venture to have produced strategic change at this point, but In-QTel has achieved significant early progress. To date, In-Q-Tel has reviewed hundreds of business

plans, made more than a dozen investments, brought five technologies and services to the

Agency for use or demonstration, and has implemented three pilots since its charter was signed in

July 1999. By private sector standards, this represents a noteworthy accomplishment and the start

of a good track record.

To take the venture to the next level, the Panel identifies some areas of improvement and makes

fourteen recommendations to refine the process. A follow-on review and analysis should be

done only after In-Q-Tel has had sufficient time to demonstrate the technology solution processes

now being tested. A reasonable and appropriate time would be when the original charter agreement expires in July 2004.
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Key Findings

The Panel finds:

• The In-Q-Tel business model makes sense and its progress to date is impressive for a twoyear-old venture. In-Q-Tel should continue to serve as the CIA’s “technology accelerator”—an

entrepreneurial and innovative venture facilitating the delivery of new technology to the CIA;

• The process for implementing new technology to the CIA’s business processes is a key challenge to In-Q-Tel’s success. Transfer of solutions from In-Q-Tel into the CIA will be the foremost determinant of success of this model, yet the current process is beset with institutional

and security challenges that are formidable and real;

• Improved access of In-Q-Tel to key stakeholders and subject matter experts in the CIA is

essential. Such access, however, is complicated by the collision of the “outside” world with

the real need to guarantee security of national intelligence information. In-Q-Tel needs to be

better “marketed” within the Agency to raise awareness of the need for engaging the private IT

sector. The In-Q-Tel Interface Center (QIC) should concentrate on improving the dialogue

between In-Q-Tel and its CIA customers;

• A set of shared performance measures (business metrics) needs to be created. Various

metrics exist; however, they have yet to be appreciated, understood and accepted by all stakeholders; and

• The model needs to mature. The Panel does not at this time recommend expanding In-Q-Tel’s

customer base beyond the CIA. However, elements of the business model may very well be

exportable to other organizations. Interested government organizations should carefully

explore their own needs and authorities before developing similar ventures.



ASSESSMENT

The Panel made assessments in six functional areas:

• Appropriateness of the business model;

• Day-to-day operational aspects of the model;

• Examination and development of technology issues;

• Adequacy of legal formation and disposition of intellectual property rights;

• Discharge of financial considerations; and

• The organization’s future challenges.



The Business Model

In-Q-Tel has been mischaracterized as a private venture capital firm. More precisely, the Panel

found that In-Q-Tel is an evolving blend of various business, nonprofit, and government research
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and development (R&amp;D) models. It is most analogous to a corporate strategic venture capital entity—like those maintained by major technology firms. It seeks enhanced innovation, earlier discovery of relevant technologies, and more direct information on market developments.

Like a government R&amp;D organization, In-Q-Tel has only one customer (the CIA) for its development activities. However, as a private entity, In-Q-Tel enjoys the following advantages. In-Q-Tel:

• Can make equity investments;

• Has fewer bureaucratic constraints;

• Is not required to comply with the Federal Acquisition Regulations (FAR) requirements;

• Can obligate funds in multi-year increments, i.e., “no year” money;

• Is not restricted by civil service personnel policies;

• Engages only in unclassified projects;

• Has the cachet of being associated with the CIA; and

• Has a flexible deal structure modeled after commercial contractual/investment vehicles.

Unlike a true venture capital model, In-Q-Tel is more aptly described as a “technology accelerator,” seeking speed and agility in discovering innovative IT solutions for the Agency. In-Q-Tel

differs from private venture capital models in the following ways. In-Q-Tel:

• Places its value proposition on obtaining IT solutions, not foremost on return on equity or asset;

• Deals always result in a product or service (e.g. feasibility assessment, test product or prototype);

• Investments are more likely to provide value to the portfolio companies beyond cash:

- Investment is ”smart money” in its portfolio companies; that is, In-Q-Tel provides portfolio

companies with intellectual capital, technology-related experience and the Agency as a

potential test-bed; and

• Due diligence process is more strict:

- In-depth investigation into the company’s structure and financial status as well as the ability

of the proposed technology to meet the Agency problem domain is completely evaluated

before forming a contract.

By private sector standards, In-Q-Tel has produced noteworthy results and continues to show

promise for the future.

• In-Q-Tel has evaluated over 750 work plans and determined that 23 projects meet its criteria

for work products/investments; and

• Five technologies and services are available for use or demonstration in the Agency and three

pilots have been implemented:

- Presidential Information Dissemination System (PIDS): an electronic briefing tool used for

the president-elect during the transition. It provides advanced search capabilities and

“real-time intelligence” to the briefer;

- Latent Semantic Indexing (LSI): an application that finds documents “similar to” other

information without having to precisely specify parameters or data points; and

- Link analysis technology used to sort and compare recurring personnel data.
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Interviews with In-Q-Tel’s portfolio companies revealed that In-Q-Tel had indeed succeeded in

doing business with companies who would not have considered contracting with the government

due to the tedious procurement process, reporting requirements and regulations. By doing so, InQ-Tel potentially benefits the CIA by plugging into unconventional and previously untapped

sources of innovation and technology.

Recommendation: In-Q-Tel’s potential advantage to the CIA outweighs the risk. In-QTel should continue as the CIA’s entrepreneurial and innovative venture facilitating the

delivery of new technology to the CIA.



Operational Aspects

The Panel found that In-Q-Tel is positioned to deliver technology innovation to the CIA. It is not

clear, however, that the CIA has a timely and efficient process to “insert” that technology into the

Agency’s IT architecture. Most stakeholders feel they can only declare In-Q-Tel a success if the

technology it introduces improves the ability of CIA analysts and clandestine officers to carry out

intelligence tasking, collection, processing, exploitation, and dissemination. The Panel finds the

thinly tested solution transfer process a major challenge to In-Q-Tel’s future success, putting it in

the untenable position of being evaluated by a process over which it has no control.

The current structure for integrating new IT into the Agency seems extremely complicated and

time consuming:

• Security considerations affect the entire life cycle for IT in the Agency. In-Q-Tel’s business

model (i.e., operating in an “open” environment where the client is known) creates challenges

within the established CIA security framework; and

• Up to six formal boards with multiple levels of review must be completed before any technology is integrated into the Agency IT architecture.

Recommendation: The CIA should continue to streamline and simplify its process of

introducing new products into its overall IT architecture.



Recommendation: There must be shared responsibility for solution transfer of In-Q-Tel

technology into the CIA. The CIA leadership, through the In-Q-Tel Interface Center

(QIC), must put more focus on delivery and dissemination of In-Q-Tel’s technology to the

customers.

The extensive interviews of current and potential In-Q-Tel customers inside the CIA convinced the

Panel that In-Q-Tel’s purpose, form and mission are unevenly appreciated and understood by all

parties who could benefit from its work:

• Throughout the CIA organization, there is no clear and uniform understanding of In-Q-Tel’s

capabilities; and
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• Little awareness exists of In-Q-Tel activities in the Agency at large; analysts learn more about

In-Q-Tel by reading media reports than from internal “marketing” on what In-Q-Tel technologies might do for them.

The QIC is expected to provide the interface between In-Q-Tel and its consumers. However, the

Panel finds that the QIC is more involved with oversight of In-Q-Tel’s activities than facilitating

access to potential Agency technology users.

Recommendation: QIC should identify and connect In-Q-Tel personnel with key stakeholders and subject matter experts. Furthermore, QIC should more aggressively “market” In-Q-Tel capabilities within the Agency.

As a corollary to better marketing In-Q-Tel’s capabilities within the Agency, success hinges on

eventual change in culture and overcoming the “not invented here” syndrome in introducing new

projects. Today:

• In-Q-Tel’s budget is viewed as a burden across the entire Agency, thus giving rise to expectations and the serious questioning of alternative use of scarce resources; and

• In-Q-Tel’s model for steering technology development prior to commercialization is new to the

Agency. Yet it is crucial for the CIA to adapt to this cultural change if it hopes to harness and

implement constantly evolving commercial innovations.

Recommendation: The DCI must make the CIA leadership accountable for encouraging

and nurturing a cultural change that accepts solutions from the “outside world.” The CIA

needs to develop and communicate a shared vision statement for the future of technology as the enabler to successfully perform the CIA’s mission.

The Panel finds that the QIC is a critical component for In-Q-Tel’s future success and improvements are needed in its structure and staffing. The current QIC staff has done a commendable job

of helping In-Q-Tel grow and establishing the groundwork for its success. Ideally, the QIC would

be staffed with employees knowledgeable both in IT and the operational needs of one or more of

the CIA’s lines of business, analysis or clandestine operations.

Recommendation: The DCI should take action to ensure that a position in the QIC is

viewed as career enhancing. The staff should also be senior enough to act on behalf of

their respective organizational sponsors.

In-Q-Tel and the CIA are in an important and necessary learning process during this experiment.

There exists a need for a reliable and improved communications linkage between In-Q-Tel and its

critical user communities in the CIA as well as an effective connection between In-Q-Tel and the

senior executive leadership of the CIA. These connections will enable the CIA to represent its
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broad vision of the Agency’s role in the Intelligence Community and inform In-Q-Tel on the best

ways to hunt for, acquire and transfer the most appropriate technologies to support the vision.

The Panel believes this can best be accomplished by establishing an In-Q-Tel Intelligence Technology Oversight Panel that would at minimum include a representative combination of the

senior executives at the CIA who care about focusing In-Q-Tel on the technologies that really

matter for the Agency.

Recommendation: The CIA and In-Q-Tel should form an Intelligence Technology Oversight Panel to facilitate communication between the two organizations. The Panel should

be chaired by the Executive Director and include the Chief Scientist, the Deputy Directors, the Assistant Directors of Central Intelligence, and the Chief Information Officer.

The Panel gave extensive consideration and discussion to the question of In-Q-Tel/QIC’s positioning

in the Agency as well as within the overall Intelligence Community. QIC is currently housed within

the Directorate of Science and Technology (DS&amp;T) where it was born, nurtured, and directed from

an Agency perspective for its first two years of life. The DS&amp;T has done a commendable job of

providing leadership and a framework for implementation of the fundamental concepts driving InQ-Tel/QIC. A majority of the Panel concluded that QIC should stay where it is for the moment.

However, some members of the Panel believe that the IT component of In-Q-Tel/QIC’s mission is

the most critical success factor for the CIA over the next several years and that it might benefit

from reorganizing QIC to report to the Agency’s Chief Information Officer after the recent restructuring led by the Executive Director. Indeed some Panel members believed that the In-Q-Tel

promise is so great that QIC should report even higher up in the Agency, to the Executive Director

or even the Director of Central Intelligence. The Panel’s final conclusion is that the structure

should not be changed at this moment but that the Agency should take up this question again

when the next assessment is conducted.

Recommendation: The Director of Central Intelligence and the Executive Director of the

CIA should revisit the question of the In-Q-Tel Interface Center’s proper reporting relationship within the Intelligence Community no later than July 2004 at the end of the

current charter agreement.



Technology Issues

The Panel commends the CIA for consolidating and articulating its IT needs for the In-Q-Tel

venture. Apparently, this had never been done before. The current “Problem Set” encourages InQ-Tel to pursue a broad range of IT but without the ability to foresee whether the targeted technology is aligned with the Agencies’ future IT vision or if it will directly address a specific agency

requirement. To fully inform In-Q-Tel:
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• The Problem Set must remain flexible to accommodate cutting edge organizations and technologies that may be discovered by In-Q-Tel;

• Access to the Agency’s end users is crucial during the identification of new technologies as

well as the solution transfer process; and

• The Problem Set must be seen in the aggregate as moving the Agency towards its strategic

vision and not just a collection of independent needs.

Extensive experience and research in the private sector has shown that the degree of alignment

between an organization’s technology strategy and its business strategy and mission will have a

lot of impact on how well technology investments enable, support, facilitate and accelerate the

effective implementation of the organization’s business strategy. It has often been observed that

poor alignment between technology and business strategy will produce unsatisfactory results.

The evidence for optimal technology and business strategy alignment between In-Q-Tel and the

CIA is not obvious. More explicit work in this area needs to be undertaken to assure that the

investments being committed by In-Q-Tel are as well aligned with the critical success factors and

core strategies of the Agency as can reasonably be achieved. In-Q-Tel and the CIA should develop a methodology for periodically reviewing, on a quantitative basis, how well this strategy

alignment is being achieved and make adjustments, as necessary, to assure an effective degree of

ongoing alignment.

Recommendation: The CIA should immediately assess how well its information technology strategy is aligned with its business strategy including all elements of mission, goals,

objectives, and critical success factors. This should be translated into an IT strategic

action plan to direct In-Q-Tel and other IT acquisitions.



Legal Formation and Intellectual Property Rights

Although not specified in the original Congressional statement of work, questions arose during

the Panel assessment about the legal basis for In-Q-Tel’s formation and current operations, and

whether appropriate intellectual property rights were being acquired. The Panel’s inquiry into the

legal background confirmed that competent and appropriate legal authority has been relied upon

in the establishment of the entity and its role in the CIA’s acquisition process, and that In-Q-Tel’s

contracting process adequately addresses the legal issues concerning intellectual property.

In-Q-Tel’s legal basis is sound:

• In-Q-Tel’s incorporation and status and its relationship with the CIA were analyzed by Arnold and

Porter and accepted by those involved in the formation, including the CIA’s General Counsel;

• The special authority in Section 8 of the CIA Act of 1949 applies to the CIA’s relationship with

In-Q-Tel, enabling the CIA to obtain certain procurement options outside the Federal Acquisition Regulation (FAR) through In-Q-Tel;

• The Agency maintains competition wherever practical;
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• The Agency determines the acquisition strategy on a case-by-case basis; and

• In-Q-Tel’s outreach is extensive.

In-Q-Tel aggressively uses its options and authorities to seek and negotiate the most favorable

deals for the government. It explicitly considers intellectual property rights when negotiating

deals with portfolio companies; however, it does so using a different process than the typical

federal acquisition process. The flow down requirements of the FAR would inhibit In-Q-Tel’s

ability to attract many commercial entities into business relationships:

• In-Q-Tel tries to negotiate its contracts to include provisions that enable intellectual property

flow down to other potential government users; however, if companies resist, In-Q-Tel needs

flexibility to replace government flow down rights with other arrangements such as the use of

warrants or licenses; and

• When appropriate and necessary to close a deal, the Agency’s chief procurement officer may

waive certain government data rights and replace them with Agency-only use rights.

A key element of In-Q-Tel’s public trust has to do with fair and balanced management of the

intellectual property legal strategy associated with the diverse set of organizational relationships

and investments it makes with taxpayer dollars.

Recommendation: In-Q-Tel should proceed immediately to implement a program to

assure protection of its own intellectual property rights in situations where its own employees may invent or create protectable works. This program should be developed by

the General Counsel of In-Q-Tel and communicated to employees as soon as practical.



Financial Considerations

The Panel did not independently examine In-Q-Tel’s financial controls. In-Q-Tel had recently

undergone a Financial and Managerial Controls Audit by the CIA’s Office of the Inspector General

(IG), and a Financial Statement Audit by PricewaterhouseCoopers LLP for the period of its inception through March 31, 2001. Both organizations found the financial controls and statements to

be in conformance with generally accepted accounting principles. Therefore, the Panel deemed

the financial information provided by In-Q-Tel to be reliable.

The IG stated that In-Q-Tel’s accounting system was “well designed and operating effectively to

provide management with accurate and reliable financial and accounting data”:

• Cash and investment accounts reconcile with accounting records; and

• Current asset accounts did not disclose any material errors or omissions.

Of the $62.7 million obligated by CIA to In-Q-Tel through March 31, 2001, In-Q-Tel has almost

$11.57 million available for future investments. According to In-Q-Tel’s FY 2001 fourth quarter

report (audited), In-Q-Tel recognized approximately $30.1 million in mission delivery (programs,

pilots, etc.), $2.5 million in start-up costs, and $10.1 million in recurring General and Administrative (G&amp;A) costs from inception through March 31, 2001. Additionally, In-Q-Tel made $2.6
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million in equity investments and incurred other expenses of $2.9 million during the same timeframe. There is another $6.2 million in open commitments.1 As of March 31, 2001, In-Q-Tel had

leveraged 2.15 dollars for every dollar spent on equity, internal R&amp;D, and entrepreneurial funded

development.

The Panel reviewed In-Q-Tel’s compensation plan for its Board of Trustees and employees. The

compensation plan is designed to attract and retain top talent from both the public and private

sectors. Because the In-Q-Tel organization is a hybrid of different models, its compensation plan

exhibits various compensation components from those models, but is primarily comparable to the

financial services industry:

• Although high compared to the public sector, the compensation plan is appropriate and reasonable from a private sector perspective;

• Board of Trustee members receive cash compensation, with additional compensation for the

chairman and the committee chairs. However, five of the ten Board of Trustee members have

declined compensation; and

• Employees receive a base salary and annual cash bonus. Additionally, there is mandatory

participation in a Long-term Incentive Compensation Fund: In-Q-Tel makes the contribution on

behalf of the employee.



In-Q-Tel’s Future

In-Q-Tel’s evaluation and performance measures are still developing. Two sets of metrics have

been developed since the corporation’s creation in 1999, but neither has kept pace with the

evolution of the model. As a result, there is not an agreed upon set of criteria to evaluate In-QTel’s performance, causing disagreement and confusion over the level of In-Q-Tel’s success and

progress. The Panel concluded that, although such performance metrics are key and should be a

corporate priority, In-Q-Tel’s “balanced scorecard” measurement tool is not currently being used

because:

• The business model is dynamic;

• The evaluation criteria are not shared by all parties; and

• Congress, the CIA and In-Q-Tel all evaluate “success” differently.

Recommendation: In-Q-Tel must update its performance metrics, making them specific

to its mission and goals and shared by all stakeholders. The Panel recommends In-Q-Tel

measure itself by its ability to accelerate technology insertion into the CIA, transfer

solutions to the point of implementation, and establish financial progress toward selfsustaining operations.

In addition, the In-Q-Tel business model continues to evolve. During the course of the assessment, the Panel detected continual progression in the way In-Q-Tel chose its investment targets,

dealt with its contractors and even chose to measure its own accomplishments. The venture has

produced corollary benefits for the Agency that might not otherwise have emerged:
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• In-Q-Tel precipitated an Agency-wide review of the IT insertion process and the role played by

the Agency’s boards; and

• Apparently for the first time, IT needs statements were developed and shared across the entire

Agency.

The Panel believes that the model needs to demonstrate additional maturity and success. During

interviews, it became apparent that the In-Q-Tel model is also being considered by other intelligence agencies. At present, the Panel believes In-Q-Tel’s customer base should remain with the

CIA. However, elements of the business model may provide some advantage to other agencies

and each of them should explore carefully its own requirements and authorities before establishing a similar venture.

Recommendation: In-Q-Tel should not expand its mission beyond the CIA until it is

deemed to be a success in its CIA mission. However, solutions that solve a similar problem in another government organization—particularly in the Intelligence Community—

should be shared. Elements of the In-Q-Tel business model may be exportable. Other

government organizations must make their case for adopting key In-Q-Tel concepts to

support their mission delivery.

In-Q-Tel has not seen a major return on any of its investments—yet:

• A memorandum of understanding defines the allocation rules for net proceeds resulting from

investments traceable to CIA funding, with 50% going to fund In-Q-Tel projects in the current

“Problem Set,” and the remainder to fund strategic IT initiatives that the CIA identifies, with the

following priorities: (1) initiatives benefiting the CIA, (2) initiatives benefiting the intelligence

community and (3) initiatives benefiting the federal government;

• A “big win” could make In-Q-Tel self-sustaining; and

• As In-Q-Tel becomes more financially self-reliant, the CIA’s control over the entity becomes

less fiscal and more contractual. That is, whereas today In-Q-Tel relies on an annual appropriation from the CIA through QIC, in the future the relationship will be defined almost entirely by the provisions of the annual contract, as well as by the Board of Trustees, the Charter,

and mutual mission and interests. Further control is provided by In-Q-Tel’s standard project

approval process, which includes review by the In-Q-Tel Review Board with QIC management

serving as an advisor.

Recommendation: The DCI, QIC and the In-Q-Tel Board of Trustees should begin planning now for changes that may be required in the annual contract and governance of InQ-Tel in the event significant success occurs.

It is not unusual for investment portfolios, especially in high technology R&amp;D, to experience

delays and losses early, while successes take more time to develop than anticipated. In the venture capital world, success or failure is measured after an average of five years after a venture has
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begun. A commitment must be made by the Agency and its Congressional partners to allow In-QTel to complete its initial business cycle without undue oversight reviews.

Recommendation: Except for required audits and oversight, In-Q-Tel should be allowed

to complete its initial business cycle without additional reviews. A full business case

assessment should be required at the end of the charter agreement, July 2004.
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About the Assessment



Congressionally Directed Action

The Conference Committee report for the FY 2000 Intelligence Authorization Act directed the CIA

to arrange for an “independent cost versus benefit assessment [of In-Q-Tel]…to determine the

success or failure of this experiment.” Key questions included:

Analysis of the benefits:

• Are the Agency’s most critical technology issues being translated into specific and actionable

technology acquisition targets for In-Q-Tel to pursue?

• Would In-Q-Tel’s business model likely gain access to new technologies needed by the

Agency, focusing on quality, speed and development of new business partners?

• Are the day-to-day operational aspects of the In-Q-Tel/CIA interface designed to elicit customer

satisfaction, specifically focusing on impact of completed projects and plans to implement

projects in development in the Agency?

• Did the creation of In-Q-Tel and the In-Q-Tel Interface Center (QIC) contribute to learning and

growth in the CIA and how does In-Q-Tel play into the Director of Central Intelligence’s strategic vision?

Analysis of the costs:

• What, if any, is the effect on the CIA and the government of funding this new legal entity,

specifically focusing on non-traditional acquisition authorities and the government’s access to

intellectual property rights?

• What are the financial considerations in terms of expenditure of appropriations as well as

direct personnel costs?



BENS Conducts an Independent Assessment

Business Executives for National Security (BENS), a non-partisan, nonprofit organization of business leaders who have joined to bring better business models to the nation’s security, conducted

the study at the request of the CIA.

BENS convened an independent panel of 30 executives, supported by a small team of BENS staff

and consultants. The Panel consisted of senior executives from a variety of professional and

business backgrounds including legal, venture capital, high technology, banking and investment.

BENS staff teamed with professionals from the Global Government Group of Grant Thornton LLP

and senior analysts from the RAND Corporation.

It was the goal of the Panel to assess current methods and the processes being developed by In-QTel to introduce new technology into the Agency. Throughout, the Panel attempted to establish a

common understanding of the In-Q-Tel venture so that all parties—In-Q-Tel, QIC, the CIA and

the Congress—could come to a shared vision of what constitutes success for In-Q-Tel.
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Assessment Methodology

Over a six-month period beginning in January 2001, the Panel reviewed technical, legal and

financial documentation and conducted over 100 interviews—including In-Q-Tel, the CIA from

top leadership down to its IT user community, Congress, other Agencies and the companies who

are providing the technology innovations to In-Q-Tel. The assessment involved:

• Conducting thorough background research into the formation and operation of In-Q-Tel and

QIC, both in document review and briefings;

• Examining previous reviews of the In-Q-Tel enterprise, including holding discussions with the

staff of the House Appropriations Committee Surveys &amp; Investigations staff which assessed InQ-Tel, the CIA’s Office of the Inspector General (IG) financial and managerial controls audit,

and a financial statement audit by PricewaterhouseCoopers LLP;

• Actively assessing the In-Q-Tel enterprise through in-person interviews and observations in

order to render performance and value judgments in the evaluation.

The Panel was briefed at CIA Headquarters on March 21, 2001, by senior CIA and In-Q-Tel

officials on the Agency’s expectations for the venture. A final meeting was held at In-Q-Tel’s

offices on May 31, 2001, where the Panel reviewed and approved the preliminary conclusions

and recommendations.



The Panel

C. Lawrence Meador, Chairman, Clinician Support Technology (Panel Chairman)

W. Allen Barnett, President, Riverside Underwriting Capital, Inc.

Leonard A. Batterson, Chairman and CEO, Batterson Venture Partners

Raphael Benaroya, Chairman and CEO, United Retail Group, Inc.

Denis A. Bovin, Vice Chairman, Investment Banking, Bear Stearns &amp; Company, Inc.

Neill H. Brownstein, Special General Partner (Ret.), Bessemer Venture Partners

James A. Cannavino, Chairman and CEO, CyberSafe Corporation

Daniel H. Case, III, Chairman of the Board and CEO, Chase H&amp;Q

Marshall N. Carter, Chairman (Ret.), State Street Corp.

Howard Cox, General Partner, Greylock

James W. Down, Vice Chairman, Mercer Management Consulting, Inc.

David L. Feigenbaum, Principal, Fish and Richardson, P.C.

Arthur E. Fillmore, II, Partner, Craft Fridkin &amp; Rhyne, LLC

Bart Friedman, Partner, Cahill, Gordon &amp; Reindel

William Gravell, Director, Information Assurance, TRW

Daniel Greenberg, Chairman and CEO, The Greenberg Foundation

Norman M. Hinerfeld, Chairman and CEO, The Delta Group

The Honorable Steven S. Honigman, Partner, Thelen Reid &amp; Priest LLP

Deborah Lee James, COO, BENS

Naveen Jain, Chairman, InfoSpace, Inc.

Joel M. Koblentz, Managing Partner, Egon Zehnder International, Inc.
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Kathleen A. Kurre, Former President &amp; CEO, Intellego Corp.

Jonathan E. Lewis, Portfolio Manager, OFFITBANK

Zenon S. Nie, Former Chairman &amp; CEO, Simmons Company

Kenneth J. Novack, Vice Chairman, AOL Time Warner, Inc.

Admiral William A. Owens, USN (Ret.), Vice Chairman of the Board, Teledesic LLC

Kenneth W. Rind, General Partner, Israel Infinity Venture Capital

Mathis H. Shinnick, Managing Director, Deloitte and Touche Corporate Finance LLC

Major General Thomas A. Wessels, USA, Vice President, Merrill Lynch

John R. Whitman, Managing Partner and Founder, Sycamore Ventures



The Organization of the Assessment Report

The report is organized by functional area. The Executive Summary briefly states the context for

the assessment and summarizes the key findings, conclusions and recommendations. The main

body of the report expands on the rationale for the assessment (Chapter 1) followed by a description of the evolution and goals of the In-Q-Tel concept (Chapter 2). However, the report’s main

focus is on six areas of investigation:

• Appropriateness of the business model (Chapter 3)2;

• Day-to-day operational aspects of the model (Chapter 4);

• Examination and development of technology issues (Chapter 5);

• Adequacy of legal formation and disposition of intellectual property rights (Chapter 6);

• Discharge of financial considerations (Chapter 7); and

• The organization’s future challenges (Chapter 8).

Each chapter provides the explanation and rationale for the findings, conclusions and fourteen

recommendations the Panel offers to improve chances for future success of In-Q-Tel and QIC.



2

Business proprietary information pertaining to In-Q-Tel and its investment portfolio is contained in a separately published annex

not part of this report.
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Evolution and Goals of In-Q-Tel and QIC



By 1998, the CIA’s Deputy Director for Science and Technology and others in the Agency had

become painfully aware that IT was transforming all aspects of modern enterprises, and that the

CIA needed to respond. They realized the Agency was struggling to keep pace with change in

this new digital age, where information was abundant and the communication medium was high

technology. The Agency was experiencing an “IT gap” caused by the speed of change and innovation in the commercial high technology sector. The concept for the In-Q-Tel venture was born.

The CIA recognized that it needed to develop IT quickly. To do this, the leadership acknowledged

that the Agency needed to tap into the private sector IT world’s high energy. Furthermore, it had

to attract and retain bright people knowledgeable about IT to the Agency.

During this same time frame (May 1998), the Director of Central Intelligence (DCI) launched his

“Strategic Direction” initiative, which stated in part:

“Beginning with the critical field of IT, we will pursue this [new] approach through the creation

of an external nonprofit enterprise designed to be electronically connected to leading research

throughout the country. This new entity will speed insertion of mature technologies, support

rapid development of mission-critical applications, and enhance our ability to attract the skills

and expertise vital to our success.”

A small group of senior Agency officials, including the Deputy Director of Science &amp; Technology,

and referred to as the “Agency Group”, were directed to develop and execute the DCI’s concept.

The Agency Group, composed of senior Agency officials, including the Deputy Director of Science and Technology, was determined that the new entity had to be fast moving and agile, able to

address complex and difficult Agency challenges, and be able to react quickly to new IT developments. With the assistance of a consulting firm, Arthur Andersen, and a law firm, Arnold &amp; Porter,

the Agency Group analyzed numerous models currently used in the intelligence, defense and

federal communities for funding and procuring IT. The models analyzed included: Federally

Funded Research and Development Centers (FFRDC) , Defense Advanced Research Projects

Agency (DARPA) , and some traditional government technology procurement methods. These

models were rejected for a variety of reasons, but primarily because they could not meet the fast

pace and change being demonstrated by the commercial IT sector (see Chapter 3 for a model

comparison).



The Best of Breed

The goal of this entity was to raise the Agency’s IT competence to that of the best practices of the

private sector. To determine the most appropriate model to use or develop to meet the Agency’s

needs, the Agency Group interviewed over 100 individuals from the Intelligence Community,

Federal Government, IT industry, commercial consortia, FFRDCs and the venture capital commu5
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nity. Additionally, the Agency Group researched and analyzed various models for technology

development entities, including: R&amp;D by contract, joint ventures, research corporations, incubators, corporate venture capital, consortia, existing government contractors, FFRDCs, DARPA,

government-owned Contractor-operated facilities, technology labs, university/industry collaborations, new technology alliances, strategic consortia, collegial interchanges and consultancies.



In-Q-Tel is Created

The Agency Group determined that no single model offered the ideal approach to the effort the

Agency envisioned. Instead, the model they proposed was a hybrid of the private sector and the

CIA/government technology procurement models. It adopted attributes from various models to

create an entirely new approach designed specifically to meet the Agency’s needs.

Peleus, Inc. (the name was later changed to In-Q-It, Inc. and then, finally, to In-Q-Tel, Inc.) was

formed in February 1999 as a nonprofit, non-stock corporation in Delaware. In-Q-Tel has since

qualified as an organization exempt from federal income taxation under section 501(c)(3) of the

Internal Revenue Code of 1986, as amended. The Corporation was to operate exclusively for charitable, scientific and educational purposes, and has, among its purposes, the following activities:

• Perform and promote research and related scientific endeavors in the field of IT;

• Foster collaborative arrangements that make private sector IT expertise more readily accessible

to agencies of the United States; and

• Foster the development of IT that will benefit the public, private and academic sectors of the

United States.3

In-Q-Tel set its sights high. The vision for the organization was to:

“Invent the Agency of the future by raising its IT competence to that of the best practices of the

private sector and then to explore new areas of research that equip it with capabilities that

protect and advance our country’s national security well into the 21st century.”4

The original mission specified in the corporate charter agreement was “to exploit and develop new

and emerging information technologies and pursue R&amp;D that produce innovative solutions to the

most difficult problems facing the CIA and Intelligence Community.”5 To accomplish this mission

and vision, In-Q-Tel was designed to network extensively with those in the technology industry, the

venture capital community, academia, and any others who were at the forefront of IT innovation.



Board of Trustees

In-Q-Tel’s corporate bylaws provide for a Board of Trustees (Board) to oversee operations. The

Board is required to meet twice a year, but has met quarterly and formed committees to carry out

responsibilities. Board members have extensive experience in investment banking, the high3



Certificate of Incorporation of Peleus, Inc. – February 16,1999.

Charter Agreement, July 2000.

5

Charter Agreement, July 2000. In-Q-Tel’s board has agreed to accept work only from the CIA for the time being. They attempt

to negotiate all solutions for the whole Intelligence Community to have a “preferred customer” status.

4
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technology industry, academia, and the defense and intelligence communities. The Board members have three-year terms. The bylaws also permit the CEO of In-Q-Tel to attend all board and

committee meetings, but not vote.

In-Q-Tel Board Members:

Lee A. Ault, III, Former Chairman and CEO, Telecredit, Inc. (Chairman)

Norman R. Augustine, Former Chairman and CEO, Lockheed Martin Corporation

John Seely Brown, Former Director, Xerox Palo Alto Research Center

Michael Crow, Executive Vice Provost and Professor of Science and Technology Policy, Columbia

University

Stephen Friedman, Senior Principal, MMC Capital Inc.; Retired Chairman, Goldman Sachs &amp; Co.

Paul G. Kaminski, Chairman and CEO, Technovation, Inc.; Senior Partner, Global Technology

Partners

Jeong Kim, President, Optical Networking Group, Lucent Technologies, Inc.

Alex Mandl, ASM Investments, LLC

John N. McMahon, Former Deputy Director of Central Intelligence; Former President and CEO,

Lockheed Missiles &amp; Space Co.

Dr. William J. Perry, Professor, School of Engineering, Stanford University



In-Q-Tel Interface Center

The In-Q-Tel Interface Center (QIC) was created to provide a necessary link between the CIA and

In-Q-Tel. QIC is a small group of 13 Agency employees tasked to assist In-Q-Tel in the “discovery of new IT solutions on high priority problems and their deployment and acceptance in the

Agency.”6 In addition, QIC was formed to fulfill the contract stipulation between the Agency and

In-Q-Tel, which states QIC “shall be responsible for overall technical, program planning and

management of the work.”7 QIC plays an important role in managing operations, providing a

link to the Agency, and receiving contractual documents from In-Q-Tel which include, but are not

limited to, technical reports, quarterly status reports, and intellectual property reports.

Together, QIC and In-Q-Tel strive to be recognized as the Agency resource for the development

and acceptance of commercially viable IT solutions that could have a substantial impact on the

Agency’s core mission.8 QIC serves as the advocate for the In-Q-Tel/CIA partnership. QIC’s role

includes formulating the Problem Sets of the Agency’s needs and finding customers within the

Agency for In-Q-Tel to serve. This link is crucial for In-Q-Tel’s understanding of Agency needs

and improving its chances for discovering the right solutions.

QIC’s role also includes educating potential inside customers about In-Q-Tel projects and their

progress in finding innovative technologies in the marketplace. While stakeholders within the

Agency have an idea of what technology is out there, they admittedly do not track it exhaustively.

6



The Strategic Plan, “QIC: CIA’s Link to In-Q-IT.” Page 2.

Contract between the Agency and In-Q-It, Inc. page 2.

8

QIC Strategic Plan, Version 1.0 March 2000.

7
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The Problem Set

The creation of In-Q-Tel’s Problem Set started in 1999 with a call throughout the Agency’s eighty or

more offices. Members of QIC began discussions with office directors and four of the Agency

Deputy Directors about technology needs facing the CIA. After obtaining a general feel for Agency

needs, QIC conducted approximately 100 interviews with Agency subject matter experts to capture

specific Agency IT requirements. This data call produced about 500 suggestions (ten percent of

which came from the Directorate of Intelligence’s primary IT group). The requests were consolidated and selected by QIC based in large part, on creating an unclassified Problem Set of Agency

needs. Thirty to forty problems were identified for In-Q-Tel. Those problems were reviewed and

culled further. What remained after considering classified information, customer needs and input

from the Board of Trustees and staff of In-Q-Tel became In-Q-Tel’s Problem Set and its agenda. The

Problem Set was the basis of the contract between the Agency and In-Q-Tel from which In-Q-Tel

began to operate in July of 1999 (See Chapter 5 and Appendix B for details on the Problem Set).



Model Evolution

The original concept of operations for In-Q-Tel was to be a type of technology systems integrator.

That concept quickly evolved and In-Q-Tel became a buyer of products from long-standing

Intelligence Community contractors. The model further evolved as In-Q-Tel started to receive

good ideas and work plans from smaller start-up companies. Today, In-Q-Tel is a shopper in welldefined technology “spaces”. Each of In-Q-Tel’s evolutionary phases overlaps in time. While

concurrency has presented some problems, it demonstrates the kind of agility In-Q-Tel needs to

keep pace with the private sector and to meet Agency needs.

Originally, In-Q-Tel looked for “best-of-class” integrators of commercial off-the shelf (COTS)

technology. It was believed there was more than enough technology in the marketplace, and the

CIA only needed In-Q-Tel to pick the best technology and bring it into the Agency. To test this

notion, a contractor familiar with the Intelligence Community was hired to integrate what the

COTS world knew about building a secure local and wide-area network (LANs and WANs). The

results were disappointing and the specific requirements were hard to understand. Thus, the

contract was converted into one that looked directly at requirements, specifically generating “use

scenarios”, that exploited the expertise of subcontractors.

The next phase in the evolution of In-Q-Tel was to define a specific requirement and task bidders

to solve that requirement. This limited the companies that could be reached because many

companies were not comfortable with how the government does business and would not respond

to this type of relationship. Silicon Valley companies and smaller start-ups are not familiar with

this type of task and its specific requirements-driven relationship. Science Applications International Corporation (SAIC), a larger firm that is one of the traditional governmental contractors for

the Agency, won two of the requirements projects. To some, SAIC’s prominence among the initial

winners cast a poor light, fairly or unfairly, on In-Q-Tel’s ability to break the government procurement mold of contracting and reach out to those vendors who would not typically do business

8
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with the government and particularly, the CIA.

This situation changed when Gilman Louie was hired as the CEO of In-Q-Tel on September 21st,

1999. He had a chance interview with the New York Times9 and the Washington Post10 in which

In-Q-Tel was labeled as the CIA’s venture capitalist firm. The story had an unexpected, but positive outcome. Despite scoffing from some private venture capitalists, that interview and related

news stories prompted an immediate flurry of ideas from over 250 small firms, almost all of

which were in the pre-IPO stage. These companies believed that In-Q-Tel and the CIA would

want to invest in their ideas. In-Q-Tel now touts the fact that its venture capitalist label (although

it prefers to be called a venture catalyst rather than capitalist) gives it a visibility into the stream of

pre-IPO technology firms into which other government entities have absolutely no entree.

A lengthy process to determine in which companies In-Q-Tel should invest takes place in this, the

third phase, of the model. Here, products that are technologically superior and appropriate for

the CIA’s special needs are filtered upwards. In-Q-Tel then works closely with vendors to prepare

their products for Agency customers. This process accounts for most of In-Q-Tel’s current

projects.

Today, the model continues to evolve with In-Q-Tel now beginning to work more proactively to

define “solution spaces”. In-Q-Tel plans to focus on technology within those spaces, whether

they reside in specific companies or with academic institutions. In-Q-Tel is also starting to share

general informational needs with large venture capital firms and to have discussions on where

needs overlap. In addition, In-Q-Tel has begun to track technology at universities to determine

what universities are leaders in specific technological areas as well as identify new technologies

among defense contractors, national and private labs, professional services firms and federal

government entities that may have value to the Agency.



Goals

The principal goal of In-Q-Tel was to help the Agency solve mission-critical IT problems by

attracting a greater range of talent to solve the Agency’s Problem Set.11 The secondary goal for InQ-Tel was, and continues to be, to help create new IT markets, stimulate competition, and develop multiple commercialized solutions to help the Agency obtain better technologies more

efficiently with a lower overall cost of ownership.12 In-Q-Tel’s organizational documents and

stakeholders have stated repeatedly that In-Q-Tel’s mission is not to survive just for survival’s sake

but to make a “strategic difference” within the Agency.

Even as the mission and methods continue to change, In-Q-Tel established the following four goals for

calendar year 2000:

9



Markoff, John. “C.I.A. to Nurture Companies Dealing in High Technology.” New York Times, 29 Sep. 1999.

Ignatius, David. “The CIA as Venture Capital.” The Washington Post, 29 Sep. 1999.

11

In-Q-It Draft Operations Plan Version 1.1, December 15, 1999.

12

Ibid
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1. Initiate a significant number of incubators that have potential yield for the Agency;

2. Involve a wide range of partners that have historically not been involved in Intelligence Community development;

3. Complete at least one demonstrable prototype of significant interest to the Agency for deployment and commercialization; and

4. Assist the Agency in the assimilation and testing of the prototype.13

Goal 1:

This goal was not met because a subsequent decision was made not to initiate incubators.

Goal 2:

In-Q-Tel has met with and reviewed business plans or formulated deals with a significant number of

portfolio companies. These portfolio companies represent a wide range of partners that have not

historically been involved with the Intelligence Community. In addition, the media attention of InQ-Tel and its own networking has led over 750 companies to inquire, submit business plans and

proposals to In-Q-Tel. Of those 750 companies, 23 have been contracted with, many which had

not previously worked with the government. This wide-range of companies has expanded the

number and types of firms which the Agency and the Intelligence Community as a whole usually

partners.

Goals 3 and 4:

In-Q-Tel met these goals by delivering, assimilating, and testing a prototype of the Presidential

Information Dissemination System (PIDS) project and a few other projects, which at the time of

this report are being piloted by the Agency. Although PIDS does not currently have a commercial

use, some of the technologies within PIDS do and In-Q-Tel is currently working with SRA and

Fuji-Xerox to commercialize them. In addition, PIDS serves as the basis for the iWeb program

within the Agency, which is responsible for creating a flexible and extensible framework from

which to develop a portal for a larger analyst group. Some of the more recent pilot projects

within the Agency seem as if they may be successfully integrated within the Agency. In addition,

some portion of the technology may be commercialized.

There is evidence to suggest that In-Q-Tel-introduced technologies have greatly impacted Agency

end users. One of the end users of the PIDS technology claimed PIDS greatly assisted their ability

to brief the president-elect. Another end user of one of the piloted projects claimed: “My relationship with this vendor has been the best vendor relationship I have had in over 20 years with

the government and having dealt with over 100 different vendors.” This end user claimed the

vendor has been there every step of the way with the technology and is willing to work with the

Agency to make the technology work. In the piloting phase, this end user claimed the technology

was able to do in a few minutes what his technicians told him they could do in two to three days.



13
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The Panel Assessment

All in all, the Panel finds the number of work/products, investments and pilots to date impressive

for a company of any type that has been in operation for only two years.
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The Business Model



The business model adopted by In-Q-Tel/QIC is one of a number of methods that can be employed to find, foster and procure technology. Why was it created? After describing some of the

more traditional models the government uses for discovering, developing and procuring IT, this

section provides some basic facts about the In-Q-Tel/QIC business model and the “Q Process” for

transferring IT solutions to the Agency.



Comparison: In-Q-Tel/QIC and Alternatives

Some stakeholders have questioned the necessity of forming In-Q-Tel and criticized the CIA for its

development when other seemingly similar models are operating and used by other governmental

entities. The Panel studied various models to understand the differences the In-Q-Tel model brings to

the CIA relative to alternative models and acquisition processes.

The following models are described in this section: Federally Funded Research and Development

Centers; Defense Advanced Research Projects Agency; Advanced Concept Technology Demonstrations; a dedicated Research Laboratory; and a Corporate Strategic Venture Capital Firm.



Some Alternatives:

Federally Funded Research and Development Centers (FFRDCs)

FFRDCs were initially set-up to meet the special needs of World War II. All FFRDCs are sponsored by government agencies, but are privately administered by universities and other nonprofit

organizations. They are organized as independent, nonprofit entities with limitations and restrictions on their activities in order to protect that independence. There are currently 36 FFRDCs

working in the fields of defense, energy, aviation, space, health and human services and tax

administration.

By bringing together the expertise and outlook of government, industry and academia, FFRDCs

solve complex technical problems that cannot be solved by any one group. They work in the

public interest and operate as strategic partners with the sponsoring government agency. Since

FFRDCs are prohibited from manufacturing products or competing with industry, commercial

companies can divulge sensitive information to them knowing it will not be used to compete

against them. This allows FFRDCs to provide guidance across the full spectrum of capabilities

development, from planning and concept design to technology insertion and integration.

In-Q-Tel mimics most of the FFRDCs best attributes—independence, nonprofit, focused on a

government customer. But FFRDCs tend to be more bureaucratic and less agile due to their close

association with their government customers and the private R&amp;D centers that rely primarily on

government contracts. The CIA wanted more speed and flexibility in the IT market niche they

were seeking to penetrate than the FFRDC model could provide.
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The Defense Advanced Research Projects Agency (DARPA)

DARPA was established in 1958 in response to the Soviet Union’s launch of Sputnik. DARPA’s

mission is to assure that the U.S. maintains a lead in applying state-of-the-art technology for

military capabilities and to prevent technological surprise from adversaries.

DARPA is a project-based organization with efforts that typically last 3-5 years with a strong focus

on end goals. Although, major technological challenges may be addressed over much longer

periods of time, DARPA can only do so in a series of focused steps. A key distinction is that

DARPA investigates ideas and approaches that the traditional government-sponsored R&amp;D community finds too risky.

DARPA generates its technology agenda by combining its best educated guess at future military

requirements with its highly sophisticated knowledge of cutting-edge technology. Typical awards

on the “IT side” of DARPA are one to a few million dollars.14 Universities account for a large

percentage of these awards. The path from project back into the Department of Defense (DoD) is

generally expected to be through industry either through commercial products that make use of

the developed technology or through their diffusion as methods and techniques.

One major difference between DARPA and In-Q-Tel is that if a project does not have better

technology than the rest of the world — never mind better than the military currently has —

DARPA has little interest because DoD funds other avenues to make existing technology fit military requirements. By contrast, In-Q-Tel has less interest in “past-the-edge” technology and more

interest in taking the “best-of-breed” from the Silicon Valley and similar places, nurturing it, and

making it play in the Agency’s world.

In-Q-Tel is also more concerned with the possible commercial applications of technology it supports

while DARPA is far less concerned about commercial capability. DARPA feels that good products will

eventually find a commercial application. However, DARPA does highlight their successes when

products do have commercial use (e.g., the Internet).

Advanced Concept Technology Demonstration (ACTD)

In early 1994, DoD initiated a new program designed to help expedite the transition of maturing

technologies from the developers to the users. The ACTD program was created to help DoD’s

acquisition processes adapt to today’s economic and threat environments. ACTDs emphasize

technology assessment and integration rather than technology development. The goal is to provide a prototype capability to the warfighter and to support the evaluation of that capability.

Most ACTDs are complex “technology-push” rather than “demand-pull” projects. They are not

developed as part of the customer’s emerging architecture. Furthermore many ACTDs, while

demonstrating the feasibility and usefulness of a capability, may be judged to be different than

14
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what the customer wants. As such, the ability and/or willingness of recipients to support and

update fielded ACTDs has been somewhat disappointing.

Roughly half to two-thirds of all ACTDs are product capabilities that can either be used to enhance DoD’s enterprise information infrastructure or are envisioned to be, one day, accessible

from it. This ratio is also characteristic of In-Q-Tel’s efforts. However, In-Q-Tel seeks to make a

strategic difference and is interested in finding solutions that become part of the Agency’s IT

infrastructure, not just appendages to it.

Research Laboratories

There are several categories of laboratories including corporate, government, independent, and

university. Funding and resources (facilities, people, etc.) for these labs are supplied by the

financing organization—typically corporate profits, contracts, grants or endowments—while the

direction of the research may or may not be influenced by the funding entity. Legal rights and

commercialization are typically controlled by the funding entity.

Some of the positive attributes of research laboratories are: the high possibility of unexpected

innovations, a large pool of resources and a well-defined structure. Drawbacks include: high

costs, long-term development cycles and little commercialization help for developers.

The basic premise of the research laboratory is doing the science in-house. In-Q-Tel clearly does

not fit this model, designed instead to partner with entities and leverage the already technically

advanced R&amp;D occurring in the private sector rather than having to build it from the ground up.

One noteworthy government research model is the National Medical Technology Testbed, Inc.

(NMTB). Housed at Loma Linda University, NMTB has been funded by the U.S. Army since 1994

to foster research projects in order to deliver technologies that would improve military and civilian heath care delivery (e.g., medical instrumentation, trauma/shock management techniques,

hypertension, diabetes, neurological, disorders, and the prevention of premature births). Like InQ-Tel, self-sufficiency is NMTB’s long-term goal, one pursued by having it take a percentage of

the revenue or proceeds from the sale of supported products or services or from the licensing of

technology so funded — but not through equity stakes. Also like In-Q-Tel, NMTB undertakes a

business evaluation of the products with the explicit consideration of the potential for commercialization as well as for the expected profit margin and market size. Unlike In-Q-Tel, however,

NMTB does not identify specific government customers for its products, and does not concern

itself with bringing the results of its research back into the U.S. Army.

Corporate Strategic Venture Capital Firm

Corporate Venture Capital Firms are established to create new business opportunities by investing

in promising technology startup companies or ventures. A few large corporations established a

venture capital firm to prevent the small, agile start-ups from “stealing” pieces of their market.
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Often established as wholly owned subsidiaries of a corporation, corporate venture capital firms

primarily focus on the identification and support of technologies and market approaches that are

strategic to the parent company. In some instances, the corporate venture serves as an incubator

and provides the administrative foundation for the start-up. In general the individuals who manage the firms usually have an expertise in business planning, finance and R&amp;D, as well as a

history with the parent company.

Both In-Q-Tel and Corporate Venture Capital Firms focus on particular technological solutions of

interest to another organization. In-Q-Tel focuses on technologies that meet the problem set of

the Agency while Corporate Venture Capital Firms focus on the markets of the parent company.

In addition, the desire to partner with others in the venture capital community when choosing

investments is a shared feature of both models. The typical staffing of Corporate Venture Capital

Firms and In-Q-Tel, combining of individuals with diverse backgrounds, provides another similar

comparison point of both models.



Understanding the In-Q-Tel Model

In-Q-Tel has designed itself to be agile in order to respond to Agency needs; problem-driven to

link its work to Agency program managers; solution-focused in order to improve Agency capability and team-oriented. It is often referred to as a type of government venture capital firm, but that

is a mischaracterization. Although In-Q-Tel has some characteristics similar to those of a venture

capital firm, it also embodies many aspects of other models and operates more like a technology

accelerator—able to take maturing technologies and rapidly ready them for market.

The value proposition for In-Q-Tel is placed on obtaining IT solutions, whereas a venture capital

firm places primary value on return on equity or assets. In addition, In-Q-Tel provides what portfolio companies have claimed is “smart money”. Some aspects of the “smart money” concept are the

intellectual capital and technology-related experience embodied in In-Q-Tel’s employees coupled

with the Agency as a potential test-bed. Venture capital firms tend to stay deeply involved in the

management of their portfolio companies by providing direction and strategic advice; however,

unlike In-Q-Tel, venture capital firms typically do not provide the same technological expertise that

In-Q-Tel provides.

Although In-Q-Tel has only the government as a customer for its development activities, it differs

dramatically from government R&amp;D organizations in several ways. First and foremost, In-Q-Tel

has the ability to make investments in companies with technology that is believed to meet a need

of the Agency. These investments are accompanied by a contractual obligation for a deliverable

work product. Secondly, In-Q-Tel does not have the bureaucratic constraints that are placed on

traditional governmental organizations many of which are embodied in the Federal Acquisition

Regulations (FAR) requirements. In-Q-Tel’s ability to structure its’ deals in this way is the driving

factor for many smaller start-ups which otherwise would not be interested in conducting business

with the government. Third, the fact that In-Q-Tel’s role is to only fund unclassified IT projects

allows it to have the freedom to engage multiple companies, academic institutions, and individu16
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als. Finally, the cachet associated with In-Q-Tel has been instrumental for In-Q-Tel in receiving a

multitude of ideas and business plans from all types of organizations. These attributes of the InQ-Tel model, which are distinguishable from government R&amp;D organizations, allow In-Q-Tel to

foster collaborative relationships that make private sector and academic IT expertise more readily

accessible to the Agency.

In an effort to be responsive to the changes and advances within the IT industry, many of the

established commercial methods have been adopted. Figure 1 illustrates the common characteristics between the models, as well as, some of the characteristics of the other models, which are

not part of the In-Q-Tel model.



In-Q-Tel Model



DARPA, ACTDs

and NMTB



Venture Capital Firms

(Including Corporate Venture

Capital Firms)



DARPA

• Very high risk

• Long range outlook

• Conceptual

• Focused on cutting edge technologies

NMTB

• Narrow scope



Venture Capital Firms

• High Risk

• Primary value on investment return

• Management Expertise

Venture Capital and Corporate

Venture Capital Firms

• Collaborative

• Innovative Culture

• Risk-taking

• Commercial centric

• Flexible &amp; Rapid Development

• Performance-based

Corporate Venture Capital

Firms

• Primary value on technology



DARPA

• Innovative culture

ACTDs

• Focus on technology Integration

• Focus on current technologies

• Speed

• Prototypes/Pilots in use

NMTB

• Self-sustaining goal

• Nonprofit

• Obtains equity for investment



In-Q-Tel

• Costly

• Long development cycle



• Large pool of technical

resources

• Basic and Applied

Research



Research &amp; Development

(Including laboratories)



• Collaboration of academia,

industry &amp; Government

• Nonprofit

• Independent

• Strategic partner to

Government

• Risk adverse

• Extended time to bid and award

• Government centric goals



FFRDCs



Figure 1
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In-Q-Tel Facilitates the Delivery of New Technology to the CIA

In-Q-Tel has the following advantages over other government technology acquisition models. InQ-Tel:

• Can make equity investments;

• Has fewer bureaucratic constraints;

• Is not required to comply with the FAR requirements;

• Can obligate funds in multi-year increments, i.e., “no year” money;

• Is not restricted by civil service personnel policy;

• Engages only in unclassified projects;

• Has the cachet of being associated with the CIA; and

• Has a flexible deal structure modeled after commercial contractual/investment vehicles.

Unlike a true venture capital model, In-Q-Tel is more aptly described as a “technology accelerator,” seeking speed and agility in discovering innovative IT solutions for the Agency. In-Q-Tel

differs from private venture capital models in the following ways. In-Q-Tel’s:

• Value proposition is placed on obtaining IT solutions, not foremost on return on equity or

asset;

• Deals always result in a product (e.g. feasibility assessment or a test product);

• Investments are more likely to provide value beyond cash:

- Investment is ”smart money” in its portfolio companies: that is, In-Q-Tel provides portfolio

companies with intellectual capital, technology-related experience and the Agency as a

potential test-bed; and

• Due diligence process is more strict:

- In-depth investigation into the structure of the companies, financial status, and ability of the

proposed technology to meet the Agency problem domain is completely evaluated before

forming a contract.

Recommendation: In-Q-Tel’s potential advantage to the CIA outweighs the risk. In-QTel should continue as the CIA’s entrepreneurial and innovative venture facilitating the

delivery of new technology to the CIA.



Implementing the In-Q-Tel/QIC Model: The Q Process

To actually make the In-Q-Tel/QIC process work, it has adopted a project management planning

and execution framework referred to as the “Q Process”. This process is interactive and provides

a collaborative means for In-Q-Tel and QIC to sequence the execution of projects. Although InQ-Tel and QIC have evolved, the basic “Q Process” has not changed much since it was developed two years ago.

The “Q Process” is premised on a portfolio approach to solution design. The portfolio of projects

includes different agreements with portfolio companies, different investments and engaging

companies during different stages of development. With that understanding, it is important to
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note that although In-Q-Tel/QIC attempts to follow the “Q Process” with every portfolio company,

not every project will follow all the phases because of constraints in time and the stage which the

project is in development. Nevertheless, the “Q Process” is a model for solution refinement,

development and deployment within the Agency. In short, the “Q Process” begins with the

Agency defining its problems, continues as In-Q-Tel searches for a solution for the Agency’s need,

and ends with In-Q-Tel returning solutions back to the Agency for the Agency to implement. A

more detailed description of each of the phases in the “Q Process” can be found in Appendix A.



The Panel Assessment

In-Q-Tel has been mischaracterized as a private venture capital firm. More precisely, the Panel

found that In-Q-Tel is an evolving blend of various business, nonprofit, and government R&amp;D

models. It is most analogous to a corporate strategic venture capital entity—like those maintained by major technology firms. In-Q-Tel seeks enhanced innovation, earlier discovery of

relevant technologies, and more direct information on market developments.
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4



Operational Aspects



To determine the potential success of In-Q-Tel, the Panel evaluated the operational aspects of the

business model. The acceptance, implementation, and Agency use of discovered technology will

ultimately determine success for In-Q-Tel and QIC. For that reason, the Panel’s analysis focused

primarily on solution transfer and the role In-Q-Tel and QIC play in the process.



Solution Transfer into the Agency is a Major Challenge

The Panel concluded that the deployment of solutions into the Agency requires attention. QIC

has recently finalized the Solution Transfer Framework “to define an iterative process that encompasses the entire lifecycle of a project, from the annunciation of an Agency Problem Set to the

deployment of commercial products.” The Panel reviewed the framework document and recognizes it as a good first step, but determined that modifications to the proposed solution transfer

process are needed.



Identification of Agency Customers

Interviews with Agency officials revealed concerns about investments in technology solutions

before the identification of an end user. In one instance, an end user was ultimately identified,

but did not embrace the solution being proposed. Specific concerns were expressed about the

difficulties In-Q-Tel had in understanding the Agency’s specific needs, navigating the CIA’s insertion board process and overcoming the cultural resistance to change without an identified end

user. The opposite was true in instances where Agency end users were introduced to the portfolio

companies prior to In-Q-Tel investments. Agency customers engaged early in the process were

able to provide input to the statement of work developed for inclusion in the contract between InQ-Tel and the portfolio company and more importantly, insight to the challenge the Agency was

facing. Lessons learned in this area have led In-Q-Tel and QIC to align a potential solution with

an Agency end user – a champion or driver of change relevant to the solution – at the earliest

point in the transfer process.

The Solution Transfer Framework addresses this issue by requiring the development of a Solution

Transfer Plan to include elements such as project descriptions, risks and issues, and the identification of end users. However, the Framework requires that the Solution Transfer Plan be developed

“when In-Q-Tel decides to fund or invest in a technology”. The Panel suggests that In-Q-Tel

should continue the current practice of identifying an end user before making an investment.



Navigating the Labyrinth of Technology Insertion Boards

The Agency requires software or hardware being implemented on the classified network to pass

through up to six review boards and an associated 136 process steps. These review boards address security, counter-intelligence, Agency engineering, records management, installation support, and integrated logistics support. The challenges In-Q-Tel and QIC faced when trying to
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obtain approval for deployment of a pilot solution prompted a review of the entire board structure and process. The Panel applauds this review and recognizes it as a corollary benefit to the

efforts of In-Q-Tel and QIC.

Recommendation: The CIA should continue to streamline and simplify its process of

introducing new products into its overall IT architecture.



In-Q-Tel’s Role

In-Q-Tel’s principle mission is to exploit new and emerging IT and pursue R&amp;D that produce

innovative solutions to the most difficult problems facing the CIA. The Panel found that In-Q-Tel

is occasionally forced to assume a role it was not intended to play. Its goal is to assist the CIA

with assimilation and testing, but the CIA has been unprepared with adequate resources to integrate the solutions In-Q-Tel delivers. Interviews conducted by the Panel revealed that, in at least

one instance, In-Q-Tel was required to play a significant role in integrating pilot solutions because the customer did not have the appropriate technical resources. The Solution Transfer

Framework provides a template for project planning that appears sufficient at the high level, but it

has not been tested.

Recommendation: There must be shared responsibility for solution transfer of In-Q-Tel

technology into the CIA. The CIA leadership, through the In-Q-Tel Interface Center

(QIC), must put more focus on delivery and dissemination of In-Q-Tel’s technology to the

customers.



QIC’s Role

QIC’s mission is to link the Agency and In-Q-Tel to ensure identification, development, transition

and acceptance of unique, value-added, commercially viable IT solutions that address the CIA’s

critical needs. In addition to its mission, QIC must perform oversight and contract administration,

as delineated in the contract between In-Q-Tel and the Agency. Several of those interviewed

commented that QIC’s role in providing oversight has become more prevalent than its mission as

an “Interface.”



In-Q-Tel’s Purpose and Capabilities are Vaguely Understood Within the CIA

Through the Panel’s interviews, it became evident that many individuals within the CIA Directorates do not have a clear understanding of In-Q-Tel’s capabilities. In addition, there is a lack of

understanding about the types of companies with which In-Q-Tel is working, the types of deals

they are making and the kinds of technologies being pursued.

According to QIC personnel, management officials within the Directorates often do not have

knowledge of In-Q-Tel related projects occurring within their own Directorate. This may be

because the project managers are working with In-Q-Tel and QIC on a technology that is in the

process of being developed and not yet ready for Directorate or management level scrutiny.
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However, this lack of knowledge sharing hinders the learning and appreciation of In-Q-Tel and

QIC. “Marketing” In-Q-Tel within the Agency is necessary for the success of In-Q-Tel, as well as

QIC and, ultimately, the CIA’s objectives in this area. Without the understanding of In-Q-Tel’s

purpose and business model, Agency customers are more likely to engage other sources to assist

them in meeting their business challenges when, in fact, In-Q-Tel may be a better alternative.

Recommendation: QIC should identify and connect In-Q-Tel personnel with key stakeholders and subject matter experts. Furthermore, QIC should more aggressively “market” In-Q-Tel capabilities within the Agency.



In-Q-Tel Budget Viewed As “Tax”

When In-Q-Tel was initially created, resources were taken from other office’s budgets to cover the

costs of In-Q-Tel. Through its interviews, the Panel learned that some viewed In-Q-Tel and its

budget as a “tax”. In organizations where the problems are inherently classified and extremely

difficult to describe in an unclassified manner, some individuals question whether or not they are

receiving the best value for their dollars. This fosters an argument that scarce resources should be

spent in a different way and on other projects.

In-Q-Tel exposes the Agency to new ways of doing business and solving problems. However, InQ-Tel and QIC staff commented that they have been met with resistance to change and what is

often referred to as the “not invented here” syndrome. Success for In-Q-Tel hinges on changes in

Agency culture and overcoming resistance to outside ideas while producing real results.

In-Q-Tel’s model for steering technology development prior to commercialization is new to the

Agency. Nevertheless, it is crucial for the CIA to adapt to this cultural change if it hopes to harness and implement constantly evolving commercial innovations.

Recommendation: The DCI must make the CIA leadership accountable for encouraging

and nurturing a cultural change that accepts solutions from the “outside world.” The CIA

needs to develop and communicate a shared vision statement for the future of technology as the enabler to successfully perform the CIA’s mission.



QIC Staffing is Critical to Success

Individuals interviewed by the Panel expressed concerns about the structure of QIC and its personnel experience set. Some suggested that QIC be staffed with employees having a strong IT

background, while others recommended QIC be staffed with those having significant Agency

experience and capable of speaking for their organizational sponsors. The Panel concluded that

QIC needs an appropriate mix of both.

In order to understand the organization’s needs and translate them into a reliable Problem Set,

QIC requires staff members with a strong understanding of the business operations and the chal23
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lenges faced by the CIA. To communicate the value of the technology solution identified by InQ-Tel to a potential end user or assess how that solution may impact the Agency’s current infrastructure, QIC requires individuals with technology expertise. Further, to meet its overall objectives and succeed at its mission, the QIC team should be comprised of the Agency’s high performers.

Recommendation: The DCI should take action to ensure that a position on the QIC is

viewed as career enhancing. The staff should also be senior enough to act on behalf of

their respective organizational sponsors.



In-Q-Tel Not Connected to Agency’s “Pulse of Technology”

Stakeholders have acknowledged there are certain individuals within the Agency that have their

“fingers on the pulse of technology”. To understand the Agency’s current technology infrastructure and strategic IT direction, In-Q-Tel must be connected to these individuals.

According to stakeholders, as well as In-Q-Tel officials, a strong connection has yet to be formed.

Without this connection, In-Q-Tel’s success is in jeopardy. By design, there are only a handful of

In-Q-Tel employees with a security clearance. Therefore, In-Q-Tel as a whole must rely on QIC

to ensure that they are interfacing with the appropriate Agency stakeholders and experts.

In-Q-Tel and the CIA are in an important and necessary learning process during this experiment.

There exists a need for a reliable and improved communications linkage between In-Q-Tel and its

critical user communities in the CIA as well as an effective connection between In-Q-Tel and the

senior executive leadership of the CIA. These connections will enable the CIA to represent its

broad vision of the Agency’s role in the Intelligence Community and inform In-Q-Tel on the best

ways to hunt for, acquire and transfer the most appropriate technologies to support the vision.

The Panel believes this can best be accomplished by establishing an In-Q-Tel Intelligence Technology Oversight Panel that would at minimum include a representative combination of the

senior executives at the CIA who care about focusing In-Q-Tel on the technologies that really

matter for the Agency.

Recommendation: The CIA and In-Q-Tel should form an Intelligence Technology Oversight Panel to facilitate communication between the two organizations. The Panel should

be chaired by the Executive Director and include the Chief Scientist, the Deputy Directors, the Assistant Directors of Central Intelligence, and the Chief Information Officer.



Alignment of QIC Should Be Reconsidered

The Panel gave extensive consideration and discussion to the question of In-Q-Tel/QIC’s positioning in the Agency as well as within the overall Intelligence Community. QIC is currently housed

within the Directorate of Science and Technology (DS&amp;T) where it was born, nurtured, and di24
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rected from an Agency perspective for its first two years of life. The DS&amp;T has done a commendable job of providing leadership and a framework for implementation of the fundamental concepts driving In-Q-Tel/QIC. A majority of the Panel concluded that QIC should stay where it is for

the moment.

However, some members of the Panel believe that the IT component of In-Q-Tel/QIC’s mission is

the most critical success factor for the CIA over the next several years and that it might benefit

from reorganizing to report to the Agency’s Chief Information Officer after the recent restructuring

led by the Executive Director. Indeed some Panel members believed that the In-Q-Tel promise is

so great that it should report even higher up in the Agency, to the Executive Director or even the

Director of Central Intelligence. The Panel’s final conclusion is that the structure should not be

changed at this moment but that the Agency should take up this question again when the next

assessment is conducted.

Recommendation: The Director of Central Intelligence and the Executive Director of the

CIA should revisit the question of In-Q-Tel’s proper reporting relationship within the

Intelligence Community no later than July 2004 at the end of the current charter agreement.



The Panel Assessment

The Panel found that In-Q-Tel is positioned to deliver technology innovation to the CIA. It is not

clear, however, that the CIA has a timely and efficient process to “insert” that technology into the

Agency’s IT architecture. Most stakeholders feel they can only declare In-Q-Tel a success if the

technology it introduces improves the ability of CIA analysts and clandestine officers to carry out

intelligence tasking, collection, processing, exploitation, and dissemination. The Panel finds the

thinly tested solution transfer process a major challenge to In-Q-Tel’s future success. It also views

the role of the QIC as crucial, requiring that it be staffed and organizationally aligned properly

and primarily focused on ensuring that In-Q-Tel has easy access to the right people in the Agency.
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Technology Issues:

From Problem Sets to Solutions



The Panel commends the CIA for consolidating and articulating its IT needs into a Problem Set.

Apparently, this has never been done before. The current Problem Set encourages In-Q-Tel to

pursue a broad range of technology. The Panel focused on how the Problem Set—its formation,

evolution, and the direction it gives—informs and guides In-Q-Tel’s work program and investment

portfolio.



More Than One Method Minimizes Risk

Throughout the review, the Panel considered the role of In-Q-Tel with respect to the other IT

operations currently taking place within the Agency. It became apparent that In-Q-Tel is only one

of the Agency’s means for acquiring technology solutions. The Panel concludes that having more

than one source from which to acquire solutions minimizes the risk of failure and, therefore,

represents a prudent course of action.



A Strategic IT Direction Is Needed

Agency interviews revealed that the CIA lacks a clearly articulated IT strategy. Because In-Q-Tel

is not the only source for IT solutions, it is important for the Agency to define its IT strategy so that

all its IT initiatives can be aligned and integrated. Doing so will assist In-Q-Tel in targeting technologies that are consistent with, or even drive, the Agency’s vision. To reiterate a recommendation made in Chapter 3, the Panel believes the CIA needs to develop and communicate a shared

vision for the future of IT, enabling In-Q-Tel to perform its mission more efficiently.

Recommendation: The CIA should immediately assess how well its information technology strategy is aligned with its business strategy including all elements of mission, goals,

objectives, and critical success factors. This should be translated into an IT strategic

action plan to direct In-Q-Tel and other IT acquisition processes.



Problem Set is Inclusive

Because of In-Q-Tel’s unclassified environment, QIC developed a special filtering process for obtaining solutions to inherently classified problems. The vehicle designed to do this work, termed the

“Problem Set,” results from an evolving process through which Agency needs are translated into In-QTel solution targets. The Problem Set also provides the basic statement of work for In-Q-Tel’s annual

contract agreement with QIC. According to CIA officials, the generation of the first Problem Set

represented the Agency’s first attempt ever to assess IT needs across the entire organization. This

action is commendable and should be recognized as a corollary benefit to the formation of In-Q-Tel.
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Generating the Problem Set

The QIC, led by its Chief Technology Officer, generates a new Problem Set every year. The process, as

depicted in Figure 2, begins by surveying technology leaders, service providers, and other users across

the CIA to define an Agency IT Problem Set. QIC compiles, assesses and reshapes the information to

ensure classified needs are

described in an unclassified

Problem Set Process

Requirements

manner and requirements

Database

Formal Input

that are similar to each

FY 1999

Problem Set

other are expressed as a

Informal Input

FY 2000

single needs statement. The

Problem Set

Problem Set consists of

FY 2001

high-level problem descripProblem Set

Management

Analysis

tions and is prioritized by

Approval

urgency.

Classified?

Adequately Addressed?

Once the Problem Set is

initially compiled, it is

In Q-Tel:

Prioritize:

Hierarchical

submitted to an

Business

Strategic Imperatives

Clustering

Feasibility

interdirectorate experts

Business Practice

panel for review and validation. QIC then submits the

Figure 2

revised Problem Set to the

Agency Information Service Board (ISB) for further comment and revalidation by the senior IT representatives from all directorates. The ISB presents the Problem Set to the Agency Executive Board for

final approval. The result is a truly corporate statement of the Agency’s most pressing IT challenges.



Problem Sets to Date

In-Q-Tel’s efforts to date are being driven by the FY 1999 and FY 2000 Problem Sets. The FY

2001 Problem Set, drafted in March 2001, has just been made available. The three Problem Sets

have been criticized by some as being too broad. The Panel questioned stakeholders as to

whether the Problem Sets accurately reflected their needs. The response in several instances was

that the Problem Set could be broadly construed so that all requirements could fall within the

boundaries. Others commented that the Problem Set should remain broad with the intention that

In-Q-Tel could explore anything appropriate within wide boundaries.

To allow In-Q-Tel maximum flexibility in making a strategic difference to the Agency, the Panel

concluded that the Problem Set should remain broadly focused as long as it continues to indicate

Agency IT priorities. However, as discussed in Chapter 4, better communication between In-QTel and the Agency customers is required to ensure In-Q-Tel has a clear understanding of the

problems they are attempting to solve. In addition, In-Q-Tel should be aware of—and be part of

the creation of—the Agency’s IT architecture as it develops.
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Problem Sets Evolve

The Panel observed that the three Problem Sets thus far generated, while internally consistent

within the year for which they were developed, did not seem to track with each other from year

to year. In other words, each new Problem Set did not appear to subsume automatically the prior

years’ Problem Set. There are two possible explanations for this outcome. Either, developing the

Problem Set is evolutionary and after only three attempts the process has not yet stabilized into a

consistent repeatable pattern. Or, the Agency is simply getting better at collecting and accurately

prioritizing its most critical IT needs and the 2001 Problem Set is representative of that maturity.

(See Appendix B for Agency Problem Sets.)



In-Q-Tel’s Transformation of the Problem Set

Upon receipt of the Problem Set, In-Q-Tel assesses its ongoing projects and investments to evaluate gaps in its Problem Set coverage. To demonstrate to the Agency that the Problem Set is fully

comprehended, In-Q-Tel developed a pillar construct to communicate its assimilation of customers’ needs. In-Q-Tel translated the current Problem Set into four pillars. The four pillars will

provide the basis for In-Q-Tel’s FY 2002 plan of action:

• eCollection

• eAnalytics

• Web Discovery

• INFOSEC

eCollection and eAnalytics refers to using electronic means to both collect and analyze information

automatically. Web Discovery is using the search power of various software programs to seek out

information on the Internet. Information Security or INFOSEC describes the means of protecting

CIA intelligence from disclosure or misappropriation.



Method for Finding Solutions Properly Evolving

In-Q-Tel is responsible for identifying potential solutions to needs identified within the Problem

Set with preference for best-in-class and frame-breaking solutions. Its wide outreach—and the

diverse list of technology companies with which it has dealt—indicates In-Q-Tel continually

strives to find the right mix of organizations to engage in solving the Agency’s IT needs. The Panel

believes this is an appropriate business practice and, therefore, In-Q-Tel should continue to

reassess its investments and make process improvements as necessary. Specifically, In-Q-Tel

needs to design a process to continually assess whether potential solution providers, including

university research centers and traditional government IT providers, contribute to the success of

delivering new technologies to the Agency.
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The Panel Assessment

The current Problem Set encourages In-Q-Tel to pursue a broad range of technology but without

the ability to foresee whether the targeted technology is aligned with the Agency’s future IT vision

or if it will directly address a specific agency requirement. To fully inform In-Q-Tel:

• The Problem Set must remain flexible to accommodate cutting edge organizations and technologies that may be discovered by In-Q-Tel;

• Access to the Agency’s end users is crucial during the identification of new technologies as

well as the solution transfer process; and

• The Problem Set must be seen in the aggregate as moving the Agency towards its strategic

vision and not just a collaboration of independent needs.



30












        

  


      Download BENS Report

        


        BENS Report.pdf (PDF, 313.34 KB)

        

        Download PDF


        

    


  




        
  Share this file on social networks

  

  

  
    
      
    
     
  
    
      
    
     
  
    
      
    
     
  
    
      
    
  
  







        
  
  Link to this page

  


  Permanent link

    Use the permanent link to the download page to share your document on Facebook, Twitter, LinkedIn, or directly with a contact by e-Mail, Messenger, Whatsapp, Line..


  
  
  Copy link
  

  

  
      


      Short link

      Use the short link to share your document on Twitter or by text message (SMS)


      
        
          
          Copy link
        

      
      

  


  HTML Code

    Copy the following HTML code to share your document on a Website or Blog


  
  
    PDF Document BENS Report.pdf
    Copy code
  

  
  



  QR Code to this page

    

      

      


      
  

  
  




This file has been shared publicly by a user of PDF Archive.

Document ID: 0000068655.

 Report illicit content





      

    

  













  
  
    
      
        
          
        

        
          2023 · 
          Legal notice · 
          Terms of use

          Privacy policy / GDPR ·

          Privacy settings ·

          Contact
          

          Report illicit content · 
          FR · 
          EN
        

      

    

  





















    