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ACCREDITED SECURITY MANAGER TRAINING
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ACCREDITED SECURITY MANAGER - STAGE 1
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ACCREDITED SECURITY MANAGER - STAGE 2

How to implement security risk management and loss prevention programs that
will make a quantifiable contribution to organizational loss reduction goals?

JUNE 09 - JUNE 20, 2014, KUALA LUMPUR, MALAYSIA

1. The course is designed to enhance security
ference to organisational loss reduction goals. 1
issues, and focuses on how to select and specify

COURSE CONTENTS

Developing Security Risk Management: The evolution of risk management as a
business tool; the eight stages of the security risk management process; risk analy-
sis modelling and applications; risk forecasting; integrating qualitative and quanti-
tative risk analysis; factors which exacerbate impact; impact mitigation strategies;
calculating annual loss expectancies; the decimalisation method of loss calculation
Business-Integrated Security Operations Management: Budgeting and cost analysis;
using information sources and security manager networks; creating security pro-
grammes that contribute to corporate achievement; developing risk- and cost-—
commensurate security; optimising manpower costs; developing corporate security
awareness programmes; implementing an automated loss-event reporting system

Leadership and Motivation: The principles of effective leadership; common behav-
foural and skill characteristics inherent in successful business leaders; application of
recognised successful business leadership and motivational techniques

Integrating and Specifying Security Technology: Developments in security technol-
ogy; migration of physical security detection, control and monitoring systems to IT
protocols; unifying control systems and protocols; how to specify security systems;
the role of consultants and integrators; RFID; electronic article survelillance, GPS
tracking; converged systems to deliver dynamic return on investment; system lifes-
pan planning; the single card initiative; power over Ethernet; advantages and disad-
vantages of using leading edge technologies; security systems design; procurement
and project management

Security Project Management: Project management defined; project design; when

to use project management; project purposes and |ifecycles; project team selection;
planning and sequencing a project; preparing a project scope document; project esti-
mations; procurement and contractor bids; work breakdown structures and Gannt
charting; implementation and operation of the project; training, testing and war-
ranty; maintenance and replacement issues

Specifying CCTV: Digital CCTV system overview; selecting and specifying cameras,
lenses and management systems; understanding jargon in order to make correct
purchasing decisions; types of camera; the use of covert cameras; determining
system needs; preparing a CCTV operational requirement; network video recording
and management — what to specify; chip and resolution specification; optimising
frame rates for different situations; when and how to use IR and thermal imaging;
Image transmisslon options; video motion detection; Intelligent CCTV; scene re-
quirements for identification and recognition; control room specification

Security and Crisis Management Exercise: This project, based around a notional
manufacturing plant, requires delegates, working In groups, to design an overall se-
curity system and plan to cover a range of operations from manufacture to point of
sale. During the exercise phase of this project delegates will have to respond to a
range of simulated security Issues, requiring the formation and operatien of a crisis
management structure to respond to a range of notional events and to produce and
present a post-incident review following a crisis, showing critical analysis of the situ-
ation and their performance, together with recommendations for future action

Transport and Distribution Security: Key vulnerabilities in manufacturer to customer
transport systems; developing protective strategies for distribution and transport
systems; technological solutions for goods and vehicle tracking; typical documenta-
tion flows and points of vulnerability; distribution warehouse security systems; mea-
sures to control internal theft in warehouses

Follow on us

in f 8

Fraud Risk Management: The key elements of a corporate fraud and ethics policy;
determining and countering unethical behaviour; prevention of corruption in the
procurement process; typical frauds; identifying fraud risk-prone areas and activi-
ties; factors that motivate and facilitate acts of fraud; employee fraudsters - charac-
teristics and behaviour patterns; best practice for fraud risk reduction; incompatible
responsibilities, employee rotation and segregation of duties; fraud detection and
response plan

The Corporate Response to Terrorism: Trends in terrorism — present and future; the
trend towards targeting businesses; the impact of terrorist attacks on business -
short and long-term; the key corporate responsibilities; liaising with government; col-
lecting and analysing open source information; conducting a vulnerability assess-
ment; developing a protective strategy; blast wave behaviour; mitigating the impact
of shock-wave damage; protection from blast using blast walls, stand-off and build-
ing strengthening; reducing the momentum of a fast-approach vehicle suicide attack;
criteria for selection of internal refuge areas; creating operational and physical resil-
ence; the nature of the CBRN threat; CBRN and terrorism; measures to deal with the
chemical, biological and radiological threat; best practice and guidelines for protec-
tion

Business Travel Security Management: The key threats to business travellers and
main mitigative strategies; the key elements of a corporate travel security policy; duty
of care and individual responsibilities; the travel planning process; overseas travel
protocols; planning for travel to high-risk countries; visitor reception protocols; coun-
try risks; managing the risk of kidnap for ransom; expatriate security; traveller com-
munications and reporting

IT Security: The contribution of the security manager to IT security; the main threats
to confidentiality of information, its availability and integrity; business interruption
potential of a major IT security incident; the main threats to corporate IT systems; vi-
ruses and other pathogens; hacking; denial of service attacks; phishing; inadvertent
disclosure through social engineering; laptop security; managing the threat from pe-
ripheral devices; IT systems protection overview; the key points of an IT security
policy; special considerations for the security of laptops; data encryption and other
methods to restrict unauthorised access to Information stored on IT systemsZ

Selecting a Guarding Contractor: Identifying guarding requirements; sources of con-
tract guard manpower; specifying guarding contracts; preparing and evaluating bids
and proposals; identifying and pre-qualifying good guarding contractors; contracts
and service level agreements; selection criteria; what you should expect from a
guarding contractor; performance monitoring and measurement; key performance
Indicators; guard training requirements; regulation and accreditation of security
guards and companies; guard powers and authority

Business Continuity Management: Business continuity management strategic deliv-
erables; corporate business continuity planning coordinator - roles and responsibili-
ties; strategic business continuity management models; strategies for survival; busi-
ness continuity management planning processes planning processes; business

impact analysis and objectives; preparing, exercising, maintaining and auditing busi-
ness continuity plans; quality assurance; the business continuity/crisis management
relationship; developing responses; business continuity management risk assess-
ments
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