Abstract

This paper focuses on computer security as a pndfoconcern of an organization.
Organizations normally find that putting togethesezurity policy that restricts both users and
attacks is time consuming and costly. Users alsmine disgruntled at the heavy security
policies making their work difficult for no disceable reason, causing bad politics within the
company. Planning an audit policy on huge netweakes up both server resources and time,
and often organizations take no note of the auddtezhts. A common attitude among users is
that if no secret work is being performed, why leotimplementing security.

There is a price to pay when a half-hearted sgcptdn is put into action. It can result in
unexpected disaster. A password policy that allogexs to use blank or weak passwords is a
hacker's paradise. No firewall or proxy protectimiween the organization's private local area
network (LAN) and the public Internet makes the pamy a target for cyber crime.

Organizations will need to determine the price they willing to pay in order to protect data
and other assets. This cost must be weighed agtiastosts of losing information and
hardware and disrupting services. The idea isrd the correct balance. If the data needs
minimal protection and the loss of that data is gmhg to cost the company, then the cost of
protecting that data will be less. If the datagestive and needs maximum protection, then the
opposite is normally true.

Computer security is a huge topic and can't be @V just a few pages, so we hope to give
a few worthwhile information on just a few quickipts.



1. Introduction

Computer security involves safeguarding computespurces, ensuring data integrity, limiting
access to authorized users, and maintaining dathdeatiality. Effective computer security
therefore involves taking physical security measyite ensure hardware and media are not
stolen or damaged), minimizing the risk and imglmas of error, failure or loss (for example
by developing a resilient back-up strategy), appat@ user authentication (for example by
employing strong passwording), and possibly theygnon of sensitive files. We live in a
world where "information wants to be free" and ihigh people are getting used to having
access to whatever information they want anytimgwhere and from a wider and wider range
of computing devices. Unfortunately, in terms o thecurity and control of the resources to
which computers permit access, this can prove qait@roblem. Indeed, many users
unfortunately often view security and control measuas inhibitors to effective computer use.
Computers and networks originally were built to eedlse exchange of information. Early
information technology (IT) infrastructures werelbaround central computers or mainframe
solutions while others were developed around thesgmal computer. What some thought
impossible became reality and today businessebeang driven by the power of the personal
computer that users access with just a user nardepassword. But as the information
revolution opened new avenues for IT, it also ogenew possibilities for crime. Attackers
used these opportunities to steal passwords and a@gess to information or to create
disastrous effects on networks and computers. ¥ample: Activist group RTMark attempted
to justify its attack on eToys' Web site by cititige eToys versus etoy case as the victory of
corporate greed over art and freedom of expres§ienlaring a war of revenge against eToys,
RTMark sought to rally the public to use a denibbervice tool called FloodNet to saturate
the eToys.com site with network ping floods. RTMaitko engaged the help of the Electronic
Disturbance Theater; a hacker group claiming tacatsites only on behalf of social causes to
help cripple eToys or deface its Web pages. "Wgbtimg to make an example of them,"
claimed Ray Thomas, a San Francisco-based accéwmdrRTMark's spokesman, describing
how the group wants to "destroy" eToys.

2.1  Understanding attack types an organization can encmter

Due to the complexity of software and networks {odaost organizations are susceptible to a
number of different types of security attacks. Ustinding the different types of attacks and
methods that hackers are using to compromise sgstenessential to understanding how
organizations can secure their environment.

There are two major types of attacks:

* Social engineering attacks

* Network attacks



2.2 Social Engineering

With a social engineering attack, the attacker comises the network or system through
social interaction with an individual, through amail message or phone call, and tricks the
individual into divulging information that can bead to compromise security. The information
that the victim divulges to the hacker would mastlly be used in a subsequent attack to gain
unauthorized access to a system or network. The t&eprotecting yourself and fellow
employees from social engineering attacks is etudakKeeping all personnel aware of the
popularity of social engineering attacks and théent scenarios that could be examples of
social engineering attacks will help raise the séglevel of the organization.

There are a number of different examples of saigineering attacks. The following are some
of the most popular scenarios:

» Hacker impersonates administrator: In this exantplke hacker may call the employee and
impersonate the network administrator. The hackiérty to convince the employee to
change their password or divulge password inforonati

* Hacker impersonates user: In this example, the dracklls an unsuspecting network
administrator and plays the role of a frustrateer wgho cannot log on to the network. The
network administrator naturally helps the user ésetting the password and helping them
log on; problem being it is actually the hacker!.

» Hacker impersonates vendor: In this example, tloédramay e-mail a customer pretending
to be the vendor of a piece of software. In thiamnegle, the hacker tries to get the user to
install an update, but the user doesn’t realizeuphdate is really a Trojan virus that gives
the hacker access to the system.

2.3 Network-Based Attacks

Most types of attacks are considered network-badttks where the hacker performs the

attack from a remote system. There are a numbdiffefent types of network attacks:

» Eavesdropping attack: This widely used type ofcittgpically involves the use of network
monitoring tools to analyze and read communicatmmshe network.

« Spoof attack: In a spoof attack, the hacker maslifiee source address of the packets he or
she is sending so that they appear to be comimg $ammeone else. This may be an attempt
to bypass your firewall rules.

* Hijack attack: In a hijack attack, a hacker takeerca session between you and another
individual and disconnects the other individualnfirthe communication. You still believe
that you are talking to the original party and ns&yd private information to the hacker
unintentionally.

» Denial of service: A denial of service (DOS) isypé of attack that causes the system or its
services to crash. As a result, the system canaedbnmn its purpose and provide those
services.



» Distributed denial of service (DDOS): The hackeeuumultiple systems to attack a single
target system. A good example is the SMURF attaclyhich the hacker pings a number
of computers but modifies the source address cfetlpackets so that they appear to come
from another system (the victim in this case). Wh#rof these systems receive the ping
request, all systems will reply to the same addressentially overburdening that system
with data.

» Buffer overflow: A buffer overflow attack is wheind attacker sends more data to an
application than is expected. A buffer overflonaalt usually results in the attacker gaining
administrative access to the system in a commamahtror shell.

» Exploit attack: In this type of attack, the attackaows of a security problem within an
operating system or a piece of software and lewsrdat knowledge by exploiting the
vulnerability.

» Password attack: An attacker tries to crack theswasls stored in a network account
database or a password-protected file. There aee timajor types of password attacks: a
dictionary attack, a brute-force attack, and a tayhttack. A dictionary attack uses a word
list file, which is a list of potential passwords.brute-force attack is when the attacker
tries every possible combination of characters hWitute force a file is not read. A hybrid
attack is similar to a dictionary attack in thatuges a word list file, but it also places
numbers at the end of the word to catch passwdratsare not dictionary words because
the user placed a number at the end. For exampletianary attack would not find the
password “passl,” but a hybrid attack would.

3.1 Guidelines for protecting an organization’s nework

There are number of concepts that can be appligduonetwork to help secure the company
and its data. This section is intended to provithest practice guide to guarding your corporate
investments. Although it is not designed to be mmete list, this section outlines common

practices that should be followed to help createcae secure infrastructure. One of the most
important things to understand about network sgcus that you should take a layered

approach to securing network data. In other wodds,t focus too much on just one area of
protection but implement all layers of protection.

3.2 Physical security

Physical security plays an important role in angusiy plan. If someone can get physical
access to a system, you can pretty much guaramesewill have access to the system. It is
important that you take the necessary steps taemiysical access to systems is controlled.

The following is a list of physical security meassithat should be considered:

* Physical perimeter security: In high-secure enwviments a fence is placed around the
perimeter of the location and a guard at a gatesexd to control who gets access to the
premises.



*  Swipe cardsWithin the facility you can control access to diéfiet ares with swipe cards
or keypad locks.

» Locked doorsit is important that critical systems be lockedainoom an access to that
room be controlled. Servers should be placed inckdd serve room so that physical
access to the server can be contrc

*» CMOS settingsYou can change a number of CMOS settings on thers that deals with
physical security. For example, you can ensure tiratsyster cannot boot from CD-
ROM. If someone can boot frc CD-ROM, thatperson can load his own operating sys
and potentially bypass secur You can also disable ports such as USB ports in G\
which will ensuresomeone is not using a thumb drive to take daty.

3.3 Firewalls

One of the first thingan orginization should do to protect theietwork from attacks fro the
Internet is to make sure ththey have a firewall between theiorporat: systems and the
Internet. In addition, theghould create a demilitarized z« (DMZ), which is an area on tt
network where gu have selected certain ¢ from the Internet to pass through and re
selected services, such as a web se¢

The figure belowdisplays a DMZ created by configuring two firewaltse firewal allows
HTTP traffic destined for port 80 to pass throut, and the second firew connects to the
private LAN and allow no traffic to pass through essentiallyprotecting internal resourc
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A DMZ is used to publish servers while maintainsgcurty through controlled access
those servers. The DMZ &so used to protect the private LAWhen designing your firewa
strategy, do not be afraid to create multiple Is of firewalls by using multiple firewalls ar
allowing certain traffic to pass throu different resources. Also, when using multi
firewalls, be sure to use differ vendors for each firewall so that if therevulnerability in a
firewall and a hackelearns this and bypasses the security of the fistvall, the hacke
cannot get pashe second firewall using the same techniqior additional security, consic
installing personal firewall software on every dmvon the LAN



3.4 Product Updates and service Packs

A number of people believe that if they have awe# they are safe from network attacks a
belief that most hackers hope for. The firewall bafp protect us against data or services that
we have not requested, but what about servicesabatsk for, such as e-mail? Hackers can
attack the system by sending an e-mail that induale attachment, hoping you open the
attachment, which will then attack your system.sTisi why it is so important that you not
open or run any program from an e-mail whose soywceare not familiar with.

3.5 Intrusion Detection Systems

As part of your security best practices you maylaminstall an intrusion detection system,
an intrusion detection system (IDS) is a securigyice that monitors system or network
activity and then notifies the administrator of augpicious activity. The IDS is an important
device to complement the firewall because it wdtify you not only of suspicious activity
against the firewall, but also of suspicious atyiunside the network.

There are two types of intrusion detection systems:

 Host based: Host-based intrusion detection systemsitor the local system for
suspicious activity. A host-based IDS is typicadlypiece of software installed on the
system and can only monitor activity on the systeenlDS was installed on.

* Network based: A network-based IDS monitors netwoskfic for suspicious behavior.
A network-based IDS has the capability of monitgrthe entire network and comparing
that traffic to known malicious traffic patterns.néh a match is found, an alert can be
triggered. A network-based IDS can be software édadn a system that monitors
network traffic, or it can be a hardware devicdrusion detection systems can be either
active or passive. An active IDS will monitor adtyy log any suspicious activity, and
then take some form of corrective action. For eXaipa system is doing a port scan on
the network, the IDS may log the activity but allisconnect the system creating the
suspicious action from the network. A passive isibn detection system does not take
any corrective action when suspicious activity hasn identified. The passive IDS will
simply identify the activity and then log to filenw information needed during an
investigation. The passive IDS does not take amgective action.

5.1 Disaster recovery and fault tolerance

Nobody can stop nature from taking its course.eprakes, hurricanes, floods, lightning, and
fire can cause severe damage to computer systafoanhtion can be lost, downtime or loss
of productivity can occur, and damage to hardwane disrupt other essential services. Few
safeguards can be implemented against naturaltelisa$he best approach is to have disaster
recovery plans and contingency plans in place. (Gtireats such as riots, wars, and terrorist
attacks could be included here. Although they amadn-caused threats, they are classified as
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disastrous. Fault tolerance is the concept of dapitig devices such as drives, power
supplies, and network links so that if those congoi® fail, another one becomes operative
right away. If for some reason the fault toleraptan is not effective, a disaster recovery
procedure would be in place to help recover froohdailures.

5.2 Fault Tolerance

Fault tolerance is the concept of ensuring thatesys will continue to function because a
solution has been created that involves having lgadopies of power supplies, hard drives,
and network links. If one of the links goes dowrere would be another link ready to kick in
at any time, reducing downtime and ensuring anlavia solution to clients on the network.
The following is a list of widely used fault-toleracomponents found on the network.

* RAID solutions: Redundant Array of Independent Ri$RAID) is the concept of storing
redundant data on additional drives in case oneedri the RAID solution should fail.
RAID solutions can apply to hardware or softwaree iardware solution involves having
a RAID controller that controls the RAID array, whas in a software solution the RAID
solution is managed by software such as the netwperating system. The software
solutions are cheaper, but the hardware solutidies better performance and are more
flexible.

* Power: A number of network devices such as semsugpport a fault-tolerant power source
such as a power supply in case the original poweply fails.

e Network link: In a number of networking environmera fault-tolerant network link is
created to ensure that one network location camuamcate with another location at all
times or that there is a constant connection toW#N environment or Internet. A
number of business applications require a netwioik at all times; therefore, when you
design the network infrastructure, you should decsidhether the organization requires a
fault- tolerant network link.

5.3 Disaster Recovery

Disaster recovery is a matter of ensuring thatgenu help the company recover from any kind
of disaster. When preparing for disaster, you nechake sure that your disaster recovery
plan includes backup and restore plans, contactnmdtion for product vendors, and step-by-
step instructions on how to recover each part airyiaformation systems. The disaster
recovery plan should contain detailed steps foovedng from any kind of data loss or
physical disaster. The step-by-step plan shouldagorthe location of backup tapes, specify
which tapes to restore in different scenarios, letdhe steps for rebuilding servers, including
detailed information on what to do when a disksfahd how to replace and rebuild the data.
A number of disaster recovery documents overlogkedements such as location of software
and CD keys needed to rebuild the system. Be datecontact information for hardware and
software vendors is included in the plan so thgbii need to replace an item such as a disk



you can contact the vendor. Along with detailedoveey steps, a disaster recovery plan
should contain detailed information on backup aestare strategies, offsite storage, hot and
cold spares, and hot and cold sites.

6.1 Backup and Restore Strategies

If you have not created a strong backup plan Hpecifies what to back up and how
frequently, you may not be able to recover fromaslier. Be sure to review your backup
strategy and make certain that you have all thessry data stored on backup media. You
should periodically verify that you can actuallgt@e data using a test environment. Further,
make sure that you know and have documented thereestrategy to implement when
disaster strikes.

6.2 Offsite Storage

It is absolutely critical that you store a copytleé backups offsite in a secure location. You
cannot totally rely on the backups stored on youn gite, because they will be of no value if

the building burns down, destroying all your sesvalong with the tape backups stored at the
location. You must make certain a copy of the bpsks stored offsite.

6.3 Hot and Cold spares

When preparing for recovery, organizations typicatlaintain spares of equipment ready to
be used in case of device failures. For exampky thay have a spare power supply, hard
drive, or network card available in case the oagiione fails. By having the spare available,
you don’'t need to wait for a part to be deliveredybur facility after a device has failed,
creating excessive downtime. With a spare availatd@/ntime is minimized. There are two
types of directions that you can take with spdisted as follows:

* Hot spares: A hot spare is a spare component ghgpically connected and powered on
in case the primary device should fail. When thienpry device fails, failover kicks in,
allowing the spare device to take over the workloathediately. No time is needed to
connect the device or power on the device; hotespare ready to work.

» Cold spares: A cold spare is a device that is natgoed and is usually sitting on a shelf in
a server room. A cold spare involves an increasiwntime, because the device must be
connected and powered up before it can take oedlutiction of the original device.

7.1 Hot, Warm, and Cold sites

Disaster involves more than your servers and tha da them; you need to ask yourself,
“How can | continue business in the event of aste&y® What if my building burns down?

Where can my employees perform their work and ocometibusiness operations?” You need to
investigate whether your organization will investan additional work location, known as a
site, in case the original office building becomesavailable because of fire, flood, or an
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extended power outage. When deciding on an alteenkatcation, or site, to continue business
operations in the event of a failure, you must ggoamong a hot site, a warm site, and a cold
site. Each site type is explained as follows:

* Hot site: A hot site is an alternative locationttipaovides adequate space, networking
hardware, and networking software for you to mamiausiness operations if disaster
strikes. This hardware and software should inclle data that would be needed by your
staff in the event of a disaster, so the providdghe hot site should ensure that the data is
up-to-date and the hot site is ready 24/7 if yagaaization needs it.

« Cold site: A cold site is an alternative locatiohese you typically have arranged to have
the space available but not the networking hardwaretworking software. Providing the
hardware and software would be your responsihititthe event of a disaster. A cold site
takes time to prepare following a disaster becandgethe space is made available.

* Warm site: A warm site occupies the middle grouatiieen a hot site and a cold site. It is
an alternative location with office space and spet@vorking equipment, such as a server
and backup devices, so that you can quickly resyorg organization’s network in an
emergency.

8.1  Training and Awareness

One of the most overlooked security measures thiatbe taken within any organization is
training and awareness. It is vital to the sucadsany security protection program that all
employees within the organization are given sersitat make employees aware that their
actions could cause security incidents. One oflibgt examples is an employee password.
Passwords should be changed frequently, and whegnatte changed, they should be strong
passwords (mix of letters, number, symbols, ane)cas security manager for a company
would ensure that all employees saw a demonstratidmow easy a program such as LC4 can
crack simple passwords, but at the same time héfieutty cracking strong passwords. This
style of training and awareness will show the vabfieoolicies such as frequent password
changes and the need for strong passwords. If we uhake the employees aware, they won't
really care. There are a number of methods thatgowse to train employees.

The following are a few popular delivery methods:

e Lunch and learn: A popular method of raising awassnis to have small one-hour
sessions during lunch hour. These sessions, tetomedh and learn, are typical short
sessions focused on one topic. For example, tduang tmay be a session on protecting
passwords, while tomorrow the topic may be physealrity.

* Intranet site: You could create training videos gubt them on an intranet site for
employees to watch. These are typically not ascedke because you need to ensure you
have control measures in place that ensure em@am@ewatching the videos. You could
also post documents on the intranet that explaiorgg best practices.



* Awareness seminars: Instead of relying on luncle tipou could allocate time in the day
for short awareness seminars. This is the sameaslélae lunch and learn, but you are not
using up the employees’ lunch time.

« Training courses: A training course is a longersimr of awareness seminars and
normally goes into a lot more detail. Typically thetwork administrators will need to be
educated on how security compromises are happeardghow to protect against them.
These courses could range from three to five dajangth.

8.2  Vulnerability Testing
The last point about network security is that thare a number of vulnerability scanners
available that can scan your network, making yoarawof common security mistakes and
unpatched systems. These vulnerability scannergié@m you of such things as:
e The number of network administrator accounts
e Group memberships
» Updates that have not been applied
* Weak passwords used by user accounts
« Common security practices not followed
The foregoing list is a small example of the feasuavailable from vulnerability scanners,
such as the Microsoft Baseline Security AnalyzeB@®A) or GFI's Languard.
You can download both of these tools from the feitagy URLS:
*  MBSA: www.microsoft.com/downloads
* Languard: www.gfi.com/pages/files.htm
Languard does a better security assessment ofngtwork infrastructure. Languard reports a
long list of items to you such as a list of usecaamts, groups, permissions, open ports,
services that are running, and missing patches.b&hefit of a security scanner is that it can
scan the entire network and report all of theseeis4o you in one screen for all the systems
on the network.

9.1 Conclusion

This paper presents computer security as a profeondern of an organization, it is worthy

to know that you can never have a 100 percent edaystem, in one way or the other there
are still hidden loop holes for attacks to occtijust takes time for them to be discovered.
This paper also introduced a few best practiceatingl to securing an organization’s

resources.
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