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Preface



“



You miss 100% of the shots you don’t take.

- Wayne Gretzky



”



NEM is a movement that aims to empower individuals by creating a new economy based

on the principles of decentralization, financial freedom, and equality of opportunity.

We would like to thank the contributors and the many people who have inspired us. . .

BloodyRookie gimre Jaguar0625 Makoto
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Introduction



“



He’d say hello and introduce himself, but most of the cats turned a deaf ear,

pretending they couldn’t hear him, or stare right through him.

- Haruki Murakami



”



N



EM, in its most basic form, is a crypto currency that is built on block chain

technology. The NEM block chain is an improvement on existing block

chain technologies. It integrates concepts from other cryptocurrencies (e.g.

Bitcoin) and academic research in network theory.



NEM’s primary contribution to the crypto currency landscape is a new consensus mechanism called Proof of Importance (PoI). Unlike Proof of Work (PoW), it is environmentally sustainable and does not require large scale computing resources in perpetuity. PoI

is similar to Proof of Stake (PoS) except that it is not solely derived from the size of an

account’s balance. It incorporates other behaviors that are believed to be positive for the

holistic economy. In this way, it attempts to reward active economy participants at the

expense of inactive ones and dampens the rich getting richer effect that is inherent to

PoS.

NEM’s vision is to be the foundation of a vibrant crypto currency ecosystem that

emphasizes security and trustless computing. NEM was launched with built-in support

for multisig transactions and encrypted messages. Additionally, the peer-to-peer (P2P)

NEM network implements a modified version of Eigentrust++ to identify and minimize

the impact of malicious nodes.

NEM is evolving and this is just the beginning. Stay tuned for more things to come.
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Accounts and Addresses



“



No wind serves him who addresses his voyage to no certain port.

- Michel de Montaigne



”



N



EM uses elliptic curve cryptography to ensure confidentiality, authenticity

and non-repudiability of all transactions. Each account is a private+public

Ed25519 keypair (section 3: Cryptography) and is associated with a mutable

state that is updated when transactions are accepted by the network. Accounts are identified by NEM addresses, which are derived in part from one way mutations

of Ed25519 public keys.



2.1



Account state



The state associated with each account includes the following items:

• account balance

• number of harvested blocks (see subsection 5.3: Block creation)

• height of the first transaction that referenced the account

• list of multisig accounts and list of cosignatories (see subsection 4.3: Multisig related

transaction types)

• information about delegated account status (see subsection 4.2: Importance transfer

transactions)

• importance and NCD aware rank (see section 7: Proof-of-Importance)

• vested balance (crucial for PoI and NEM itself)

The underlying crypto currency of the NEM network is called XEM. Each account’s

XEM balance is split into two parts: vested and unvested.

Whenever an account receives XEM, the new XEM are added to the account’s unvested

balance. When an account sends XEM, XEMs are taken from both the vested and the

unvested balance, to retain the vested to unvested ratio1 . Additionally, every 1440 blocks,

1

of the unvested balance is moved to the vested part.

10

1



Of course that is not always possible
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Figure 1: Vesting of 100,000 XEM

All accounts in the nemesis block2 are fully vested.



2.2



NEM addresses



A NEM address is a base-323 encoded triplet consisting of:

• network byte

• 160-bit hash of the account’s public key

• 4 byte checksum

The checksum allows for quick recognition of mistyped addresses. It is possible to send

XEM to any valid address even if the address has not previously participated in any

2

3



first block in the NEM block chain

http://en.wikipedia.org/wiki/Base32
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transaction. If nobody owns the private key of the account to which the XEM is sent, the

XEM is most likely lost forever.



2.3



Converting a public key into an address



In order to convert a public key to an address, the following steps are performed:

1. Perform 256-bit Sha3 on the public key

2. Perform 160-bit Ripemd of hash resulting from step 1.

3. Prepend version byte to Ripemd hash (either 0x68 or 0x98)

4. Perform 256-bit Sha3 on the result, take the first four bytes as a checksum

5. Concatenate output of step 3 and the checksum from step 4

6. Encode result using base32

Example:

1. public key

X: deb73ed7d0334e983701feba4599a37fb62e862e45368525b8d9fb9ab80aa57e

Y: 169318abc3e5b002059a396d4cf1c3d35ba022c675b15fb1c4943f7662eef268

Z: a90573bd221a3ae33fec5d4efc4fa137897a40347eeafe87bee5d67ae5b4f725

2. compressed public key:

c5247738c3a510fb6c11413331d8a47764f6e78ffcdb02b6878d5dd3b77f38ed

3. sha3-256:

70c9dcf696b2ad92dbb9b52ceb33ec0eda5bfdb7052df4914c0919caddb9dfcf

4. ripemd: 1f142c5ea4853063ed6dc3c13aaa8257cd7daf11

5. prepend version: 681f142c5ea4853063ed6dc3c13aaa8257cd7daf11

6. sha3-256 of above:

09132a5ea90ab7fa077847a699b4199691b4130f66876254eadd70ae459dbb53

7. 4-byte checksum: 09132a5e (first 4 bytes of the above)

8. binary address: 681f142c5ea4853063ed6dc3c13aaa8257cd7daf1109132a5e

9. base-32 encoding: NAPRILC6USCTAY7NNXB4COVKQJL427NPCEERGKS6

10. pretty-print: NAPRIL-C6USCT-AY7NNX-B4COVK-QJL427-NPCEER-GKS6
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Public Key:



X



Y



compressed-public-key

32 bytes



ripemd160(sha3 256( compressed-public-key ))



1 20 bytes



Network byte:

0x68 - main net

0x98 - test net



sha3 256( 1 20 bytes



))

32 bytes



4 bytes



. . . 28 bytes



binary address - 25 bytes

1 20 bytes



4 bytes

Base-32 encoding



NANEMO-ABLAGR-72AZ2R-V3V4ZH-DCXW25-XQ73O7-OBT5

Figure 2: Address generation
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