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Objectives

Describe how networks impact our daily lives.

Describe the role of data networking in the human
network.

|dentify the key components of any data network.

|dentify the opportunities and challenges posed by
converged networks.

Describe the characteristics of network architectures:
fault tolerance, scalability, quality of service and
security.

Install and use IRC clients and a Wikl server.
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Network Definition

n A network can be defined as two or more computers connected together in such a
way that they can share resources.
- The purpose of a network is to share resources:
A file A folder A printer A disk drive

Or just about anything else that exists on a computer.

i A network is simply a collection of computers or other hardware devices that are
connected together, either physically or logically, using special hardware and
software, to allow them to exchange information and cooperate.

- Networking is the term that describes the processes involved in designing,

implementing, upgrading, managing and otherwise working with networks and
network technologies.
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Why Networking?
* Do you prefer these?

- Sneakernet - - | - -

O Sharing data through the use of storage media is not an efficient or cost-effective
manner in which to operate businesses.

[ Businesses needed a solution that would successfully address the following three
problems:

« How to avoid duplication of equipment and resources

* How to communicate efficiently

« How to set up and manage a network

[ Businesses realized that networking technology could increase productivity while
saving money.
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» Post and share your photographs, home
videos, and experiences with friends or
with the world.

= Access and submit school work.

» Communicate with friends, family, and
peers using email, instant messaging, or
Internet phone calls.

= Watch videos, movies, or television
episodes on demand.

* Play online games with friends.

» Decide what to wear using online current
weather conditions.

* Find the least congested route to your
destination, displaying weather and traffic
video from webcams.

» Check your bank balance and pay bills
electronically.
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Global communities

= Advancements in networking technologies are perhaps the most significant
change agents in the world today.

= They are helping to create a world in which national borders, geographic
distances, and physical limitations become less relevant, and present ever-
diminishing obstacles.

= The Internet has changed the manner in which social, commercial, political, and
personal interactions occur.

= The immediate nature of communications over the Internet encourages the
creation of global communities.

= Global communities allow for social interaction that is independent of location or
time zone.

= The creation of online communities for the exchange of ideas and information has
the potential to increase productivity opportunities across the globe.

= Cisco refers to this as the human network. The human network centers on the
impact of the Internet and networks on people and businesses.
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How Networks Impact Our Communlcatlons
Weblog

January U3, 2000

Instant Messaging

Shame on you, New York Times!!

= |M - Instant Messaging: Internet Relay Cha

(IRC) Teilian  View  Window  Help
dhar
= Blogs (Weblogs): Personal opinions on any et
conceivable subject. | rrr—
a:
= Podcasting: Sharing recordings with a wide | .. - -
audience (Apple iPods) ek b 12 B
= Wikis: A collaboration tool. Gives people | )
the opportunity to work together on shared | - ‘
documents. Dok
= Social Media — Social media consists of
interactive websites where people and Sl .

communities create and share user-
generated content with friends, family,
peers, and the world.

= Peer-to-Peer (P2P) File Sharing
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How Networks Impact Daily Life

= teaching and learning

Collaborative
Virtual Classrooms Leaming Spaces
— s

Networks support the
way we learn ...

On-demand Video Mobile Leaming
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How Networks Impact Daily Life
= Play

Online Interest Groups Online Gaming Online Entertainment

B s el

Br W00 N B ver e By Ssimens &4 et Kentae ol by,
Ve, Mz st ary smeaon TE00n. £H0M SAMR A s aeey € Sy ses

Instant Messaging

T Mae  Amooe Al

dbar
R

The way we play is supported by services delivered by the data totoe
network. -
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Communications — What is i1t?

= Communications can take many forms and occurs in
many different environments.

= We establish rules, or protocols, for communicating
with each other:

- ldentify the sender and receiver.
« Agree on the method.
- Common language.

- Speed and delivery of the message.
- Confirmation that the message was received.

= Communications between individuals is successful if
the meaning of the received message is the same as
the meaning of the message that was sent.
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Communications - Quality

= For data networks, we use the same basic criteria to judge
successful communication.

= However, there are external factors that can affect the
message.

*The quality of the pathway between the sender and the recipient.

*The number of times the message has to change form or be redirected
or re-addressed.

*The number of other messages being transmitted simultaneously on
the communication network.

*The amount of time allotted for successful communication.
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= There are also internal factors that can affect successful
communication.

Message
Complexity

Sent From:

Message
Importance

O It is also more difficult to deliver a large, bulky package successfully and without
damage than it is to deliver several smaller packages.
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Classification of Networks

U Depending on one’s perspective, we can classify networks in
different ways

« Based on transmission media: Wired (UTP, coaxial cables, fiber-
optic cables) and Wireless.

« Based on network size: LAN and WAN (and MAN).
« Based on management method: Peer-to-peer and Client/Server.

« Based on topology (connectivity): Bus, Star, Ring ...
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Network Connections

Wired networks used
physical cables to connect
devices.

Wireless networks use radio
waves to communicate
between devices.

Wireless networks are also
connected to wired networks, at
some point.
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 Classification based on Network Size (I)

Local Area Network (LAN)
« Small network, short distance
« Aroom, afloor, a building

* Limited by no. of computers
and distance covered

» Usually one kind of technology
throughout the LAN

« Serve a department within an
organization

 Examples:

 Network inside the Student
Computer Room

* Network inside CF502
* Network inside your home

 Wide Area Network (WAN)

« A network that uses long-
range telecommunication
links to connect 2 or more
LANs/computers housed in
different places far apart.

« Towns, states, countries

« Examples:

* Network of our Campus
* Internet
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 Classification based on Network Size (ll)

Examples of Data Networks

Distance Between

CPUs

Location of CPUs

0.1 m Prnted circuit board Maotherboard Personal
_ Personal data asst Area Network (PAN)
1.0m Millimeter Mamnfrarme Computer Systems MNetwork
10m Room Local Area Network (LAN)
Your dassroom
100 m Building Local Area Network (LAN)
Your school
1000 M = Campus Local Area MNetwork {LAN)
1 km Stanford University
100,000 m = Couniry Wide Area Nebwork (WAN)
100 km Cisco Systerns, Inc.
1,000,000 m = Continent Wide Area Network (WVWAN)
1,000 km Africa
10,000,000 m = Flanet Wide Area Mebwork (WAMN)
10,000 krm The Intemet
100,000,000 m = Earth-moon Wide Area Mebwork (WAN)
100,000 km systerm Earth and artiicial satellites
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Classification based on Managéent Method

Peer to Peer Networks and Client/Server Networks

——
m -
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Peer to peer

* Peer-to-peer network is also called workgroup
* No hierarchy among computers = all are equal
* No administrator responsible for the network

* Advantages of peer-to-peer
networks:
« Low cost
« Simple to configure
» User has full
accessibility of the
computer

- Disadvantages of peer-to-
peer networks:

* May have duplication
in resources

 Difficult to uphold
security policy

 Difficult to handle
uneven loading

 Where peer-to-peer
network is
appropriate:

10 or less
users

No specialized
services
required
Security is not
an issue

Only limited
growth in the
foreseeable
future
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Client/Server Networks

Network Clients (Workstation)
« Computers that request network resources or services

Network Servers
« Computers that manage and provide network resources and services to

clients
« Usually have more processing power, memory and hard disk space
than clients

« Run Network Operating System that can manage not only data, but also
users, groups, security, and applications on the network

« Servers often have a more stringent requirement on its performance

and reliability
« Advantages of client/server networks . Disadvantages of
* Facilitate resource sharing — centrally client/server networks
administrate and control  High cost for Servers
+ Facilitate system backup and improve . Need expert to
fault tolerance . configure the network
 Enhance security — only administrator . Introduce a single
can have access to Server point of failure to the
» Support more users — difficult to system
achieve with peer-to-peer networks
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Classification based on Network Topology

Physical Topologies
= Network topology defines the Bus Extended Star
structure of the network. Topology ? ? ? Topology

= One part of the topology definition Jj 4) (J-j
Is the physical topology, which is . —
the actual layout of the wire or Ring Topology Hierarchical
media. Topology

= The other part is the logical
topology, which defines how the
media is accessed by the hosts for
sending data.

@D

| Star Topology Mesh Topology
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Classification based on Network Topology

= Network topology defines the

structure of the network. Bus - — -
Topology ) 1J

= One part of the topology definition I i
Is the physical topology, which is
the actual layout of the wire or
media.

 Bus Topology

= The other part is the logical * Simple and low-cost
topology, which defines how the « Asingle cable called a trunk
media is accessed by the hosts for (backbone, segment)
sending data. * Only one computer can send

messages at a time

- Passive topology - computer
only listen for, not regenerate
data
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Classification based on Network Topology

= Network topology defines the
structure of the network.

= One part of the topology definition
Is the physical topology, which is
the actual layout of the wire or
media.

= The other part is the logical
topoloqgy, which defines how the
media is accessed by the hosts for
sending data.

Ring Topology

>

~N-

L

Ring Topology
« Every computer serves as
a repeater to boost signals
« Typical way to send data:
 Token passing
« only the computer who
gets the token can send
data
» Disadvantages
» Difficult to add computers
* More expensive

* If one computer fails, whole
network fails

.NetwdrT(Tﬁg“adem '
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Classification based on Network Topology

= Network topology defines the
structure of the network.

= One part of the topology definition
Is the physical topology, which is
the actual layout of the wire or
media.

= The other part is the logical
topoloqgy, which defines how the
media is accessed by the hosts for
sending data.

Star Topology

Star Topology

Each computer has a cable
connected to a single point

More cabling, hence higher cost

All signals transmission through
the hub; if down, entire network
down

Depending on the intelligence of
hub, two or more computers
may send message at the same
time
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Classification based on Network Topology

Extended Star CJ\ ) Hierarchical 0
Topology = Topology

o & ,

LA H:J L

An extended star topology links individual A hierarchical topology is similar to an extended
stars together by connecting the hubs star.

and/or switches.

_ However, instead of linking the hubs and/or
This topology can extend the scope and switches together, the system is linked to a
coverage of the network. Computer that controls

the traffic on the topology.

A mesh topology is implemented to provide as
much protection as possible from interruption
of service.

Each host has its own connections to all other
hosts. Although the Internet has multiple paths
to any one location, it does not adopt the full
mesh topology.

Mesh Topology
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Logical Topology

= A logical topology describes how components communicate across the physical

topology.

= The physical and logical topologies are independent of each other.

Media Type Physical Topology Logical Topology
Ethernet Bus, star, or point-to-point Bus
FODI Ring Ring
Token Ring Star Ring

Interface (FDDI). .

Token Passing Topology

*Token passing controls network access by passing an electronic token sequentially to each host.

*When a host receives the token, that host can send data on the network. If the host has no data to
send, it passes the token to the next host and the process repeats itself.

*Two examples of networks that use token passing are Token Ring and Fiber Distributed Data
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Unicast

Multicast

Broadcast
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Data Networking Role, Components, and Challenges
4 All networks have 4 basic elements in common:

Rule

Agreement
Standard

Rules (protocols) to govern the handling of the message.
Messages that travel from one device to another.

Medium that is used to interconnect devices and can
transport the messages from one device to another.

Devices on the network that exchange messages.
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Network Components (Elements)

Network elements

Network

: Messaqges
Devices 9




Network Devices
O Equipment that connects directly to a network segment is
referred to as a device.

 These devices are broken up into two classifications:

J end-user devices

O Intermediate network devices

Intermediate devices

D Laptop H Desktop Computer

LAN Switch

é Wireless Router

ﬁ Router

' Firewall

J
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Network Devices

Physical Network Application
addresses addresses addresses
(>The application address \
[ v The machine \ called port address.
addr_ess called ( \ > ltis ?/decimal number.
Media Access v The LAN (0 10 1053) (ox: HTTP
Control (MAC) address called server port 80)
address. internet protocol Sy Taortr il
v Itis a 6 octet (IP) address. B el
hexadecimal v'Itis a 4 dotted applicr:]ation; that a
gxrg%eiél(ezé L decimal number. notall e
. A4 20. . (ex: 121_13_0.0) v Dynamic or Private
\87) ) X ) 65535): these are
assigned dynamically

\ to client applications
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A repeater is a network device used to regenerate a signal.

*Repeaters regenerate analog or digital signals distorted by
transmission loss due to attenuation.

A repeater does not perform intelligent routing like a bridge or
router.
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*Hubs concentrate connections. o T Y
In other words, they take a L ———
group of hosts and allow the
network to see them as a single
unit.

*This Is done passively, without
any other effect on the data
transmission.

*Active hubs not only
concentrate hosts, but they also
regenerate signals.
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Segment 1 Segment 2

*Bridges convert network transmission data formats as well as perform
basic data transmission management.

*Bridges, as the name implies, provide connections between LANS.

» Not only do bridges connect LANS, but they also perform a check on the
data to determine whether it should cross the bridge or not.

*This makes each part of the network more efficient.
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Switch

*Workgroup switches add more
intelligence to data transfer
management.

*Not only can they determine
whether data should remain on a
LAN or not, but they can transfer
the data only to the connection
that needs that data.

*Another difference between a
bridge and switch is that a switch
does not convert data
transmission formats.

) Ciscc; N
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Router

*Routers have all the capabillities of the previous devices. Routers can
regenerate signals, concentrate multiple connections, convert data
transmission formats, and manage data transfers.

*They can also connect to a WAN, which allows them to connect LANSs that
are separated by great distances.

*None of the other devices can provide this type of connection.




~—
———

Cisco. N : 3 Cisco Netwol?ihgﬂademy‘

The Cloud

*The cloud is used in diagrams to represent where the connection to the
internet is.

*It also represents all of the devices on the internet.
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Network Devices

Network Devices
‘ Desktop Computer LAN Switch
Repealer Bridge g
' ' g Laptop Firewall
10BASE-T Hub Workgroup Switch
E a Server Router
x’
TOOBASE:T Hub Router IP Phone ‘ Wireless Router
7
LAN Media ~ N\ Cloud
i NewoCow < )
Q 0000000000000 Wireless Media —i WAN Media
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Network Components (Elements)

Network elements

Network

: Messaqges
Devices 9
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Rules(Protocols)
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1 Protocols are the rules that the networked devices use to communicate with each

other.

0 The industry standard in networking today is a set of protocols called TCP/IP
(Transmission Control Protocol/Internet Protocol).
U TCP/IP is used in home and business networks, as well as being the primary

protocol of the Internet.

QIt is TCP/IP protocols that specify the formatting, addressing and routing
mechanisms that ensure our messages are delivered to the correct recipient.

World Wide Web (WWW)

E-mail

Instant Message {(Jabber; AIM)

IP Telephony

Service Protocol ("Rule®)

HTTP
{Hypertext Transport Protocol)

SMTP

(Simple Mail Transport Protocol)

POP

(Post Office Protocol)

XMPP

(Extensible Messaging and Presence Protocol)
OSCAR

(Open System for Communication in Realtime)

SIP
(Session Initiation Protocol)
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Network Components (Elements)

Network elements

Network

: Messaqges
Devices 9
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Network Components (Elements)

Network elements

Network

: Messaqges
Devices 9
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Media (Network Cohnections)

» Network connections can be wired or wireless.

» In wired connections, the medium is either copper, which carries electrical signals,
or optical fiber, which carries light signals.

»In wireless connections, the medium is the Earth's atmosphere, or space, and the
signals are microwaves.

»The criteria for choosing network media are:

v'The distance the media can successfully carry a signal

v'The environment in which the media is to be installed

v'The amount of data and the speed at which it must be transmitted
v'The cost of the media and installation
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Media Bandwidth

= Bandwidth describes the maximum data transfer rate of a network or Internet
connection.

= |t measures how much data can be sent over a specific connection in a given
amount of time.

Bandwidth is like the number of lanes on a highway.

Why bandwidth is important: Unitof Bandwidth  Abbreviation ~ Equivalence
 Bandwiath is limited by physics and technology | Bispersecand  bps 1 bps = ndamenlal unitof banvih
v Bandwicth is not free Kilobits per second kbps 1 Kops = =1,000 bps = 10° bps
- . . Megais persecond M Mg =~1 000000 s = 106t
+ Bandwicth requirements are growing at a rapid rate| —— " il
Gigabits per second ~ Ghps 1 Ghps =~1,000,000,000 bps = f0? bps

+ Bandwicth is crtical to network performance Todsprsenn] | T Thgs=~1 0000000 00bgs= 1020
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* Throughput refers to actual measured bandwidth, at a specific
time of day, using specific Internet routes, and while a specific set of
data is transmitted on the network.

Unfortunately throughput is often far less than the maximum
possible digital bandwidth of the medium that is being used.

*The following are some of the factors that determine throughput:

Internetworking devices

Type of data being transferred
Network topology

Number of users on the network
User computer

Server computer

Power conditions
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hroughput

Best Download Typical Download
=S =S
BW P

BW Maximum theoretical bandwidth of the "slowest link" between the source host
and the destination host {(measured in bits per second)

P Actual throughput at the moment of transfer (measured in bits per second)

T Time for file transfer to occur (measured in seconds)

S File size in bits
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imm 2. NIC generates signals. EUFERM

: i Q eet me at the airport.
- T (TR W %

Il 3. Passed among LAN devices.

| will be arriving op Tuesddy.
Please meet me gt the airport.

P 4. Exit the local area (router).

Data ){
tworks
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Sending an Instant Message

The many interconnected
devices worldwide are often
represented by a cloud.

| will be arriving on Tuesday.
Please meet me at the airport.

I will be arriving on Tuesday.
Please meet me at the airport.

5. Bits are transmitted to
devices that interconnect
the networks.
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Putting It all Together

Sending an Instant Message

-1 6. Passed among local | wil b arrving on Tuesdy
deViceS at the destination. Please meet me at the airport.

1 will be arriving on Tuesday.
Please meet me at the airport.

Data
Networks

7. The destination device converts
the bits into human readable form.
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LANs and WANs may be connected into intermnetworks.

&5 & 7 % 2 | @ 2
29 855 = _ iy o W 5
i [ - S [
—— e =
B;,f b ‘? Internet = ﬁf,f .
P S g =
= v N

The Internet is a conglomerate of networks and is not actually
owned by any individual or group.
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The Internet

= Ensuring effective communication across this diverse infrastructure
requires the application of consistent and commonly recognized
technologies and standards as well as the cooperation of many network
administration agencies.

= There are organizations that have been developed for the purpose of
helping to maintain structure and standardization of Internet protocols and
processes. These organizations include the Internet Engineering Task
Force (IETF), Internet Corporation for Assigned Names and Numbers
(ICANN), and the Internet Architecture Board (IAB), plus many others.

The term internet (with a lower case “I") is used to describe multiple networks
interconnected. When referring to the global system of interconnected

computer networks or the World Wide Web, the term Internet (with a capital

“I”

) is used.
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=[ntranet is a term often used to
refer to a private connection of
LANs and WANSs that belongs
to an organization, and is
designed to be accessible only
by the organization's members,
employees, or others with
authorization.

= Intranets are basically an
internet which is usually only

accessible from within the
organization.

="For example, schools may
have intranets that include
information on class schedules,
online curriculum, and
discussion forums.

= [ntranets usually help

eliminate paperwork and speed
up workflows. The intranet may
be accessible to staff working
outside of the organization by
using secure connections to the
internal network.

The Internet
The World

Extranet
Suppliers, Customers, Collaborators

Intranet
Company Only

An organization may
use an extranet to
provide secure and safe
access to individuals
who work for a different
organizations, but
require company data.
*Examples of extranets
include:

. A company
providing access to
outside

suppliers/contractors

II. A hospital providing
a booking system to
doctors so they can
make appointments
for their patients.

lll. A local office of
education providing
budget and
personnel
information to the
schools in its district.
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Connecting to the Internet

= There are many different ways to
connect users and organizations
to the Internet.

= Home users, teleworkers (remote
workers), and small offices
typically require a connection to
an Internet Service Provider (ISP)
to

= Fast connections are required to
support business services
including IP phones, video
conferencing, and data center
storage. access the Internet.

= Popular business-class services
Include business DSL, leased
lines, and Metro Ethernet.
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Connecting to the Internet

O DSL - Provides a
high bandwidth, always
on, connection to the
Internet.

Q It requires a special
high-speed modem
that separates the DSL
signal from the
telephone signal and
provides an Ethernet
connection to a host
computer or LAN.

U DSL runs over a
telephone line, with the

line split into three
channels.
Cellular - Cellular

Internet access uses a
cell phone network to
connect.

Connection Options

[ 3

Home User Cable

NS ~ p—y w S
Cellular

Teleworker ‘—‘“_.,

\ Satellite
Dial-Up

Small Office Telephone

Internet Service
Provider

Satellite - Satellite service is a good option

for homes or offices that do not have
access to DSL or cable.

CABLE: Typically
offered by cable
television service
providers, the
Internet data signal
Is carried on the
same coaxial cable
that delivers cable
television.

Internet ,

Dial-up
Telephone - An
inexpensive

option that uses
any phone line
and a modem.
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Connecting business to the Internet

Connection Options

nearby.

» Corporate connection options differ from home user options.
»Businesses may require higher bandwidth, dedicated bandwidth, and managed services.
» Connection options available differ depending on the number of service providers located

sDedicated Leased Line - This is
a dedicated connection from the
service provider to the customer

premise.
" Leased lines are actually
reserved circuits that connect

geographically separated offices
for private voice and/or data
networking.

»The circuits are typically rented at
a monthly or yearly rate which
tends to make it expensive.

*I[n  North America, common
leased line circuits include T1
(1.54 Mb/s) and T3 (44.7 Mbl/s)
while in other parts of the world
they are available in E1 (2 Mb/s)
and E3 (34 Mb/s).

Dedicated Leased
Lines

Metro Ethernet

Organization N‘M

DSL
—

Satellte

Yy, ) Intemet Service
Provider

connection
depending on
geographical location and
service provider availability.

The choice of
varies

4< nternei>

Metro Ethernet - Metro
Ethernet is typically available
from a provider to the
customer premise over a
copper or fiber

providing

dedicated
connection
bandwidth speeds of 10 Mb/s
to 10 Gb/s.




CISCo. | 3 C:sco NetworkmgAgademy‘

Converged Networks

» Traditional telephone, radio, television, and computer data networks each have their own
individual versions of the four basic network elements.
»n the past, every one of these services required a different technology to carry its particular

communication signal.
»Additionally, each service had its own set of rules and standards to ensure successful

communication of its signal across a specific medium.

ssage
- ( Com pute
' Medium Networks

Devices

! Message -
Telephone E
.Networks

Devices

%

Broadcaéi
. Networks

Rule
Agreement

Devices Standard
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Rule
Agreement
Standard Message

~:-‘

Converg ed Message

One Network
Mulriple Devices

 Currently, the convergence of the different types of communications networks onto
one platform represents the first phase in building the intelligent information network.

 In the future, the goal is to consolidate (merge) the applications that generate,
transmit, and secure the messages onto integrated network devices.
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Network Architecture
= The term Network Architecture:

Technologies that
support the
infrastructure

= There are 4 basic characteristics
meet user expectations:

 Fault tolerance S

) Networking Agademy’

Programmed services
and protocols that move
the messages across
that infrastructure.

for networks in general to

mew applications available to users
over internetworks create higher
expectations for the quality of the
delivered services. Voice and live video

« Scalability
« Quality of Service (QoS
« Security

transmissions require a level of
consistent quality and uninterrupted
delivery that was not necessary for
traditional computer applications. /
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The Internet, in its early inception,
was the result of research funded by
the United States Department of
Defense (DoD).

=

Fault tolerance was the focus of the
initial internetwork design.

Early network rese

the existing communicéation’ |
networks, which were primarily for |

the transmission of voice traffic, to
determine what could be done to
improve the fault tolerance level.

Redundant connections allow
for alternative paths if a device
or a link fails. The user
experience is unaffected.
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Network Archltecture =» Fault Tolerance
= Circuit Switching

Circuit Switching in a Telephone Network

Vs Once a call is
Sl Telephone Telephone &8 establlshed a"

Switch Svalch

Many paths are
possible, but only one
path is selected per .
call. Switch

Telephone
Switch Telephone
Switch

The circuit stays active, eve *-_.‘}___
if no one is speaking.

Telephone Network
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Network Architecture = Fault Tolerance

= Packet Switching

CISCO.

Packet Switching in a Data Network

No fixed path is

Many paths may be
used for a single
communication as
individual packets are
routed to a
destination.

Prior to transmission,

each communication is Internet At the destination,
broken into packets which | |Source Destination Sequence packets may be

are addressed and address address number reassembled into order
numbered. according to their

- : . - X sequence number.
During peak periods, communication may be delayed, but not denied.
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Network Archltecture -) Fault Tolerance

= Circuit Switching vs. Packet Switching

Circuit Switched Packet Switched
Connection-oriented Connectionless
Dedicated Circuit Shared Circuit

Guaranteed level of service

Messages divided into packets
(Bandwidth, QoS) J P

Inefficient use of Medium Efficient use of Medium

Single path, no redundancy Fault Tolerant, multiple possible paths
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Network Architect

B

; ¥ | Cisco Net
LEyg X

ure =» Scalability

Additional users and whole
networks can be connected to the
Internet without degrading
performance for existing users.

. \ ! -
| = -
e
) | =

Internet ?

R

working | Agademy’

u
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Network Archltecture -) Scalability

= A good example of scalability is the Tier architecture of the
Internet.

_'Emr 2: Davr Tiar 1 nronvidarce far |

Tier 3: Provide service to end
¢l users and are usually connected
through Tier 2 providers.

|

| ) &
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Network Archltecture -) Scalability

= Additional providers can be added relatively easily with no
disruption of current services. THAT Is scalability!
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Network Architecture = QoS

o

0 Networking Agademy

* Networks must provide secure,
predictable, measurable, and, at times,
guaranteed services.

 Networks also need mechanisms to
manage congested network traffic.

Congestion is caused when the
demand on the network resources
exceeds the available capacity.

* In most cases, when the volume of
packets is greater than what can be
transported across the network, devices
gueue the packets in memory until
resources become available to transmit
them.

*Queuing packets causes delay. If the
number of packets to be queued
continues to increase, the memory
gueues fill up and packets are dropped.

Real-time traffic
Voice over [P (VoIP)
* Videoconferencing

Web content
Browsing
Shopping

Converged Networks

Transactional traffic
Order processing &
billing
Inventory & reporting
Accounting & reporting

Convergence

All traffic is NOT alike.

Streaming traffic
Video on Demand
(VoD)

Movies

Bulk traffic
Email
Data backups
Print files
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Network Architecture = QoS

= Ensuring QoS requires a set of techniques to manage the utilization of network resources.

= In order to maintain a high quality of service for applications that require it, it is necessary to
prioritize which types of data packets must be delivered at the expense of other types of
packets that can be delayed or dropped.

Using Queues to Prioritize Commmunication

Voice Owver I

All cormrmunication has sormme access to
the media. but higher priority
cosrmmrmunication has a2 greater percentage
of the packets _

High Priority Gueus

e e e—] | T L 1 55 S
E 0 b ] b e — =

Loww Priority Gueucs

Fimnmancial

Link to MNetuwwork

Transaction

Queuing according to data type enables voice data to have priority over fransaction data. which
has priority over web data.

« Examples of priority decisions for an organization might include:
dTime-sensitive communication - increase priority for services like telephony or video
distribution.

LNon time-sensitive communication - decrease priority for web page retrieval or email.
High importance to organization - increase priority for production control or business
transaction data.

dUndesirable communication - decrease priority or block unwanted activity, like peer-to-peer
file sharing or live entertainment.
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Network Architecture QoS

Quality of Service Matters

Communication Type

- 4 | .:."

Without QoS

With QoS

Streaming video or audio

Vital Transactions

Downloading web pages (often lower
priority)

Choppy picture starts and stops.

Time : Price

02:14:05 %1.54
Just one second earlier...

Ealdim

]

Web pages arrive a bit later...

Clear, continuous service.

Time : Price

02:14:04 $51.52
The price may be better.

But the end result is identical.



Delay loss, and throughput in Packet
switched networks

As a packet travels from one node (host or router) to the
subsequent node (host or router) along this path, the packet

suffers from several different types of delays at each node

along the path.
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Delay, loss, and throughput in Packet
switched networks

- WL e
- 1 Router3 -'-"""-.
EJ Rout '-..,_.hj
—
PPCCET IP Header Data PC-PTJ
PC1

({ Processing Delay } N
@ is the time required to examine the packet's header and determine where to
direct the packet.

@The processing delay can also include other factors, such as the time needed to

\check for bit-level errors in the packet that occurred in transmitting the packet. y
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Fl'j'r —.—---'---_ﬂ lﬂk
'___..-'l BIL g,

= PDRsA

g e 2811 -~
Router2 -,
%

F

J

PC-FT

PC1

? C|sco Networkmgﬂademy‘

Delay, loss, and throughput in Packet
switched networks

({ Queuing Delay }

precedes the link to second router.

transmitted onto the link.

an;

+ After the nodal processing, the router directs the packet to the queue that
+ At the queue, the packet experiences a queuing delay as it waits to be

4+ The queuing delay of a specific packet will depend on the number of other,
earlier-arriving packets that are queued and waiting for transmission across the

~N

/
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Delay, loss, and throughput in Packet
switched networks

o~
——-—-'-'-'-'--_'l. ""'i“
BIL g,
g - 2311 Router3 h"""--.
% Router2 ""-.,.‘.
=,
PE&ET 001010011101100 PC-PT
PC1

/[ Transmission Delay ]

+Assuming that packets are transmitted in a first-come-first-served manner, as is common in packeh
switched networks, our packet can be transmitted only after all the packets that have arrived before it
have been transmitted.

+Denote the length of the packet by L bits and denote the transmission rate of the link (from router A
to router B) by R bits/sec.

+The rate R is determined by transmission rate of the link to router B (For example, for a 10 Mbps
Ethernet link).

+The transmission delay (also called the store-and-forward delay, as discussed in Section 1.4)
is L/R.

\»\LThis Is the amount of time required to transmit all of the packet's bits into the link. /
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Delay, loss, and throughput in Packet
switched networks

001010011101100 .
—_— — L £
.,,,_‘.---""'l JT?.--_—- .12811;“""-,“
D
o ~g
£ o
PC1

/_[ Propagation Delay }

+ Is the time required to propagate from the beginning of the link to destination at\
the end of the link.

+ The bit propagates at the propagation speed of the link.

+ The propagation delay is the distance between two nodes divided by the
propagation speed.

+That is, the propagation delay is d/s, where d is the distance between node A and
node B and s is the propagation speed of the link.

\_ /
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Comparing ransmlssmn and propagatlon
Delay

J«——wo km ——+J<——1oo km--
=o-——0a PR =o—o=

Ten-car Toll Toll
caravan booth booth

#The time required for the tollbooth to push the entire caravan onto the highway is
(10 cars)/(5 cars/minute) = 2 minutes.

#This time is analogous to the transmission delay in a router.

#The time required for a car to travel from the exit of one tollbooth to the next
tollbooth is 100 km/(100 km/hour) = 1 hour.

4+ This time is analogous to propagation delay.

#Therefore, the time from when the caravan is stored in front of a tollbooth until
the caravan is stored in front of the next tollbooth is the sum of transmission delay
and propagation delay—in this example, 62 minutes.
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Delay loss, and throughput N PaCket
switched networks

" i outer3 .
%"’## guter2 J h"""-.,‘.‘
PC-PT =

PC-PT
PCO ooy
Nodal delay\/
[dma[ = d . ¥ d dlranu + dprq:r

d,op = Propagation delay

a few microsecs to hundreds of msecs




Queueing delay (reV|S|ted)

average
gqueueing delay
4

* R=link bandwidth (bps)
= L=packet length (bits)

= a=average packet arrival
rate
traffic intensity = La/R

a La/R ~ 0: average queueing delay small
A La/R -> 1: delays become large

a La/R > 1: more "work" arriving than can be
serviced, average delay infinitel

» [aR
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“Real” Internet delays and routes

= What do “real” Internet delay & loss look like?

= Traceroute program. provides delay measurement
from source to router along end-end Internet path
towards destination. For all i

v'sends three packets that will reach router i on path towards
destination

v'router i will return packets to sender
v'sender times interval between transmission and reply.
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Packet loss

= queue (aka buffer) preceding link in buffer has finite
capacity

= packet arriving to full queue dropped (aka lost)

= lost packet may be retransmitted by previous node, by
source end system, or not at all

buffer . _
(waiting area) packet being transmitted

P

[]
\packe‘r arriving to

full buffer is lost




Throughput
= throughput: rate (bits/time unit) at which bits

transferred between sender/receiver
Instantaneous: rate at given point in time
average: rate over longer period of time

Client
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Throughput (more)
= R, < R. What Is average end-end throughput?

% R, bits/sec @ R. bits/sec

. > R. What is average end-end throughput?

min{Rc, Rs}
R bits/sec @ RC bits/sec §

— bottleneck link
link on end-end path that constrains end-end throughput
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Throughput (more)

= Suppose you are downloading an MP3 file of
L= 32 million bits,

= the server has a transmission rate of Rs = 2
Mbps,

= you have an access link of Rc = 1 Mbps.

= What is the time needed to download the
file?

» The time needed to transfer the file is then 32
seconds.
» These expressions for throughput and transfer

time are only approximations, as they do not
account for store-and-forward and processing
delays as well as protocol issues.

Client
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Throughput: Internet scenario

R ff
= per-connection end-end S >
throughput; s Rg
min(R.,R,,R/10)

= In practice: R_ or R, IS
often bottleneck

10 connections (fairly) share
backbone bottleneck link R bits/sec
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Network Architecture =» Security

=

Administrators can protect the
network with software and
hardware security and by
preventing physical access to
network devices.

g

network from unauthorized

= Security measures protect the ‘

= There are two types of network security concerns that must be addressed to
prevent serious consequences:. network infrastructure security and content
security.

Securing a network infrastructure includes Content security refers to protecting the
the physical securing of devices that provide information contained within the packets
network  connectivity  and preventing being transmitted over the network and
unauthorized access to the management the information stored on network
software that resides on them. attached devices.
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Network Archltecture -) Security

Ensure Confidentiality: inal

. Cheat
Strong authentication and

appropriate encryption rewall

Competitor

'&1’

The way we 7o

learn
Digital Signatures, Hashing

he wayjwe )
P live Algorithms, Checksum

£ 2

B

Communication Integrity:

e

& '
Combating virus attacks, Firewalls, | b, Encryption
Redundant Architecture

Ensurmg Avallablllty

Fraudster
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Objective
*To visualize the interaction between

various protocols, it is common to use a
layered model.

A layered model depicts the operation of
the protocols occurring within each layer,
as well as the interaction with the layers
above and below it.

Benefits

*Assists in  protocol design, because
protocols that operate at a specific layer
have defined information that they act upon
and a defined interface to the layers above
and below. ,/'J ek L\_
*Fosters competition because products
from different vendors can work together. R 1Rue 2 Rde i s he s can b esged
*Prevents technology or capability changes independenty,but sl wark togeher seamiessy.
in one layer from affecting other layers
above and below.

*Provides a common language to describe
networking functions and capabilities.

<
> “ b
Ny
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Using Layered Models

ey

0 Netwo“r'“kiﬁgyadem 2

Network protocols

|

Protocol model

\

Reference model

» Matches the structure of a
particular protocol suite.

* The hierarchical set of related
protocols in a suite typically
represents all the functionality
required to interface the human
network with the data network.

* Ex: TCP/IP

* A reference model is not intended
to be an implementation
specification or to provide a
sufficient level of detail to define
precisely the services of the network
architecture.

*The primary purpose of a reference
model is to aid in clearer
understanding of the functions and
process involved.

*Ex: OSI model
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OSI| Model

» To address the problem of networks increasing in
size and Iin number, the International Organization for
Standardization (ISO) researched many network
schemes and recognized that there was a need to
create a network model that would help network
builders implement networks that could communicate
and work together and therefore, released the OSI
reference model in 1984.
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Don’t Get Confused.
ISO - International Organization for Standardization

OSI - Open System Interconnection

IOS - Internetwork Operating System

The ISO created the OSI| to make the I0S more
efficient. The “ISO” acronym is correct as shown.

To avoid confusion, some people say “International
Standard Organization.”




The OSI Refeence
/ Application

5 Session

3 Network

1 Physical

thaly i Q i
Model

. 55

!

The OSI Model will be
used throughout your
entire networking
career!

C NetwdrT(Tﬁgyadem i

Memorize it!




/ Application

5 Session

3 Network

1 Physical

CISCO. N 2 s

Layer 7 - The Application Layer

This layer deal with
networking applications.

Examples:
° Email
° Web browsers

PDU — Protocol Data Unit
(Application Data)
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/ Application

5 Session

3 Network

1 Physical

.

Layer 6 - The Presentation Layer

: g
|

This layer Is responsible

for presenting the data in
the required format which
may include:

o Encryption

o Compression

PDU - Formatted Data

0 Networking Agademy’
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ASCII MIDI TIFF
EBCDIC MPEG JPEG
Encrypted QuickTime GIF

e Text * Sound * Graphics
e Data * Video * Visual Images




/ Application This layer establishes,
manages, and terminates
sessions between two

5 Session communicating hosts.

Example:
o Client Software
3 _Network ( Used for logging in)

: PDU - Formatted Data
1 Physical
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Service Request

—

——————————————
Service Reply

Vocabulary of two processes
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Layer 4 - The Transport Layer

/ Application This layer breaks up the
data from the sending host
and then reassembles it in

5 Session the receiver.

It also Is used to Insure
3 Network reliable data transport
across the network.

PDU - Segments

1 Physical



3
Layer 3 - The Net
/ Application
5 Session

3 Network

1 Physical

.

work Layer

Sometimes referred to as
the “Cisco Layer”.

Makes “Best Path
Determination” decisions
based on logical

addresses (usually IP
addresses).

PDU - Packets
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3 Network Layer

Path selection based on network addresses
(e.g. IP addresses)

Segmentation and reassembly
(block formation)

Error detection and possibly correction

Possibly flow control at network level
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[

Provision of the “best* route



/ Application This layer provides
reliable transit of data
across a physical link.

5 Session -
Makes decisions based
on physical addresses

3 Network (usually MAC addresses).

PDU - Frames

1 Physical
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Layer 1 - The Physical Layer

7 Application This is the physical media
through which the data,
represented as electronic

5 Session signals, Is sent from the

source host to the

destination host.

3 Network
Examples:

o CATS5 (what we have)
o Coaxial (like cable TV)

1 Physica o Fiber optic

PDU - Bits



These layers
only exist in the
source and




Media Layers

/ Application

3 Network
1 Physical

These layers manage
the information out In
the LAN or WAN
between the source
and destination hosts.




Although the OSI reference model is universally recognized, the
historical and technical open standard of the Internet is
Transmission Control Protocol / Internet Protocol (TCP/IP).

* The TCP/IP model describes the functionality of the protocols
that make up the TCP/IP protocol suite.
The TCP/IP reference model and the TCP/IP protocol stack

make data communication possible between any two
computers, anywhere in the world, at nearly the speed of light.

The U.S. Department of Defense (DoD) created the TCP/IP
reference model because it wanted a network that could survive
any conditions, even a nuclear wat.
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TCP/IP Model

TCP/IP model

TCP/IP Model

| Application —— Represents data to the user plus encoding and dialog control.

| Transport — Supports communication between diverse devices across diverse networks

Internet —— Determines the best path through the network.

Network
Access

——— Controls the hardware devices and media that make up the network.

——
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TCP/IP Model

Segmentation and Encapsulation

TCP/IP Model Email Message

e aia

Transport Header BRBEIE

Internet

1

Header Data

Network Access

Header Data Trailer

0010100111011001010000011111010100010101
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TCP/IP Model
Decapsulation and Reassembly
TCP/IP Model Email Message
e
Transport Il Header
( Internet

Header Data

Network Access

Header Data Trailer

0010100111011001010000011111010100010101
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TCP/IP Model: Communication Process

SERVER

WORKSTATION

| — 3

Pass data to
Application application

Create Data

Application

Segment and Transport Transport DECapSU|ate and
Encapsulate | | Reassemble

Internet

Internet

Generate on Recelve from
to the media the media

Transport through the segment
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TCP/IP Model
= Open Standard

'—ﬁ\//\/\//\L—. INTERNET PROTOCOL

DARPA INTERNET PROGRAM
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TCP/IP Model

Comparing the OS5I and TCP/IP models

OSI Model TCP/IP Model

7. Application

6. Presentation Application

E. Session

3. Metwork Intermet

2. Data Link
Metwork

ACCBS5S

1. Physical

|
[
[
I
I
|




NI
CISCO



