CREATING A MULTI-BOOT WINDOWS TO GO DRIVE

This requires a USB device that shows up as a fixed disk, Normal USB keys will not work as multiple partitions are needed

Any external HDD will work though.

First initialize the disk as MBR and clean the disk.

Basic MBR Hard Disk 2 (Kingston DT Workspace USB Device)

(Unallocated)
119.2 GE

M Administrator: Command Prompt - diskpart — (=] X

Microsoft DiskPart wversion 18.8.16

DISKPART> clean
DiskPart succeeded in cleaning the disk.
DISKPART> create partition primary size=35@
DiskPart succeeded in creating the specified partition.
DISKPART>» format quick fat32 label="EFI System"
188 perce completed
DiskPart Cq fully formatted the volume.
DISKPART> Active
DiskPart marked the current partition
DISKPART > : etter=":
DiskPart succe y assigned the drive letter or mount point.
DISKPART =
DiskPart s
DISKPART>
188 perce
DiskPart

DISKPART>

DiskPart succe Y igned the drive letter or mount point.

o

DISKPART> create partition primary
eded in creating the specified partition.

format quick fs=ntfs label="Windows To Go"

DISKPART>
DiskPart

DISKPART> exi

Now create the partitions, the code | used was

diskpart

select disk 2

clean

create partition primary size=350

format quick fs=fat32 label="EFl System"
Active

assign letter="S"

create partition primary size=8293

format quick fs=ntfs label="Recovery Images"
assign letter="R"

create partition primary

format quick fs=ntfs label="Windows To Go"
assign letter="w"

exit

This gives 3 partitions

Basic MBR Hard Disk 2 (Kingston DT Workspace USB Device)

EFl SYSTEM (5:) Recovery Images (R:) Windows To Go (W:)
350 MBE FAT3Z 8GB NTFS 110.7GB NTFS



Now take the drive offline so it can be used in HyperV for testing and installation.
= Disk 2 - [

Basic EFl SYSTEM (5:) Recovery Images (R:) Windows To Go (W)
119.24 GB TER AR EATI 810 GB NTF5 110.80 GB NTFS
Online Mew Spanned Volume... Healthy (Primary Partition) Healthy (Primary Partition)

Mew Striped Volume...

Mew Mirrored Yolume...

= CD-RO

DVD (E:) Mew RAID-3 Volume...

Mo Media Convert to Dynamic Disk...
Convert to GPT Disk
Offline I}
Properties

M linallnre: HEIFI

“© Disk 2 - { |

Basic

119.24 GB 350 ME 2,10 GR 080 68

Offline @

Create a Gen 1 VM

e Mew Virtual Machine Wizard u‘

Before You Begin |

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

Specify Mame and Location

Spedity Generation
pecify To create a virtual machine, do one of the following:

Assign Memary
« Click Finish to create a virtual machine that is configured with default values.

Configure Metworking » Click Mext to create a virtual machine with a custom configuration,

Connect Virtual Hard Disk
Installation Options

Summary

[ ] Do not show this page again

Finish Cancel

s Mew Virtual Machine Wizard u‘
|

Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Spedify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the R?me of the guest operating system or workload.
Assign Memary Marme: |W2G
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the wirtual machine is stored in the default folder configured for this server.

Installation Options [] store the virtual machine in a different location

|

SurmMmary C:iHypery

« Previous Finish Cancel




d  Hyper-V Manager ‘ ‘l — (=] 2%

File Action View Help

- $| 'tl | . ny Mew Virtual Machine Wizard ﬁ

2§ Hyper-V Manage
A
Specify Generation l—‘

=2 MOBILECLIEN

Before You Begin Choose the generation of this virtual machine.

Specify Mame and Location (® Generation 1

Spedify Generation This virtual machine generation supports 32-bit and 64-bit quest operating systems and provides
e T virtual hardware which has been available in all previous versions of Hyper-v.

Configure Metworking O Generation 2
This wirtual machine generation provides suppart for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

Connect Virtual Hard Disk

Installation Options
= & Once a virtual machine has been created, you cannot change its generation.

Summary

N b

More about virtual machine generation support

<Previous | | MNext> | Finsh | Cancel
NOTEST TG
Il Reset
ig Checkpoint
Summary Memory  Metworking I;@ Mave...
i ? =) Export. R

d  Hyper-V Manager ‘ ‘l — (=] 2%

File Action View Help

- $| 'tl | . ny Mew Virtual Machine Wizard ﬁ

2§ Hyper-V Manage
=2 MOBILECLIEN

»

Before You Begin Spedfy the amount of memory to allocate to this virtual machine. You can spedfy an amount from 32

) ) ME through 14663 MB. To improve performance, specfy more than the minimum amount recommended

Spedfy Mame and Location for the operating system.

e e Startup memary: s | MB

Assign Memary

IIse Dynamic Memory for this virtual machine.
Configure Metworking
' When you decide how much memory to assign to a virtual machine, consider how you intend to
SITERCLT T2 use the wirtual machine and the operating system that it will run.
Installation Options

Summary

[ 3

<Previous | | MNext> | Finsh | Cancel
NOTES RO
Il# Reset
ig Checkpoint
Summary Memory  Metworking §.$ Mave...
. ? |l Export. e




Hyper-V Manager - !! (=] XA

File Action View Help

- $| 'ﬁ | |I ny Mew Virtual Machine Wizard ﬁ

2§ Hyper-V Managj
L)
Connect Virtual Hard Disk ;

5 MOBILECLIE

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the

storage now or configure it [ater by modifying the virtual machine’s properties,
Specify Mame and Location = fig g i SEE

i) Create a virtual hard disk
IIse this option to create a VHDX dynamically expanding virtual hard disk.

Specfy Generation

Assign Memary

Configure Networking Mame: |'v."'.|' 25, vhdx

Connect Virtual Hard Disk Location: |C:VHypervy Browse...
— Size: 127 GB (Maximum: 64 TE)

i) Use an existing virtual hard disk
IUse this option to attach an existing virtual hard disk, either YHD or YHOX format. [ 3

Location: |C:\Hyper Ib Browse...

(®) Attach a virtual hard disk later
IIse this option to skip this step now and attach an existing virtual hard disk later.

<Previous | | MNext> | Finsh | Cancel
WOTES: THOME
[l> Reset
ig Checkpoint
Summary Memory  Metworking ¥ Move...
< ? | =) Export. h

- F——
Hyper-V Manager - !! (=] XA

File Action View Help

- $| 'ﬁ | |I ny Mew Virtual Machine Wizard ﬁ

2§ Hyper-V Managj 1
. N
Completing the New Virtual Machine Wizard ;

5 MOBILECLIE

»
Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the
following virtual machine.
Spedfy Mame and Location Sl e ael s
Spedfy Generation D
Assign Memary Mame: WG
Confiqure Netwking Generation: Generation 1
_ Memory: 1024 ME
Connect Virtual Hard Disk Metworks Internal LA
Hard Disk:  None
[ 3

To create the virtual machine and dose the wizard, dick Finish, |I
s

vt | Fnish || Cancel

NOTES TIOTE
Il# Reset
ig Checkpoint
Summary Memory  Metworking ;|$ Move...
< ? |l Export. v




Add the W2G drive as a passthrough drive.

= e e
= | H}rpi - _ e " — —— —— = [=] >4 !
2% Settings for W2G on MOBILECLIENT =
File Actio I}
ez ¥ M 4aria
2§ Hyper-V # Hardware * | & Hard Drive
MDE'I ‘{’ﬂ Add Hardware
ﬁﬁ {8 BIOS You can change how this virtual hard disk is attached to the virtual machine, If an l -
Boot from CD operating system is installed on this disk, changing the attachment might prevent the
ootirom virtual machine from starting. 3
fii] Memory .
1024 MB Controller: Location:
R A IDE Contraller 1 V| |1ﬁn use) V|
4 Virtual processors Media
& IDE Controller 0 You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
= i IDE Controller 1 by editing the assodated file. Spedfy the full path to the file.
‘I:'!' DVD Drive () virtual hard disk:
Mone
s Hard Drive |
e Mew Edit Inspect Browse. .,
B 5051 Controller
0 HetwerkAdapter (®) Physical hard disk:
e e e e
Disk 2 119,24 GB Bus 0 Lun 0 Target w
T com1 | E |
Mone @ If the physical hard disk you want to use is not listed, make sure that the >
‘f? COoM 2 disk is offline. Use Disk Management on the physical computer to manage
Naone physical hard disks.
Digkette Drive
H None To remove the virtual hard disk, dick Remove, This disconnects the disk but does not Il -
delete the assodated file.
% Management
o
W2G
/5 Integration Services
Some services offered
f | Chedkpoints
Production
'élnﬁél Smart Paging File Location
Ci\Hyperv
v Automatic Start Action
Restart if previously running W
oK | cancel | Apply

From here you have 2 choices

If you are deploying more than one of these devices you can use WDS to install the Windows image of your choice

otherwise, you can bring the drive online now and use the following code to create the windows partition

Dism Zapply-image /Zimagefile:E:\sources\install._.wim Zindex:1 /ApplyDir:W:\
bcdboot w:\Windows /s S: /f ALL

And you can skip the following steps until instructed



Hyp g
i‘.": Settings for W2G on MOBILECLIENT
File Actio

|z WS Y 4ri@

55 Hyper-V % Hardware @ '4}@_ Add Hardware

MO 'ﬂﬂ Add Hardware
II & BIOS You can use this setting to add devices to your virtual machine.

Boot from CD Select the devices you want to add and didk the Add button.

i Memnory SCSI Controller
1024 MB Metwork Adapter

[ R Processor RemoteF¥ 30 Video Adapter
4 Virtual processors Legacy Metwork Adapter

=i IDE Controller 0 Fibre Channel &dapter
= EiE IDE Contraoller 1
&% DVD Drive m

Mone
E s Hard Drive Use a legacy network adapter to perform a network-based installation of the guest

Physical drive Disk 2 119.3 e
& 5ol Controller

+ . HetworkAdopter
Tz

T com1

Mone

T comz

Mone

| Diskette Drive
Maone

% Management

Mame

W2G
Integration Services
Some services offered

%.| Chedkpoints

Production

%é Smart Paging File Location

Ci\Hypery
v Automatic Start Action
Restart if previously running

-

Hyper-VY Manager
File Action View iﬁl Settings for W2G on MOBILECLIENT

##|iﬁ|ﬂé|wzﬁ v| 4 » Q@

2§ Hyper-V Manager # Hardware - & BIOS

53 MOBILECLIENT ¥ Add Hardware
S oS Select the order in which boot devices are checked to start the operating system.

Boot from Legacy Network ... Startup order
[l Memory Metwork adapter
1024 MB

[+ R Processor
4 ¥irtual processors

Ell IDE Controller 0
= [Eil IDE Controller 1
& # DVD Drive ﬂ Use a legacy network adapter to perform a network-based installation of the
MNone guest operating system.
[# = Hard Drive
Physical drive Disk 2 119.2...

& 551 Controller

[# [ﬂ] Legacy Metwork Adapter
Internal LAM

= com1

Marne

= comz2

Mone
Diskette Drive
Mone

N

# Management

Mame

W26
Integration Services
Some services offered

%i.| Checkpaints

Production

éﬁ Smart Paging File Location
C:\Hypery

I Automatic Start Action
Restart if previously running




==}

File Action View Help
A s 4 A E o 2 IC CLIENT t e Connection
35 Hyper-V Manager. File Action Media Clipboarc iew  Help
=3 MOBILECLIEN] &3 @@ O bl
g - L=

PXE Network Boot 09.14.2011
(C) Copyright 2011 Microsoft Corporation, All Rights Reserved.

LIENT MAC ADDR: 00 15 5D 01 10 05 GUID: B4F6F?7C3-3EZB-4C32-819E-3188B193F565

Status: Running iat |
T — GENEration: 1 WF sdve
Hotes: Maone Il Pause
[» Reset
=% Checkpoint
Summary Memory  MNetworking D Move
< ¥ | =l Export.

MOBILECLIEMT: 1 wirtual machine selected.

43 Hyper- age

File Action View Help

ol AR-ANET E o 2 4 CLIEMT t e Connection
35 Hyper-V Manager. File Action edia Clipboard iew Help

=3 MOBILECLIEN] 3

PXE Network Boot 09.14.2011
(C) Copyright 2011 Microsoft Corporation, All Rights Reszerved.

LIENT MAC ADDR: 00 15 5D 01 10 05 GUID: B4F6F?C3-3EZ2B-4C32-819E-3188B193F565
LIENT IP: 10.0.1.253 MASK: 255.255.255.0 DHCP IP: 10.0.1.8

Downloaded WDSNBP from 10.0.1.8 WDSMobile.WarezMet.Local

Press any key to cancel network boot =zervice

Architecture: xb64
ontacting Server: 10.0.1.8.

TFTP Download: bootsx64spxeboot.nld

Status: Running

9
= O
T — GENEration: 1 5 T
Notes: Mone Il Pause
[# Reset
_‘E"* Checkpoint
Summary Memory Metworking = Move
< * | = Export.

MOBILECLIEMT: 1 wirtual machine selected.




13l Wlachaine L_onnection

Loading files...

IP: 10.0.1.8, File: \Boot\x64\Images\boot.wim

Status: Running

Status: Running




B W2G on MOBILECLIEMT - Virtual Machine Connection = |

File Action Media Clipboard Wiew Help

B O@O@O N IP| b

&) ¢f) Windows Setup

Select the operating system you want to install

Operating systerm Language Architecture Date modified

Domain Client 2015 V7 1/5/2016

Description:

English

1 Collecting information 2 Installing Windows

Status: Running

W2G on MOBILECLIEMT - Virtual Machine Connection

File Action Media Clipboard Wiew Help

B O@O@O N IP| b

@ ¢f) Windows Setup

Where do you want to install Windows?

Mame Total size Free space

Drive O Partition 1: EFI 5Y5TEM 350.0 ME 3450 MB

Drive 0 Partition 2: Recovery Images 81 GE &81GE

Drive 0 Partition 3: Windows To Go 1108 GB 1107 GB

W

*4 Refresh ' Ji] & Format

Load driver

1 Collecting information 2 Installing Windows

Status: Running




i WG on MOBILECLIEMT - Virtual Maching Connection =
File Action Media Clipboard Wiew Help

B O@O@O N IP| b

¢f) Windows Setup

Installing Windows

Your computer will restart several times. This might take a while.

Copying Windows files
Getting files ready for installation (0%)

Installing features

Installing drivers

Finishing up

1 Collecting information 2 Installing Windows

Status: Running




If you deployed the image manually you can power up your VM and continue from here

Status: Running

Getting devices ready 10%

Status: Running




S W2G on MOBILECEENTSWirtual Machine Connection
£ 3 Cammeme R ——

File Action Media Clipboard Wiew Help

@3 @O I k|k G

Here's the legal stuft

Your use of this software is subject to the terms and conditions of the license agreement by which you acquired this software, If you are a
volume license customer, use of this software iIs subject to your volume license agreement. You may not use this software if you have not

validly acquired a license for the software from Microsoft or its licensed distributors.

EULAID:TIC 2R_1_ED_E WV en-us

Status: Running

0% WG on MOBILECLIEMNT - Virtual Machine Connection

File Action Media Clipboard Wiew Help

3 @@@ in b s c

File Action View Help
&= T HE =XM420

Yolume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free

= EF| 5YSTEM Simple Basic FATZ2 Healthy (5. 346 MEB 328 MB 95 %
Basic MTFS Healthy (P... 8.10GE 3.06 GB 100 %2
110.80 GE 2259GB  20%

= Recovery mages (.. Simple
= Windows To Go () Simple Basic MTFS Healthy (B...

= Disk 0 - |

Basic EFI SYSTEM Recovery Images (D:) Windows To Go (C:)

119-_24 GE 3530 MB FAT32 8.10 GB MNTFS 110.80 GB NTF5
Online Healthy (Systermn, Active, Prim’] |Healthy (Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

— CD-ROM 0
DVD (E)

Mo Media

B Unallocated W Primary partition

Q w“' Disk Management

Status: Running




ol W2G an MOBILECLIEMT - Virtual Machine Connection

File Action Media Clipboard Wiew Help

3 @@ O | I Ik |k !

Shutting down

Status: Running

Now we can bitlocker the drive

Bring it online again and run the following commands

$password = ConvertTo-SecureString -String SOMEPAssSWORD -AsplainText —Force
Enable-BitLocker W: -PasswordProtector $password

Wait until the encryption is completed

2 el

File Options View

Processes Performance App history Startup Users Details  Services

i:gl:;au'llﬁ,g GHz DlSk 2 (S R: W) Kingston DT Workspace USB Device

Active time 1008

Memory
6.5/15.9 GB (41%)

Disk 0 (C)
0%

Disk 2 (S: R:W2)
90%

Ethernet
5 0R: OKbps

Ethernet
5% 0R: 0Kbps

R 60 seconds
Wi-Fi

Disk transfer rat
Mot connected Isk transfer rate

Bluetooth

Mot connected

60 seconds

Activetime  Average responsetime  Capacity:
00% 5 1ms Fu:rn'natteFl:
Systermn disk:
Read speed + Write speed Page file:

89.1 MB/s :92.0 MB/s

':::::' Fewer details @ Open Resource Monitor




E¥  Administrator: Windows PowerShell = =] “
Percentage
110. 80 EncryptionInProgress 1 {RecoveryPass
= manage-hde

\ . v .
BitLocker D onfiguration Tool version 10.0.10011
Copyright ( 013 oft Corporation. All rights reserved.

/olume W: [Windows To Go]
[Dat 1* Volume]

S51ze: 110. 80 GB
BitLocker W j0m : 2.0
Conversion Status: E
Percentage Encrypted: 3
Encryption Method: XTS-AES 128
Protection Status: Protection Off
Lock status:
Identification Field: Wi
Automatic Unlock: ed
Key Protectors:

Mumerical Password

Password

PS5 C:%WWindos rstem32-

It Task Manager

File Options View

Processes Performance  fnn historne Stadun lsers  Details Senvices
X Administrator: Windows PowerShell

CF Protection 5t: i Protection On
: Unlocked
Identification Field: Unknown
Automatic Unlock: Di=sabled
Key Protectors:
Numerical Ps:
Password

LE
onfiguration Tool wversion 10.0.10011

[Windows To Gol
[Data Volume]

Size: 110. 80 GB
BitLocker Version: 2.0
Conversion Status: Fully Encrypted
Percentage Encrypted:
Encryption Method:
Protection Status:
Lock Status: ked
Identification Field: W
Automatic Unlock: Di=sabled
Key Protectors:

Numerical Password

Password

A rlll\lll. I

manage-bde W:
Configuration Tool version 10.0.10011

/olume W: [Windows To Go]
[Data Volume]

Size: 110. 80 GB
BitLocker Version: 2.0

Conversion 5ta 3 Fully Encrypted
Percentage Encrypted: 100.0%
Encryption Method:

Protection Status: Protection On
Lock Status: Unlocked
Identification Field: Unknown
Automatic Unlock: Di=zabled

Fewer details (%) Open Resource Monitor



Now make the drive offline and make a new VM Gen 2 this time

File Action View

= 2w H

25 Hyper-V Manager ] )
3 MOBILECLIENT - Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location The name is displayed in Hyper-¥ Manager, We recommend that you use a name that helps you easily

Spedfy Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memoary MName: |w2c3 LEFI

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Installation Optians [ store the virtual machine in a different location
Summary Location: |C:¥HyperVy Browse...

A\ 1f you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may require a large amount of space.

<Preuious|| Next » || Finish || Cancel

File Action View

=% |xm B
25 Hyper-V Manager . :
3 MOBILECLIENT - Specdify Generation

Before You Begin Choose the generation of this virtual machine.
Spedfy Mame and Location () Generation 1

Spedify Generation This virtual machine generation supports 32-bit and 64-bit quest operating systems and provides
R virtual hardware which has been available in all previous versions of Hyper-V.

Configure Networking (®) Generation 2

Connect Virtual Hard Disk This virtual machine generation provides support for newer virtualization features, has UEFI-based

firmware, and requires a supported 64-bit guest operating system.

Installation Options
= & Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

<Preuious|| Next » || Finish || Cancel




File Action View

= 2= H

Hyper-Y Manager
35 Hyp g
23 MOBILECLIENT

Before You Begin Spedfy the amount of memary to allocate to this virtual machine. You can spedfy an amount from 32
ME through 14663 MB. To improve performance, spedfy more than the minimum amount recommended
for the operating system.

e Startup memaory: ME

Assign Memory

Spedfy Mame and Location

[+] Use Dynamic Memory for this virtual machine,
Configure Metwarking

When you decide how much memary to assign to a virtual machine, consider how you intend to

SITEETLT AT use the virtual machine and the operating system that it will run.

Installation Options

Summary

File Action View Help

&= |25 3
2§ Hyper-V Manager ] :
53 MOBILECLIENT - Connect Virtual Hard Disk

Before You Beqin A virtual machine requires storage so that you can install an operating system. You can specify the

storage now or configure it later by medifying the virtual machine's properties,
Spedfy Name and Location - = s Fying et

Spedify Generation Create a virtual hard disk
Assign Memory

Configure Networking Mame: |W2G IUEFI. vhdx

Ise this option to create a VHDX dynamically expanding virtual hard disk.

Connect Virtual Hard Disk Location: [C:¥yper¥)

Summary
Size: 127 GB (Maximum: 64 TB)

() Use an existing virtual hard disk
|Ise this option to attach an existing VHDX virtual hard disk.

Location: |C:\HyperWy Browse, .,

(®) Attach a virtual hard digk later
IJse this option to skip this step now and attach an existing virtual hard disk later,

{Prem.lsH Next > || Firish || Cancel




File Action View

= 2= H

2§ Hyper-V Manager

23 MOBILECLIENT

Before You Beqin

Assign Memory

Spedfy Mame and Location
Spedfy Generation

Configure Metwarking

Connect Virtual Hard Disk

Summary

Completing the New Virtual Machine Wizard

You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

following virtual machine.

Description:

Mame: W2G UEFI
Generation: Generation 2
Mermary: 1024 MB
Metwaork: Bridged LAM
Hard Disk:  Mone

To create the virtual machine and dose the wizard, didk Finish.

W2G UEF

v 4 > |G

% Hardware

'ﬂﬂ Add Hardware

(& Firmware
Boot from Metwork Adapter

@' Security

Secure Boot enabled

[l Memory
1024 ME

[+ R Processor
4 Virtual processors

& s5C5I Controller

[+ [ﬂ] Metwork Adapter
Bridged LAN

# HManagement

|L] Name
W25 LUEFI

2| Integration Services
Some services offered

%i.| Chedkpoints
Production

%ﬁﬂ Smart Paging File Location
C:\HyperV

¥ Automatic Start Action
Restart if previously running

i@) Automatic Stop Action
Save

& 5CsI Controller

You can add hard drives and CD/OVD drives to your SCSI controller or remove the SCSI
controller from the virtual machine.

Select the type of drive you want to attach to the controller and then dick Add.

Hard Drive

DWD Drive
Shared Drive

You can configure a hard drive to use a virtual hard disk or a physical hard disk after
you attach the drive to the controller.

To remove the SCSI controller from this virtual machine, dick Remove, Al virtual hard
disks attached to this controller will be removed but not deleted.




=, Seftings for W2G UEFI on MOBILECLIENT L' ! =
W2G UEF v 4 b |Q
% Hardware s Hard Drive

‘ﬂﬂ]l Add Hardware
(& Firmware
Boot entry changes pending

@' Security

Secure Boot enabled

[l Memory
1024 ME

R Processor
4 Virtual processors

= B 5¢SI Controller
s Hard Drive

[E] Metwork Adapter
Bridged LAM
# HManagement

Physical drive Disk 2 119.2...

|L| Mame
W2G UEFI

%] Integration Services
Some services offered

Production
—ié Smart Paging File Location
Ci\HyperV
¥ Automatic Start Action
Restart if previously running
i@} Automatic Stop Action
Save

5] Checkpoints [s

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Contraller: Location:
SCSI Controller ~ |0 (inuse) v
Media

‘fou can compact, convert, expand, merge, reconnect ar shrink a virtual hard disk
by editing the assodated file. Spedfy the full path to the file.

() virtual hard disk:

MNew Edit Inspect Browse,..

(®) Physical hard digk:

Disk 2119.24 GB Bus D Lun 0 Target0 |

@ If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, did: Remove. This disconnects the disk but does not

delete the assodated file.

[ oc ]| cancel || appy |
=i ettings for W —
fyper-V | *M :
View Help | % Hardware i Firmware
&= 2@ 1 Add Hardware
& Firmware Boot arder
25 Hyper-V Manager Boot from Hard Drive Select the order in which boot entries are checked to start the operating system.
53 MOBILECLIENT Vi W Security Type Vaue
Mame - Secure Boot enabled & Hard Drive Physical drive Disk 2 119.24 GB Bus 0...
- Memory )
; W2 1024 MB Lﬁ,l Metwork Adapter  Bridged LAM
i w2 Processar Move Up
; WEC 4 virtual processors
ove Down
= ®¥ 5CS1 Controller
i Hard Drive
Physical drive Disk 2 119,24 G...
[ Network Adapter
< Bridged LAN
Chec % Management Details for selected boot entry:
I | Mame
R Description: EFI 5CSI Device
| Integration Services Value: Physical drive Digk 2 119.24 GB Bus 0 Lun 0 Target 0
Some services offered
% | Chedkpoints Firmware device path: YacpiEx{VMBus,0,0)\WenHw (9B 17ESA2-0891-42DD-B653-
Production S0B5C22809BA,096360 1BAA 104294DE00 57 2E 2FFE 1IDCTFE98D 3558 1E096954299 24
.. 1DF53865CC 2F)\Scsi(0,0)
%é Smart Paging File Location
Ci\Hyperv
1P Automatic Start Action
Restart if previously running I}
il]} Automatic Stop Action
W2G Save
Summa x l | Cancel | | By
[
£ > ]




If you used WDS the drive will now fail to boot as the installer only copied the bios boot files so use the following commands

e 819 1IEE CRARIEN B IERT - T RA

mrrertion

File Action Media Clipboard Wiew Help

| & @@O uik|ds

UVirtual Machine Boot Summary

1. 5CST Disk (0,0} Mo xb4-based UEFI boot loader was found.
2. Network Adapter (00155D011006) DHCP failed.

No operating system was loaded. Press a key to retry the boot sequence...
Note: Configuration changes may require the virtual machine to be reset.

Status: Running




= Disk 2
Basic
115.24 GB
Online

—/CD-ROM (
DVD (E:)

Mo Media

B Unallocated

- B0

Drive Tools
“ Home Share View Manage
’ /< B New item - 7 Open - HH select al
= ¥ a EJ Easy access * Edit Select none
P o] L Paste ~ love Copy Delete Rename Mew Properties ] ]
JcCess | Paste b to - folder - &= History rEInuerLselectlnn
[ Administrator: Windows Powershell =] “
- v P s EFI SYSTEM (5) Windows Powershe
## Emulation 2 tem32> bcdboot wihWindows fs 5:
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The UEFI machine should now boot
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Now you can activate/domain join/install whatever you need
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So that’s the Windows To Go part completed now for the recovery and installation images.

To start this off build a Windows PE boot disk like im doing here with the latest paragon hard disk manager (UEFI/Secure Boot Compatible)
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This creates the following files in the iso. Dump all of these files into the R: partition on the W2G Drive.

@ | =

T
| Drive Tools - -

Share WView FManage

N -

Finto Quick Copy
ACCRSS

« 5 v
g Movies
ﬁ Music
=] Pictures
H PrankMet
B Television

e Windows

q Work

BOOT
EFI
BOOT
EN_US

SOURCES

Paste

' DVD Drive (F:) NE}

MICROSOFT

oy Cut

W=l Copy path
— Move
EI Paste shortcut to

Clipboard

DVD Drive (F:) NEW

"~

BOOT

&

Copy

Organize

i

EFI

X =]

Delete Rename
to <

77 Mew item

ﬂ Easy access =
Mew
folder =

Mew

SOURCES BOOTMGR

i¢ Open
" Edit
7 History
Open

Properties

FH select i

o elect none
E‘E‘ Invert selection
Select

BOOTMGR.EF

v O

Search DVD Drive (F) MEW

»




Now copy the BOOT.SDI from the boot folder to the sources folder
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Now you can place any Windows PE boot images into the sources folder and rename them so they don’t overwrite.

EEL -T= K
Home Share WView 9

D 4 Cut x |'i__'hl'\hfn.ﬂn.ritvam* \;,] Open HHSElectall

w.| Copy path - T':] Easy access = Edit Select none
Pin to Quick Copy Paste - Move Copy Delete Rename Mew Properties ) ]
access El Paste shortcut to to - folder - £ History DDImrert selection

Clipboard Organize MNew Open Select

Cd

= v P » Recovery Images (R:) » SOURCES v Search SOURCES 2

Ei Mowvies '""
J} Music

= Pictures Ik
H PrankMet

B Television ActiveBootDiskw  ActiveBootDisk32 BOOT.SDI DaRT10.wim Paragen.wim WinRE.wim

e Windows Im WIM

% Work

) DVD Drive (F:) NE)
BOOT
EFI
BOOT
EN_US
MICROSOFT
SOURCES

= EFISYSTEM (5]
we Local Disk (W)

- Recovery lmages |
BOOT
EFI
BOOT
EM_US
MICROSOFT

£ items EEEIEIJ

Now comes the difficult part. We need to add these boot images to the boot menu. This is the code | used

bcdedit /export C:\ProgramData\WarezNet\WarezNet_ Source.bcd
bcdedit /set {default} bootmenupolicy standard

Bcdedit /create {ramdiskoptions}

bcdedit -set {ramdiskoptions} ramdisksdidevice partition=R:
bcdedit -set {ramdiskoptions} ramdisksdipath \sources\boot.sdi
bcdedit -set {bootmgr} timeout 5

for /T "tokens=1-5" %%a in ("Bcdedit /create /d "Windows Recovery Envorinment™ /application osloader®) do set guidl=%%c
bcdedit -set %guidl% device ramdisk=[R:]\sources\WinRE.wim,{ramdiskoptions}

bcdedit -set %guidl% path \windows\system32\winload.efi

bcdedit -set %guidl% osdevice ramdisk=[R:]\sources\WinRE.wim,{ramdiskoptions}

bcdedit -set %guidl% winpe yes

bcdedit -set %guidl% nx optin

bcdedit -set %guidl% detecthal yes

bcdedit -set %guidl% systemroot \Windows

bcdedit -displayorder %guidl% -addlast

for /T "tokens=1-5" %%a in ("Bcdedit /create /d "Microsoft DaRT" /application osloader®) do set guid2=%%c
bcdedit -set %guid2% device ramdisk=[R:]\sources\DaRT10.wim,{ramdiskoptions}

bcdedit -set %guid2% path \windows\system32\winload.efi

bcdedit -set %guid2% osdevice ramdisk=[R:]\sources\DaRT10.wim,{ramdiskoptions}

bcdedit -set %guid2% winpe yes

bcdedit -set %guid2% nx optin

bcdedit -set %guid2% detecthal yes

bcdedit -set %guid2% systemroot \Windows

bcdedit -displayorder %guid2% -addlast

for /F "tokens=1-5" %%a in ("Bcdedit /create /d "Active Boot Disk™ Zapplication osloader®) do set guid3=%%c
bcdedit -set %guid3% device ramdisk=[R:]\sources\ActiveBootDisk.wim,{ramdiskoptions}

bcdedit -set %guid3% path \windows\system32\winload.efi

bcdedit -set %guid3% osdevice ramdisk=[R:]\sources\ActiveBootDisk.wim,{ramdiskoptions}

bcdedit -set %guid3% winpe yes

bcdedit -set %guid3% nx optin

bcdedit -set %guid3% detecthal yes

bcdedit -set %guid3% systemroot \Windows

bcdedit -displayorder %guid3% -addlast

for /T "tokens=1-5" %%a in ("Bcdedit /create /d "Active Boot Disk 32" /application osloader®) do set guid4=%%c
bcdedit -set %guid4% device ramdisk=[R:]\sources\ActiveBootDisk32._ wim,{ramdiskoptions}

bcdedit -set %guid4% path \windows\system32\winload.efi

bcdedit -set %guid4% osdevice ramdisk=[R:]\sources\ActiveBootDisk32._.wim,{ramdiskoptions}

bcdedit -set %guid4% winpe yes

bcdedit -set %guid4% nx optin

bcdedit -set %guid4% detecthal yes

bcdedit -set %guid4% systemroot \Windows

bcdedit -displayorder %guid4% -addlast

for /f "tokens=1-5" %%a in ("Bcdedit /create /d "Paragon Hard Disk Manager'™ /Zapplication osloader®) do set guid5=%%c
bcdedit -set %guid5% device ramdisk=[R:]\sources\Paragon.wim,{ramdiskoptions}

bcdedit -set %guid5% path \windows\system32\winload.efi

bcdedit -set %guid5% osdevice ramdisk=[R:]\sources\Paragon.wim,{ramdiskoptions}

bcdedit -set %guid5% winpe yes

bcdedit -set %guid5% nx optin

bcdedit -set %guid5% detecthal yes

bcdedit -set %guid5% systemroot \Windows

bcdedit -displayorder %guid5% -addlast

bcdedit /export C:\ProgramData\WarezNet\WarezNet_ Production.bcd
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C:\UsershRaymondh Desktop=bcdedit -set {ef070a5a-b47d-11e5-9317-60571883d80c} osdevice ramdisk=[R:]\sources‘\ActiveBootDis
k32.wim, {ramdiskoptions}
The operation completed successfullw.

C \UsershRaymond' Desktop=bcdedit -set {ef070a5a-b47d-11e5-9a17-60571883d80c} winpe ves
The operation completed successTully.

C:%Users'Raymond'Desktop=bcdedit -set {ef070asa-b47d-11e5-9al7-60571883d80c} nx optin
The operation completed successfullw.

C\UsershRaymondh Desktop=bcdedit -set {ef070a5a-b47d-11e5-9a17-60571883d80c} detecthal wes
The operation completed successTully.

C:%Users'Raymond'Desktop=bcdedit -set {ef070asa-b47d-11e5-9al7-60571883d80c} systemroot “Windows
The operation completed successfullw.

IC s Users'Raymond' Desktop=bcdedit -displayvorder {ef070asa-b47d-11e5-9a17-605718583d80c} -addlast
The operation completed successTully.

C:hUsers'Raymond'Desktop=for /F "tokens=1-3" %a in ('Bcdedit fcreate /d "Paragon Hard Disk Manager"” fapplication osloade
r') do set guids=%c

_C:KUSEFSKRaymDnd\Desktprset guids={ef070a5b-b47d-11e5-9a17-60571883d80c}

'C:\Us&rs&RaymnndKDesktnp}hcdedit -zet {ef070as5b-b47d-11e5-9317-60571883d80c} device ramdisk=[R:]%sources‘Paragon.wim,{ra
mdiskoptions}

The operation completed successfullw.

C\UsershRaymondh Desktop=bcdedit -set {ef070as5b-b47d-11e5-9a17-60571883d80c} path ‘windows'\system32\winload. efi
The operation completed successTully.

C:“Users'Raymond'Desktop=bcdedit -set {ef070asb-b47d-11e5-9al7-60571883d80c} osdevice ramdisk=[R:]%sources“Paragon.wim,{
ramdiskoptions}
The operation completed successTully.

C:“Users'Raymond'Desktop=bcdedit -set {ef070asb-b47d-11e5-9al7-60571883d80c} winpe ves
The operation completed successfullw.

C:\UsershRaymond' Desktop=bcdedit -set {ef070asb-b47d-11e5-9a17-60571883d80c} nx optin
The operation completed successTully.

C:“Users'Raymond'Desktop=bcdedit -set {ef070asb-b47d-11e5-9al7-60571883d80c} detecthal wes
The operation completed successfullw.

C \UsershRaymondh Desktop=bcdedit -set {ef070a5b-b47d-11e5-9a17-60571883d80c} systemroot “Windows
The operation completed successTully.

C:WUsers'Raymond'Desktop=bcdedit -displayorder {ef07F0asb-b47d-11e5-9al7-60571883d80c} -addlast
The operation completed successfullw.

C \UsershRaymondh Desktop=bcdedit fexport C:\ProgramData‘WarezNet'WarezNet_Production. bcd

IThe operation completed successtully.
IPress any key to continue .

£

Status: Running

When these commands are run the boot images will now appear in the boot menu.

In the case that you don’t want to unlock bitlocker and load the full Windows To Go image you can press f11 to pick one of these images.

R

BitLocker

Enter the password to unlock this drive

Press the Insert key to see the password as you type.

Press Enter to continue
Press Esc for BitLocker recovery
Press F11 to choose an alternate operating system

£

Status: Running
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