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Executive Summary

Cyber Europe offers to 32 different countries, Member States of the European Union (EU) and the European

Free Trade Association, hereafter collectively referred to as the Member States (MS), the possibility to engage

in cooperation activities at various levels with the shared objective to mitigate jointly large-scale cybersecurity

incidents. The EU Standard Operational Procedures (EU-SOPs), used to support these cooperation activities,

provide Member States with guidelines which they can use in the face of large-scale cybersecurity incidents.

The main goal of Cyber Europe 2014 was to train Member States to cooperate during a cyber crisis . The

exercise also aimed at providing an opportunity to Member States to test national capabilities, including

the level of cybersecurity expertise and national contingency plans, involving both public and private sector

organisations. In order to address the different layers of cyber crisis management, Cyber Europe 2014 was

divided in three escalating phases, spread over 2014 and early 2015.

The exercise was a success, for it allowed ENISA to draw numerous lessons, recommendations and concrete

actions, which will help to enhance cyber crisis preparedness in Europe. The common ability to mitigate

large scale cybersecurity incidents in Europe has progressed significantly since 2010 when the first Cyber

Europe exercise was organised. In particular, Cyber Europe 2014 has shown how valuable it is to share

information from many different countries in real-time in order to facilitate high-level situation awareness

and swift decision-making. Nevertheless, such processes are unprecedented in real-life and hence requires

primarily capability development and possibly also policy guidance from both the Member States as well

as the EU Institutions and Agencies.

It is crucial that Member States continue to rely upon and improve multilateral cooperation mechanisms,

which complement the bilateral and regional relations they have with trusted partners. The EU-SOPs, which

are meant to support the former, will be further improved to better take into account the evolving cybersecurity

policy context in Europe. In addition, experience gathered throughout this exercise and the previous ones

will strongly guide the development of future EU cyber cooperation instruments and exercises.

The full after action report includes an engaging action plan which ENISA and Member States are committed

to implement.



 



For more information on cyber crises, please refer to the ENISA Report on Cyber Crisis Cooperation and Management:

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cyber-crisis-cooperation/nis-cooperation-plans/ccc-management/

ccc-study



1



PUBLIC VERSION



ENISA CE2014 After Action Report



5



6



Contents

Executive Summary	

1	



................................................................................................................................................................... 4



Exercise Overview............................................................................................................................................................. 8

1.1	



Objectives and setup........................................................................................................................................ 8



1.2	Planning.............................................................................................................................................................. 10

1.3	



Exercise platform.............................................................................................................................................. 10



2	Participation	 ................................................................................................................................................................. 12

2.1	



Technical level exercise (TLEx)..................................................................................................................... 13



2.2	



Operational level exercise (OLEx)................................................................................................................ 13



2.3	



Strategic level (SLEx)....................................................................................................................................... 13



3	



Scenario Overview.......................................................................................................................................................... 14



4	



Key Findings	 ................................................................................................................................................................. 16



5	



Key Recommendations................................................................................................................................................. 18



PUBLIC VERSION



ENISA CE2014 After Action Report



7



8

88



1. Exercise overview



1. Exercise overview

1.1 Objectives and setup

The goal of this exercise has been to contribute to the training of Member States’ participating organisations

with a view to help them cooperate during a cyber crisis. More specifically, this exercise provided opportunities

to assess the effectiveness of cooperation and escalation procedures in the face of cross-border cyber

incidents which impact the security of vital services and infrastructure.
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CE2014 had the following key objectives:

1.	Test the European alerting, cooperation and information exchange procedures between nationallevel authorities responsible for cyber incidents.

2.	Provide an opportunity for Member States to test internally their national NIS contingency plans

and capabilities.

3.	Explore the effect of multiple and parallel information exchanges between private-public and

private-private.

4.	Explore the NIS incident response escalation and de-escalation processes (technical-operationalpolitical).

5.	



Explore the public affairs handling of large-scale cyber incidents.



In order to better tackle the challenges of each layer involved in crisis management, the exercise was divided

into three phases: technical, operational and strategic, each phase escalating into the next one.



Figure 1: Mapping of the phases of

Cyber Europe 2014 to the European

Cyber Crisis Cooperation Framework

(ECCCF) Model.
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