Hactpowuka poytepa TP-LINK WR741ND
(Pyccknm nutepoemnc)
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1. MNoaroToBKa K HACTPOMKE poyTepa.

Bkaounte poytep B ceTb nuTaHus. MogknwoumTe kabenb 13 nogvesga B pasbem WAN
(Internet). CoefmHUTe poyTep C KOMMNbOTEPOM KOPOTKUM Kabenem, KOTOpbIM UAET B KOMI/IEKTe
C poytepoM. OAMH pa3bem yCTAHOBMTE B CETEBYH KapTy KOMMbOTEPA, APYron B oaMH 13 LAN

nopToB poyTepa (pnc.1.2.)
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Kabenb 13 nogvesga

Pnc.1.2.

[anee Heobxo4MMO NPOBEPUTL HACTPOUKM NOKANIBHOM CETU HA KOMMbIOTEPE.
Ona Windows XP: Tlyck -> lMaHenb ynpasneHnsa -> (CeTb U NOAKIOYEHUE K UHTEpPHeT) ->
CeTeBble MOAK/OYEeHUSA -> [logKaoYeHWe Mo JIOKanbHOM ceTn -> CBowcTBa -> [1poOTOKON

NHTepHeTa TCP/IP.
YcTaHoBuUTe TOUKyY "TTonyunTh IP-agpec aBTomaTnyeckn” -> OK, B npeabiayLiemM okHe Tak e OK.

(pnc.1.3)
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Ona Windows 7: Tyck -> lMaHenb ynpasnieHus -> (CeTb U UHTEpHET) -> LleHTp ynpasieHus

ceTAMM K OBWKUM AOCTYyNOM  -> M3MeHeHMe napamMeTpoB agantepa -> [loak/4yeHue Mo

Punc.1.3.

nokanbHom cetu -> CBOMCTBA -> [poTokon MHTepHeTa TCP/IPVA4.

YcTaHoBuTe Touky "MonyunTb IP-agpec aptomaTtmyeckn” -> OK, B npegblgyLiem okHe Tak ke OK

(pnc.1.4))

[ns BxoAa B HACTpPOWKM poyTepa B aapecHow cTpoke bpaysepa (Internet Explorer, Mozilla

AKNHOUEHME NO N0KaNbHOW ceTv .-.
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MoakntoueHne No NOKaNbLHOW ceTn

s - =
TeB0M Kabenb He NOAKNHUEH _m)’ Cetb

;Jr MoakntoueHne No NoKanbLHOW CETU 3 - CBOWCTBA

Cetb Hoctyn

MonoknoyeHwe yepes:

'2 Anantep paGouero ctona Intel(R) PRO/1000 N

OTMeuEeHHbIE KOMMOHEHTEI UCMONL2YTCA 3TUM Nog

O ‘-":;KnneHT ans ceten Microsoft
gKasperskyAnti-Virus NDIS 6 Filter
&HHBHMPOBNMK naketoe QoS
O gCnyxsa A0cCTyna K pannam n
. MpoTokon MHTepHeTa Bepcwuu 6 (TCP/IPVE)
[ ¥ i MpoTokon MHTepHeTa Bepcumn 4 (TCP@
[T & Tipaieep B/e Tononora KaHaNsHOr0 YPOBHA

[ «i. OTBETUMK OBHAPYXEHWA TOMONOMMW KaHEM|
YcTaHoBUTb...

Onucanue
Mpotokon TCP/IP - cTaHAap THLIA NpOTOKON rNo6|
ceTen, 06ecneynBalWnin CBA3L MEXAy PasMuH

Ynanutb

i

CsoiicTsa: MNpoTokon UHTepHeTa sepcum 4 (TCP/IPv4)

O6wme l AnbTepHaTHBHaA Koncpnrypaunn‘

I’lapar-le'rpbl P MOMyT Ha3Ha4aTbCA aBTOMaTHYECKH, e CeTb
NOAAEPKUBAET 3Ty BOZMOXHOCTL. B NPOTMEHOM Cyuae napameTpbl IP
MOXHO NONYYUTb Y CETeBoro agMMHMCTPaTopa.

) MonyunTs IP-agpec asToMaTUYeckn

) Vicnonb3oeathb ‘Tneayowmii IP-agpec:

MoATBEepAUTL NapaMeTpbl NpH BuIX0AE

[l0NONHUTENBHO...

Baammonencrsyromwmw ceTaMn.

Firefox, Opera, Google Chrome) (puc.1.5)

[ oK ][ OTMeHa ]

Puc.1.4.




Internet
Explorer

Mozilla
Firefox

Google
Chrome

Puc.1.5.

HabepuTe agpec 192.168.0.1 1 HaxxmUTe Knasuwy Enter (pnc.1.6.).

' Hoeasa eknagka

c Q

JoBaensiite Ha 3Ty N3HENb 33KA34KH, K KOTOPbIM XOTUTE MMETE 6blCprlﬁ AocTyn. MMHOQTMEOBBTI: 33KN3aKW...

Puc.1.6.

Mpu nepexone Ha agpec web-uHTepedeinca, BO3MOXHO, NoTpebyeTca aBTopm3aLms 41 Bxoaa B
HaCTpoKKkuM poyTepa. Mo yMoa4YaHMIo MMS No/b30BaTeNs 1 naposb: admin v admin

Ecnv Bce cAenaHo NpaBu/bHO, OTKPOKOTCS HACTPOMKM poyTepa.

Tak BbIrNSAUT web-unHTepdenc poytepa:

&) http://192168.0.1/

¢ Vs6panHoe ‘ & TL-WR741ND

TP-LINKC

CocronHune

BbiCTpas HacTpoHKa

DOyHKuuA QSS

Cetb

5ecnpoBOHON PEXHM

DHCP

Mepeanpecauun

bBezonacHocTs

POAUTENbLCKHIt KOHTPONb

Koutpons goctyna

PacumpeHHbIe HaCTPOWKH MapWpPYTH3aLHKH
KOHTPONb NPONYCKHOM CNOCODHOCTH

Mpueszka IP-n MAC-agpecos

Lunamuyeckuit DNS

CucTeMHble HHCTPYMEHTBI

Bepcus NpowUBKK:
Bepcus obopyqoBaHuA:

3.12.11 Build 120228 Rel.31724n
WR741ND v4 00000000

TNokanbHan ceTb

MAC-appec: 90-F6-52-A9-C0-52
IP-agpec: 192.168.0.1
Macka noaceru: 255.255.255.0
BecnpoBoaHOI pexum
becnpoeogHoe BeuaHue: BknioueHo

WUms (SSID):
Kanan:
Pexum:

LinpuHa KaHana:

TP-LINK_A9C052
ABTOMATMYECKN (HacToAwWwwWi kaHan 1)
11bgN CMEWaHHLIN

ABTOMATMYECKMil

MAC-aapec: 90-F6-52-A9-C0-52
Cocrosxne WDS: BuiknioueHo
Puc.l1.7.

HacTtpaviBaem PPPOE coegunHeHuMe, AN 3Toro HaXkmumaem «Cetby, ganee « WAN».
3anonHsaeM nons Kak ykasaHo Ha pucyHke 1.8. n Haxxnmaem «CoOXpaHUTb»



Cocronnue

DyHKumus QSS

Cemn

I Tun WAN coepnenns:  PPPoE/Poccis PPPOE  ~ |

AN

- lNokaneHasn cet
Mopkntoyenne PPPOE:

JIPTV

- Knonuposasme MAC-aapeca WmA nonb3oBarens: NIOTMH NO AOTOBOPY

BecnpoBoAHOM PEXHM Naponek: hdddddddd

DHCP Moareepaute napons:

MNepeappecaunn

BesonacHocts opi Al : ©® 0 ) knit IP () Cratuueckuidt IP  (Dual Access/iPoccua PPPoE)
PoauTenbCKMI KOHTPONb

Kowtpons foctyna Pexum WAN nogknioyeHus: ) MogknioynTb No TPeGOBaHMI0

EACMBDC)tiic MACTRORN ot PYTIBiin MakcumanbHoe Bpema npoctos: | 15 MUHYT(b1) (0 03HaYaeT, YTo CoeaMHeHNe ByaeT aKTHBHBIN

KoHTponb nponycKHo# CNOCOGHOCTH =
I © MoAKNIoUMTL BTOMATUYECKI l

Mpuenzka IP- u MAC-agpecoB =
© MoAKNIOYNTE NO PACIMCAHUID

[Ouxamuyeckui DNS ¢ - = N
Mepuog epemenu:c | | 2|0 (Y4:MM) go | 23 % 69 (HY:MM)
CHCTEMHbIE WHCTPYMEHThI
) MoAKNIOYUTE BPYUHYIO

MakcumansHoe BpeMa NpoctoA: | 15 | MuHyT(el) (0 03HAYEET, YTo COeANHEHNE GYET aKTUBHBIN

HUTE | Orcoegunnte | lMogknioyeHno

[ coxpanmte || [ DononnutensHo |

Pnc.1.8.

2. Hactpownka Wi-Fi.
Bboibpaem cneBa «becnpoBOAHOM pexum», Aanee HaxXuMmaeM «HacTtpomkm 6ecnpoBOAHOrO
peXknMar 1 3anosHsem rnosne «Mms cetn», HaXkKMMaem «CoOXpaHuUTb» (prc.2.1.)

Cocronuune

HacTpolikn 6ecnpoBoaHOro pexumMa

| Wns cetu: TP-LINK_A9C052 7}Ta|oo<e Ha3bleaeTcA SSID)

Peruou: Poccua v

BbICTpas HaCTPOHKa

DyHkuua QSS

Cetb

BecnpoBOgHOM PeXuM
# DeCNpoOBOAHOrO

- 3auuta GeCnpoBOAHOro pexXumMa Mpeaynpexaetxue

- ®unbrpauus MAC-anpecoe

- PacumpeHHbie HaCTPOHKH

- CraTnCTHKa GecnpoBOQHOrO peXuma Kanan: Asto i

DHCP Pexum: 11bgn cmeLLaHHbIi v
Mepeaapecauus lupuHa kanana: AsTo v
be3onacHocTb

PoanTENbLCKHIH KOHTPOMNb [¥] Bxniounts GecnpoBogHOe BeWaHne poyTepa
Koutpont gocryna BkniounTh WHpoKoeewaxnne SSID
PacunpeHHble HaCTPOHKH MapUipyTH3aLuK [ Brniounts WDS

KOHTPONb NPONYCKHOM CNOCODHOCTH

Mpuena3ska IP- u MAC-agpecoB

CoxpaHuTb

Ouuamuyeckui DNS

CHCTeMHbIE HHCTPYMEHTBI

Puc.2.1.
[anee HacTpamBaem 6e30MacHOCTb, NepexoanM BO BKIAAKY «3awmTa 6eCnpoBOAHOMO pexuvmMan,
nocne 4yero 3anosiHgeM rnoss U HaKMmMaem KHonky «CoOXpaHuTb» (puc.2.2.)



CocrosHie
BLICTpan HacTpOiKa
Dynruma QSS

Cete

- ©unsrpaunn MAC-agpecoe

- PacumpeHHbie HacTpoitku

- CratwcTuka GecnpoeogHoro pexusa
DHCP

Nepeaapecauusn

BesonacHocTs

Poautensckmit KOHTPonE

Kourpone gocryna

PacwmpenHbIe HaCTPOIKH MapWPYTHILMI
KOHTPONE NpONyCKHO# cNocoBHOCTH
Mpuesska IP- u MAC-agpecoe
[Awnaunyeckuit DNS

CHCTEMHbIE WHCTPYMEHTLI

© WEP

Tun: ABTOMaTH4ECKaR v

®opuar WEP kniova:

UlecTHaguUaTepuuHblil v

Kniou ewibpax WEP Koy Tun Knioua
Kriou 1: [ | orknrounTe -
Kniow 2: [ | orkownrts v M
Kriou 3: [ 71 OTknOUUTE v
Kniou 4: | OTKknYHTE v

> WPAMNVPA2 - Enterprise
Bepcusa: VABTIJMBT“'IECKEH v
LWndpoeanue: ABTOMaTHuECKaR v
IP-agpec Radius-cepeepa:
Radius-nopr: 1812 (1-85525, 0 cansuser nopr no ymonuaio 1812)

Napone Radius-cepeepa:

Mepuoa oGHOBNEHUS PYNNOBOrO KNKOYA: 0

oTcyTcTEMe

m

WPA-Personal/WPA2-Personal(Pekomexayerca)

Bepcua: ABTDMBTMHECKM v
LWndpoeauune: ABToMaTHueCKad v
Napons PSK: 765221; miﬁewnacumm
{Bei moxeTe ssecTit ASCIl cumeons &8 auanasoHe mexay 8 1 63 Unn WeCTHSAUSTEPUNHEIE CHMEDT|
MNepuon obHOBNEHUA rPYNNOBOIO KNKOYA: 0 ] Y 5 20.0 oTCyTCTEME

| CoxpaHuTtb ] |

Punc.2.2.

HACTPOWKA POYTEPA 3ABEPLLEHA.

3. lononHuTenbHble QYHKLINN.

BkntoyeHne UPNP

Cocroanme
BuicTpan HacTpoiiKa
Dynkumn QSS

Cemnn

BecnpoeoaHoi pexis
DHCP

Mepeanpecaumn

- Buptyantusie cepeepet
- Port Triggering

- DMz

BesonacHocts
POAUTENLCKMIt KOHTPONE

Kowtpons aocryna

PacumpenHLie HaCTPONKH HapWPYTHIaLMI
KOHTPONE NPONYCKHO# CNOCOBHOCTH

MNpuenska IP- w MAC-aapecos

Hunamuseckwis DNS

CucTeuHbIE MHCTPYNEHTE!

UPnP:

OTKnYHTE

Tekywuin cnMcok HacTpoek UPnP

ID  Onmcaume npunoxenun

Brewnmwit nopr

Mporokon BryTpeHHuit nopt IP-agpec Cocroanue

Puc.3.1.

O6HoBneHune MO Ha poyTepe:




CocrosnHune

BbicTpan HacTpoHka
DyHKuua QSS

Cetb

BecnpoBOAHON PEXUM
DHCP
Mepeanpecaumnn

BesonacHocTb

PoANTENLCKHI KOHTPOTTL

Koutpons gocryna
PacunpeHHbie HACTPOWKH MapPWPYTH3ALMN
KOHTPONL NPONYCKHON CNOCOGHOCTH

Mpuenaska IP- u MAC-anpecos

O6HoBNeHue BcTpoeHHoro I

I Dain: [ O620p... | I
Bepcua NpOWNBKK: 3.12.11 Build 120228 Rel.31724n
Bepcua obopyaoBaHua: WR741ND v4 00000000

| OBHOBUTH I

Ouuamuyeckun DNS
CHCTEeMHbIE HHCTPYMEHTh!
- HacTpoWka BpeMeHu

- AnarnocTuka

HHoro MO

Punc.3.2.

C6poc Ha 3aBOACKME YCTAHOBKM:

Cocronnue
BbiCTpan HacTpoWka

@ynkumn QSS

Cers

BecnpoBOAHON PeXum

DHCP

Mepeanpecauun

BesonacHocTs

Poautenncxkmuii KOHTPONs

Koutpons aocryna

Pacmupentbie HaCTPORKN MapWIPYTH3aUMn
KOHTPOMNE NPONYCKHOW CNOCOGHOCTH

Mpusnsxa IP- u MAC-anpecos

Nuuamuseckui DNS

CHCTeMHBLIE HHCTDYMEHTE!
- HacTpoitka BpemeHu
- AmaruocTuxa
- ObuoBnenue Bcrpoentoro MO
ACKHe HACTPOKH
- PesepeHan konus u Boccranosnenue
- NMepesarpysxka
- Napone
- Cucremuuii xypran

- Cratucuxa

Ha>KMUTe 3Ty KHOMKY ANA c6poca Bcex Ha noy

Puc.3.3.



