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Your connection is not private

R n 1R BRI [Tor euarijse

Logging in

Open web browser to T 18T v 2 vty e T
https://10.10.10.10

A security warning like this may
appear, if it does, click ‘Advanced’
or ‘I understand the risks’

gi-bin/luci

Your connection is not private
Cth ‘PI‘OCCed tO 10. 1 0. 1 0. 10 (unsafe)’ Attackers might be trying to steal your information from 10.10.10.10 (for example,

passwords, messages, or credit cards).

or
‘Add EXCCptiOl'l 9 COnﬁTm Security EXCCptiOH’ Automatically report details of possible security incidents to Google. Privacy palicy
This server could not prove thatit is 10.10.10.10; its security certificate is not trusted by
~ ITUS Networks
Log in to your Shield. . . .
Authorization Required
Flease enter your usemame and password,
Username admin
. Usemame admin
Default Password itus

Password ||

s 1 H L ey
= I_LF‘H-II i | BT wbu ) o
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Status

System
Hostnams
Maodal
Sarigl Mumber
Firnmware Version
Crperating Mode
Lozal Time
IP5 Last Uipdsted
Wb Filter Last Updsted
Shisid Uipdate Lest Run

Uptime

Memory

Total Avsilanle

Bufferad

Metwork

Active Connections

|Pwd Status

DHCP Leases
Hostname
android-a2f4s082bafe 3040
XboxOne
Amanys-iF hong
android-f833dTEBbdD454815
android-fdEf2s33188cb0ca
028 ATTACET1308XT

Ayoub

Status ~ Sysiem - Bervices =  Metwork -

Shiaid

5001
-

v1.0 5P1-1124

UTh Routesr

Tue Moy 24 18:41:30 2015
Mav 17

Mow 22

5h 14m 5Bs

| a#3538%8 /101120008 (31%) |

[ o/ 01120008 2% |

| 165 [ 10000 {15

& Type: dh
ethl Address:
Netmask:
Gateway:
DMS1: 75
DNSZ: 75

IPwd-Address MAC-Address
10.10.10.:228
101310138
10.10.10.170
10.10.10.:216
101310178
10.10:10.208

10.10.10.137

Overview

The system overview
page displays relevant
system information in an
easy to read dashboard.

Scroll to the bottom of the
page to see networks
settings and DHCP lease
information.

Leasetime remaining

11h 17m BBs

5h 14m 22=

Bh Gm 2Bs

Bhdm 10s

7h 50m Bs

Gh 4Bm 30=

10h 4m 7s




Firewall Status

IPv4 Firewall IPv6 Firewall

Actions

* Reset Counters
= Restart Firewall

Table: Filter

Chain INPUT (Policy: ACCEFPT, Packets: 0, Traffic: 0.00 B)

Rule  Phis. Traffic Target Prot.

#

1 50128 569 delegate_input all
MB

Chain FORWARD (Policy: DROF, Packets: 0, Traffic: 0.00 B)

Rule  Pkis. Traffic Target Prot.

#

1 3714803 299 NFQUEUE all
GB

2 0 000B delegate_forward all

‘ _§ Ntwo_r_s_ Status -~  System -

Flags

Flags

Services -

In

In

Network ~

Out

Qut

Source

0.0.0.0/0

Source

0.0.0.0/0

0.0.0.0/0

Logout

Destination

0.0.0.0/0

Destination

0.0.0.0/D

0.0.0.0/0

Options

Options

MFQUEUE balance T8 cpu-fanout

Firewall Status

Displays statistical information related to
your Shield’s firewall. Traffic and packet
count information is logged here; this is
particularly useful when troubleshooting.
From this page you can reset the counters or
reset the firewall. From this page you can
also access your IPv6 firewall settings. [Pv6
is disabled by default.




Active |IPv4-Routes

wan
£fg074dst
wan

wan

Active |IPv6-Routes

Network
cfgl74dst
wan
cfg074d8f
cfg074d8f

wan

= ITUS Networks  Ststus - System~  Services~  Network~  Logout

Target IPv4-Gateway Metric Table

0.0.0.0/0 24.130.128.1 0 main

10.10.10.0/24 i} main

24.130.128.0/23 1] main

241301281 0 main
Torget Route Status Table
d5b:f73b:70c3.:/64 Shows Layer 2 and Layer 3 traffic main
— information used by your Shield. e
e Information found here includes... boed
£00:/8 ARP Table local
— Routing Table w

IPv6 Neighbors

& ITUS Networks  Smius- System - Services ~  Network -  Logout

Processes

This list gives an overview over currently running system processes and their status

PID Owner
1 root
2 root
3 root
4 root
5 root
7 root
8 root
9 root
10 root

Command CPU Memory
usage  usage
(%) (%)

shin/pro 0% 0%

e PTOCESSES Status |

This provides an overview of
ksoftrag - everything running on the O o
- Shield. If one of the processes | .. =

[kworkery

begins consuming large
amounts of CPU or RAM, it 0% 0%
can be seen here. From this

[migratioj . X 0% 0%
page individual services can

cu_bh]| be terminated or killed. 0% 0%

[reu_sched] 0% 0%

[migration/1] 0% 0%

Hang Up

]

]

()]

]

]

]

]

0]

]

Hang Up

Hang Up

Hang Up

Hang Up

Hang Up

Hang Up

Hang Up

Hang Up

Hang Up

Terminate

] Terminate

] Terminate

] Terminate

] Terminate

] Terminate

] Terminate

%] Terminate

] Terminate

] Terminate

Kill

@ Kil

@ Kill

@ Kil

@ Kill

@ Kill

@ Kil

@ Kill

@ Kil

@ Kil
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Graphs Caonfiguretion

Traffic Monitor
Traffic Monitor keeps 8 log of network: traffic for the selected interface(s). Traffic Monitor

Maonitor selectad inter W & Brdge: "brdar I .
} e W S I Under the configuration tab, select

e i AT the interfaces you’d like to monitor,
iE Ethe - e
& Ethemet Adapter. "th2" then hit ‘Save & Apply’

B Ethermet Adapter "eth(" (wan, wanf)

The Graphs tab displays statistical

information about bandwidth usage
for each interface being monitored.
: : — To view additional reports, use the
PR R R drop down menu and ‘Update’ et
button.

L

Graphs Caonfiguration

Traffic Monitor Graphs

Summary dispiey ¥ || Update »

athi
Today
rx 43368 HIE .
tx 3.16 GiB all time
= 3.%8 GiB
rx  433.68 HIB
1.0 Wity tx  3.16 GiB
e = 3.58 GiB
ov -
e 43348 HiB zince 11/06/15
tx 3,16 GiB
i 588 BiR o ABrx Bt
B5.01 Kbitss
br-=1an
today
Fx 3,12 GiE .
tx 518 HiB all time
= 3.46 GiB
569,81 kbitss P
Now 18 B 1.46 GiB
oy
Er ,:“;;‘_E Eig Fince 11406715
x b 1
= 346 Gif R W
62.75 kbit/ e

Shield ¥1.0 5P1-1105




Ims Networks Status > Systemn ~  Services ~  MNetwork - Logout

Load Connections Traffic

Realtime Connections

Thiz page gves an owerview ower currently active network connections.,

Active Connecticns

Ims Networks Status ~  Sysiem Services -~  Metwork - Logout ADVARCED

Load Connections Traffic

CPU Utilization

m Im Im

(2 minute window, 3 second intenal)

Peak: 25
Peak: 32

Real Time Graphs

Peak: 1

Traffic — Shows the throughput in and out for each interface.

ADVANCED

Connections — Shows the volume of UDP & TCP connections.

CPU — Shows the cpu usage relative to each cpu core. (ie, 200%)

15 Minute Load:
br-lan athl ethl ethl

Shield v1.0 5P1-1105

211 Mbis 27038 3XB5)

141 Mbd'z {18025 3B5)

72101 khits {30.13kEs)

{3 minute window, 3 second interual)

Inbound:  T7OUEE kbit's Average: G84.30 kbi's Peak: 253 Mbit's
(E7 kB/s) (B5.54 kB/s) [327.T3 kBis)
Dutbound: 50,28 kbit's Awverage: 354 kbit's Peak: 2457 kbit's
8.3 kBis) (4.8 kBs) {30.84 kBis)

Shield v1.0 3P1-1105
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ITUS Settings

System Updste runs sutomatically every day. |PS Rules updated 1-2 tmes per week or a5 needed. Blacklists are updsted panodically. Factory resst iskes effect
immedistely. Do not disconnect power from Shield when performing & factory reset. After the fectory reset completes, your Shield will sutomsticelly stard. Please allow
10 minutes for the process to complete.

Advanced Settings ITUS Updste Log Remowve Banners Updste Shield Reboot Shield Factory Reset

Show Advanced Mods: = T

Shield w1.0 SP1-1105

Advanced Settings

This tab can be used to toggle between the ‘basic’ and ‘advanced’
graphical user interface. Set the desired mode using the drop down
menu, then click save & apply. You may need to refresh your
browser to see the newly enabled menu options.

O Ims Netwurks Status -  System - Services +  Nebwork - Logout

ITUS Settings

System Update runs sutomatically every day. |PS Rules updsted 1-2 times per week or as needed. Blacklists are updsted perodically, Factory reset tekes effect
immediately. Do not disconnect power from Shield whan performing a factory reset. After the factory reset completes, your Shield will sutomatically stard. Please sliow
10 minutes for the process to compiste,

Advanced Settings ITUS Updete Log Remove Bannars Updsie Shield Reboaot Shield Factory Resel

System update uliity was last run..

IPS Rules last updsted...
Mov 50238

Wb Filter last updsted.. Update LOg
Mov 52120

This tab displays information about the last
time the system update utility was run. By
default, the system checks for updates once
per day between 3am and 4am local time.
Service may be interrupted for several
minutes during the update.




O ITUS Networks  swts- Sysem-  Services- Network-  Logout

ITUS Settings

System Update runs sutomaticelly every day. |PS Rules updated 1-2 times per week or 85 needed. Blackists are updsted periodically. Fectory reset takes effect
immediately. Do not disconnect power from: Shield when performing & factory reset. After the Tactory reset completes, your Shield will sutomstically start. Plesse allow
10 minutes for the process to complete.

Advanced Settings ITUS Update Log Remove Banners Updste Shield Reboot Shield Factory Resst

System Motfization Bannars: Famove Removing Banners

From time to time you may notice system
banners appearing in the web user interface.

These can be removed by clicking this R Ay m m
button.

Shield v1.0 5P1-1105

5::! . Ims Hetwnrks Ststus > Sysiem - Services =  Metwork~  Logout

ITUS Settings

System Updste runs automatically every day. IPS Rules updated 1-2 timmes per week or gs needed. Blacklists are updated perodically. Fectory reset tehes effect
immedistely. Do not disconnect power from Shield when performing a factory reset. After the fectory reset completes, your Shield will automatically start. Please allow
10 minutes for the process to complete,

Adwanced Settings ITUS Update Log Remaove Banners Updste Shield Reboot Shisld Factory Reset

rnsmeniesse ==t | Vanual Updating

To manually run the system update utility,
click the ‘Update Shield’ tab, then click the

‘Start’ button. No further action is required,

- . . Save & A Save | Reset
the utility will run in the background and may - -
take several minutes to complete. Service

oA R may be interrupted during the update.

r:' ITLIS Hetwurks Staius ~ Sysiem -~ Services -  Nebwork - Logout

ITUS Settings

System Uipdste runs sutomstically every day. IFS Rules updsted 1-2 times per wesk or 85 nesded. Blscklists are updsted perodically. Fectory reset takes effect
immediately. Do not disconnect power from Shisld when performing e fectory reset. After the factory reset compietes, your Shield will sutomsticsily start. Plesse sllow
10 minutes for the process to complete,

Advanced Settings ITUS Update Log Remove Banners Update Shield Reboot Shisld Factory Ressat

Reboot Shied: | Restart Restarting Shield

To restart your shield, click the Reboot Shield
tab, then use the ‘Restart’ button. The Shield will

immediately restart upon clicking the button, no P m

warning is displayed

Shield v1.0 5P1-1105
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ITUS Settings

System Update runs automatically every day. IPS Rules updsted 1-2 times per week or g5 needed. Blacklists are updated penodically, Factory reset takes effect
immediately. Do not disconnect power from Shield when parforming & factory reset. After the fectory reset completes, your Shield will automstically star, Please allow
10 minutes for the process to complete.

Advanced Setings ITUS Updste Log Femove Banners Update Shield Reboot Shisld Factory Reset

Factory Reset: Start

Factory Reset EESEa

To Factory Reset your Shield, click the ‘Factory Reset’ tab, then use the
‘Start’ button. This button can be used to apply system updates which
require a factory reset. Do not disconnect power from your Shield during a
factory reset. The Shield should come back online in about 10 minutes with
default settings restored.

Warning — Clicking ‘Start’ will immediately trigger the factory reset
process. This process is irreversible; nothing is automatically backed
up, all settings will return to their original state.

0 ITUS Nﬂtwg[ks Status -  System - Services - mrhw Logout

System

Here you can configurs the basic sspects of your device hke its hostname or the timezane.

Time Zone

System Properties
To set the local Time Zone for your

General Settings Logging  Language and Style Shield use the ‘General Settings’
tab. The time zone is used for
system and services logs as well as
running updates. Services may need
to be restarted in order for changes
to take effect. After selecting the
Timezone | PSTEPDT v desired zone, click save & apply.

Local Time  FriMNov 8 082254215 [@ Sync with browser

Hostnama Shieid

ey | s | e

Shield v1.0 SP1-1105
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System

Here you can configurs the basic aspects of your device Tike its hostname or the timezane.

System Properties

System Log

Genersl Settings Liogging Langusge and Style

The Logging tab can be used to

System log buffer sze | 1024 configure the system log. This is the
e general log used by daemon programs

running and services. An external

syslog server can be specified as well.

Extemal system log server port Warning — Setting the log buffer size

External system log senver

too large may have a negative impact

Log output level Ermor ¥ .
e on the web interface’s performance.

Cron Log Level Diebug v

O, ITUS Networks  sittu=- System - Servicss - Network -

System
Here you can configure the basic sspects of your device fike its hostname or the timezone. Language

To change the language of the graphical
user interface, use the Language and
CepeiDettigy:  Liggeg | Ladgage s Ste Style tab. Select the desired language,
then click ‘Save & Apply’. Settings will

: take effect immediately but may require a
H:Daq (Cstaian) = browser refresh to render.

Cetting {Czech)
Deutseh (Gemen)

EMkmuma [Greak)
S — | Seves Aeply | Seve | Ret ]

Espanol (Spanish)

System Properties

Langueage EB;.rl:- L

Francais [French)

riy {Hebrew)

Shield v1.0 SP1-1105 Magyar {Hunganar)
ltafiano (itafan)

H =5 (flapanese)
Behazsa Melayu (Malay)
Morsk (Monwegian)
Polski (Polish )
Porugués (Portuguese)
Porugués do Brasi (Brazishian Portuguess)
Romans (Romsnian)
Pycoamw (Russian)
Swensha [Swedish)




Router Password

Changes the admmistretor password for sceessing the device

Passwaord e
Confirmatian =
SS5SH Access

Dropbear Instance

Thiz section confaing ng values yet

&5 Add

S5H-Keys

Here you can paste public S5H-Keys (one per fing) for 55H pubfic-key suthentication

O ITUS Networks s~ sysen - sevice-
Scheduled Tasks

This is the system cronted n which scheduled tesks can be defined.

203" * * sh /shin‘fw_upgrade
M0t "t * fusdshin‘nipolient -5 -p 123 ©h Lus. pool ntp.ong || fetoint. dfntpclent restan

Shield ¥1.0 5P 1-1105

System Password

click save & apply.

To change the Shield’s password,
enter the new password twice, then

SSH Access

clicking ‘Save & Apply’

from the startup tab.

Enabling SSH Access on the
Shield is a 3 step process. Step
one, is to click the ‘Add’ button.

Step two is selecting interface on
which SSH will be accessible then

Step three is restarting the firewall

Hetwork -

Scheduled Tasks

This tab shows the crontab schedule. These
are tasks set to run on a specified schedule. By
default there are two entries, one for the ntp
service, and the other for the update service.

) i

10 Dok Enablad

@ Start = PRestart

%] Stop




ITUS Networks Status ~ System v  Services + Network ~ Logout

Initscripts
You can enable or disable installed init scripts here. Changes will applied after a device rg
Warning: If you disable essential init scripts like "network”, your device might becd
System Startup
Start priority Initscript Enable/Disable 9 X .
Provides the ability to start, stop,
= restart, and enable/disable various
0 sysfixtime Enabled . . . bp
services running on the Shield.
10 boot Enabled Shield’s rc.local file can be found Ly
at the bottom of this page.
10 system Enabled bp
1 sysctl Enabled Start # Restart %] Stop
12 log Enabled Start Z Restart %] Stop
12 rped Enabled Start £ Restart ] Stop
19 firewall Enabled Start & Restart ) Stop
20 netwark Enabled Start # Restart ] Stop
35 odhcpd Enabled Start £ Restart %] Stop

O, ITUS Networks _ scus- s~

Configuration Backup

Actions Configuration

Backup / Restore

Click "Generate archive” to downlosd & tar archive of the current configurstion files. To reset the firmaare to ts initisl state, cick "Perform reset” {only possitle with
squashfs images).

Downioad beckup: [@ Genersie archive

Configuration Backup

Ta restore configurstion files. you can uplosd & previously genersted backup archive hare. . . ey
The Actions tab provides the ability to

Choose File | Mo file chos I3 Lipd i .
Restors beckup: | Choose File | 1o e chosen W bpesdaenve- | download a backup of the Shield’s

current configuration. Settings can also
be uploaded and restored from here.

Giaghd ¥ L2310 The configuration tab can be used to
define what settings are backed up.
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Intrusion Prevention

Thanges may teke up to B0 seconds to teke effect, service may be interrupted duning that time. The IPS engine will restart each time you click the Save or Save &
Apphy button. Diuring the time the IPS engine is restarting, the On/CHf button will display “OfF. It generally takes 1-2 minutes for the 1PS to restart. 'ou will need to
refresh your browser window or move away from the [PS menu, then beck to it in order to see the button refresh to say "0 once the engine has finished reloading. Do
Mot Use the OnfCff button in conjuction with Sawe & Apply. Clcking the button when it says "0On" will turn the [PS off. Chcking the button when it seys "OFF will tum
the |P5S on. Cicking Save & Apply afterwards will cause the system to restart the IP5.

Basizc Settings SnortT Canfig Snort8 Config Threshold Config Customn Rules Exclude Fules IPE Logs

Satus: ON

S

ITUS Networks  sttus-  System - Services - Nefwork - Logout

Intrusion Prevention

Changes may take up to B0 seconds to take effect, senvice may be interrupted during that time. The IPS engine will restart each time you click the Save or Save &
Apply button. Duning the time the IPS engine is restarting, the On/Off button will dizplay "OFf. It generally takes 1-2 minutes for the IPS to restart. ou will need to
refresh your browser window or move awsy from the IPS menu, then back to it in order to see the button refresh to say "On’ once the engine hes finished reloading. Do
Mot Lise the On/Off button in conjuction with Save & Apply. Clicking the b - - - - - R il turm
the IPS on. Clicking Save & Apply aftenwards will cause the systam to red

Intrusion Prevention

Besic Settings SnortT Config SnortB Config Threshold

The On/Off button can be used to toggle the IPS

output slert_fest glert fast

# output log_topdump: tepdump.log on or off. Clicking the button will immediately Eﬂ
T — toggle the opposite state. So, if the Status is ON, 8
Wkkade refenoe.canig and the button is clicked, the IPS will switch to

inciude reference. config OFF. Turning ON the IPS may require 90 seconds

var RULE. PATH fetisnortinies to take effect and it may be refresh browser to see

var PREPROC RULE PATH fstoisnortiniles! Changed button State.
var BLACHK. LIST_PATH /etc/snortirules/

include SRULE_PATH/locsl niss
|include SRULE_PATHsnort. miles
| #include SPREPROC_RULE PATH/praprocessor rules
include SPREPROC. RULE PATH/decoder rules
include SPREPROC_RULE PATHfsensivedata rules

include threshold conf

ipwar HOME_NET amy
|ipvar EXTERMAL MET any
ipvar OMS_SERVERS SHOME_MET
ipvar SMTP_SERVERS SHOME_NET
ipvar HTTP_SERVERS SHOME_MET -

‘ | b




O Ims Hetwurks Stalus ~  Sysiem -  Services - Mebwork - Logout

Intrusion Prevention

Changes may take up to 80 seconds to take eff
Apply button. During the time the IPS engine is R .
refresh your browser window or move away from { Do
Mot Use the OnCHf button in conjuction with Saw IntrUSIon Preventlon ul
the IPS on, Clicking Save & Apply afterwards wil

The Snort7 and Snort8 Config tabs are used to configure the
intrusion prevention system. In router & gateway mode, Shield
operates with two instances of Snort running; one on each CPU core.

Basic Settings Snort?T Config Snort

output slert_fast: alert. fast

B cotpl g s T g In bridge mode, only one configuration tab is available. In router & j
e gatevygy. modes, Snort is configured to use the netfilter gllleue data

include reference.corfig acquisition module. By default, there are two queues utilized. Those

P e 1 are Queue 7 & Queue 8; hence the Snort7, Snort8 naming.

var RULE_PATH /etc/snortfrues) . . . .
var PREPROC_RULE_PATH /eteisnoindest [ Warning — Incorrect configurations in either of these files may result

SRS S SRR in the IPS not starting properly. Unless you have a need for something

include SAULE_PATHlocal rues specific, it is recommended you do not change the default settings.
inciude SRULE PATHfsnort nules
#nclude SPREPROC_RULE_PATH preprocessor. rules
inciude SPREPROC_RULE_PATHecoder.niles

mclude SPREPROC_RLWLE PATH/sensitive-data. nules

mciude threshold conf

O ITUS Networks  Swtus-  Sysem-  Servdces- MNetwork-  Logout

Intrusion Prevention

Changes may take up to B0 seconds to take effect, service may be interrupted during thet time. 7] s <

Apply button. Dunng the time the IP5 engine s restarting, the OnfOff button will display "OFF. It g IntruSlon Preventlon
refresh your browser window or move gwey from the IPS menu, then back to it in order to see thy
Mot Lise the On/DFf button in canjuction with Save & Apply. Clicking the button when it says '0n| 1 RFeshold Config

the IPS on. Clicking Save & Apply afterwards will cause the system to restart the |IPS. If the IPS IOgS are repeatedly ﬁlled Wlth the
Basic Settings SnortT Config SnortB Config Threshold Config Custom B same entry over & over, thlS tab can be used
to suppress alerts displayed. In general this
suppress gen_id 128, sig id 20 should not be necessary. Example entries are

SLIpET en id 128 sig id 12 .
LA = included to help show how to format.

i o) : Ims Hetwurks Siatus -~ Syskemn -  Services -  Mebwork - Logowt

Intrusion Prevention

SOE ooy tek o to B8

ipted during that tine. The IPS engine will restart each time you click the Save or Save &
bon will dispay "OfF. It generally takes 1-2 mimtes for the [PS to restart. Y ou will need to
to it in order to ses the button refresh to say "On’ once the engine has finished reloading. Do

IntrUSion Prevention button when it says “On’ will tumn the IPS off. Clicking the button when it says "0 will turn

lstart the IPS.
Custom Rules

This tab may be used to add custom rules to Gl || Susomihies: | Gulifhls:  TESGHR
the IPS. Rules should be formatted for Snort
2.9.7.x. Adding a lot of rules here could result | == i a0 e

in slow GUI performance. For large rulesets, it 7= 7= & wea 54
is better to include a separate file. Incorrectly
formatted rules may cause IPS to fail to load.




N twnrks Status - System -  Senvices -~  Metwork -  Logout

Intrusion Prevention

Changes may take up to 80 seconds to take effect, service may be interrupted during that time. The IPS engine will restart each time you click the Save or Save &
Apply tutton. Curing the time the IPS engine is restarting. the OnOff button will display “OFF. It generally takes 1-2 minutes for the 1PS 1o restart. ou will need to
refresh your browser wmd'.:Ml or mwema]rfrnm the |PS menu, tnen back toit in order to 5:EET|1E I:lu't'tcln refrash fo say "On nr:::ethn engine has finshad reloading. Do
Mot Use the SniDff EE— — - = E— button when it says “Off will tum
the IPS on. Clicking

Intrusion Prevention Exclude Rules

Basic Settings PS Logs
Input the SID value of the rule you would like to exclude. Each
entry should be on its own line with only the SID number listed.

E:j Ims Netwurks Status ~ System -~  Services -  Metwork -  Lopout

Intrusion Prevention

Changes may teke up to 80 seconds to take effect, service may be interrupted during that time. The I[PS engine will restart esch time you cick the Save or Save &
Apply button. During the tima the IPS eng ne is na-startlng the OO button WI" drsp{mr O | genera]r!.r takes 1-2 mlnutea far the IPS to restart. ou will need to
refresh your browser window ar n . = . = the engine has finished reinading. Do
Mot Use the On'Off button in co e button when it sey's "OFF will turn

the IPS on, Clicking Save & A . .
"7 Intrusion Prevention 1ps Logs

This tab displays alerts that have been blocked by Shield.
An entry here does not necessarily mean you are under | Tty

attack. Trojan wes detected] [Prorty: 1} {TC
rk Trojan wes detected] [Pronty: 1] {1
11/06-02:41:57. 733675 [Drop] [ prk Trojan was detected] [Prionty: 1] 7
11/05-02:41:50.030038 [Drop] hrke Trojen wes detected] [Pronity: 1] T

11/08-02:42;02. 033302 [Drop] | inistratively Prohibited [*7] [Classificat
11008-02:42:03.020100 [Drop] |"‘| 11'.:| 241 1 |=~"u:-'1 de-c,ﬂdar,u WARNING: ICMP Destination Unreschabie Communication Administratively Prohibited [**] [Classificat

11/08-02:42:04 451021 [Dropf [*°] [1:2018553:2 ET TROJAN Sofecy HTTF Request microsofi.ong [**] f""a=5'ﬁ|::Et.:ln A Metwork Trojan wes detected] [Prorty: 1] 1
11106-02: 42:04.634608 1Drool M1 T1: "‘.]19”-53”1 ET TROUAN Safecv HTTP Reouest microsofi.om "1 IClassificetion: A Metwork Troien was detected] TPromtv: 11400

Baesic Settings SnortT Cf PS5 Logs

11/08-02:38:36.500071 {Drog] |
11/05-12:38:41, 124680 [Drop] |
11/08-02: 41:57 453885 [Drog]




Web Filter

Changes may take up to 60 seconds to teke effect. VWeb scoess may be interrupts

Besic Settings WWhite List Black List Logs

Content filtering:

Ads W

Biasphamy

Dsating
Drugs B°
Gambiing &
llegal M

Malicious o0

Web Filter
Changes may take up to 50 seconds to take effect Web scoess may be imterrupted du
Basic Settings White List Bilack List Logs Biock Page
“HTRIL=
<BO0Y>

%; tent-aligncenter™
s_logo. png” width="250" height="250" abgr
ched by Shield s content fitering system. If yo

Web Filter

Basic Settings
To enable the web filter simply select
the desired category, then click save

& apply.

White List

The White List tab may be used to
explicitly permit sites normally
blocked by Shield. Example entries
are included to show how to format.

Black List

The Black List tab may be used to
explicitly block sites normally
allowed by Shield. Example entries
are included to show how to format.

Logs
Displays information about web sites
accessed through Shield.

Block Page

This is the HTML page served by the
web filter when blocking access. A
basic configuration is included; the
code may be modified if a custom

To use the web filter with Bridge or Gateway mode, you
must set Shield as your DNS server in your router’s settings.

Shield 1.0 SP1-1118
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Dynamic DNS

Crynamic DNS sfiows that your router can be reached with & freed hostng

Chverview

Below is & fist of configured DOMNS configurations and their current state
If you want to send updates for IPv4 and |Pw8 you need to define two =4
Tao change global settings click here
Configuration Hostnamef/Domain
Registered |P

: yourhost. exxampie.com
my ddﬂS_Ip‘U'lt Mo it
yourhost. example.com
No data

myddns_ipve

2] Add

Dynamic DNS

Provides access to your
network from the WAN using a
dynamic IP address. This is
generally not necessary
however some power users
may find the feature useful so
we have included it. The
following example is included
to help configure ‘basic’
DDNS on Shield.To begin,
click the ‘edit’ button on the
IPv4 configuration.

Hress.

myddns_ipeE

[# Edit || %) Delets

& Edit || %] Delete

Shield v1.0 SP1-1118
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Dynamic DNS

Crynamic DMNS aliows thet your router can be resched with & ficed hostname while having a dynamically changing 1P ad

Details for: myddns_ipv4

Caonfigurs here the details for selected Dynamic DNS service.
For detailed informstion about perameter settings look hare.

Basic Settings Advanced Settings Tirmer Settings Log File Viewer

Enghlad o
& If this service section is disabled it could not be started)
MNeither from LuC| interfsce nor from console

IP mddress version ' |Pwd-Address
IPw-Address

@ Defines which IP address '|Pv&/1PvE is send to the DOMS provider

DDOMS Sqnice provider [|Pv4] dyndns.og v

Hostname'Diornain ITUS . EXAMPLE dyndns.ong
i@ Replaces [DOMAIN] in Update-URL

Usemams | ITUS_EXAMPLE

@ Repiaces [USERNAME] in Update-URL

Pacoword | sesssesssssss ]

i} Replaces iFAEE'-.:"uEHD] in Uipdate-URL

Use HTTP Secure M
i Enabie secure communication with DDNS provider

FEth to CA-Certificate IGHORE
@ directory or pathifie

Dynamic DNS

Basic Settings

Check the box that says
‘enabed’.

Keep the default IPv4 Address

Select your DDNS provider
from the drop down menu.

Enter your Hostname or
Domain, this is often the
username dot provider.

Username is the one used with
your DDNS provider.

Password is also maintained
with DDNS provider.

(Think of it as you are ‘logging
in’ to their server to update IP.)

Enable HTTPS.

If you have difficulty
connecting, try entering
IGNORE as the CA Cert path.

Click Save & Apply

or IGNORE to rin HTTPS without werfication of server ceftficates (insecure)

#] Back to Owenvisw

Save & Apply m Reset
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Dynamic DNS

Cynamic DS allows that your router can be reached with a foeed hostname while having a dynamically changing |P address.

Civerview

Below is & fist of configured DONS configurations and their curment state.
If you want to send updates for IPw4 and |PwE you need to define two separate Configurations Le. “ryddns_spwd and “rypddns_spel
To changs global settings click here

Configuration Hostname/Diomain Enabled Last Update Process ID
Repgistered 1P Mext Update Start / Stop
myddns_ipv4 et i ! E _ !
myddns IPVE yourhost. exampie. com ! Neaver & Edit &] Delzte
o No data Dizabled 1 .
Lo Audd

Dynamic DNS
From the DDNS page, make m T

sure ‘Enabled’ is checked, then
click ‘Start’

Shield v1.0 5P1-1118
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Dynamic DNS

Crynarmic DMNS aflows that your router can be reached with a foeed hostname while having & dynamically changing IP address.

i Dynamic DNS

Below is & list of configured DOMS configurations and their curent state, You should see the process ID

If you want to send updates for |Pw4 and IPvE you need to define two separate Configurations Le. “myddns_ipvd and ‘myddns_im{  of the DDNS service. If the
To change global settings click here

system successfully

e el Enabled Last Update Process 0 authenticates, you will see the
Registered IP Mext Update Start/ Stop ‘update’ field here change to a
time stamp.
- ITUS_EXAMPLE .dyndns.ong W MNeyer I Start |#] Edit o] Dialete
myddns_ipv4 o Siicppa) _ | Bt |18 :
f yourhost example. com I Mewer L Edit =] Delete
myddns_ipve i i ) Bt || =

£ Add

Shield v1.0 5P1-1118
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Dashboard Configure

Custom Commands

Command: 13 -zlat /jeco/confial

Run & Download

Command Line

The configure tabe can be used to add compands you’d like it
executed. Click the ‘Add’ button then enter a description along |z
with the command.

rewall
twork
The Dashboard tab can be used to run the command, display c;bear
the output and download the output as a text file. stem
(13

Warning- Be careful. All commands are executed as root.  [F=3<%

3tat
tab
ttpd

4 —-TwW-IW-I-- I oot root 1563 Mov 10 00;25 geocip

4 -TW-IW-I-— 1 root oot 715 ‘Hov 7 01:57 dhcp

4 —IW-IW-I-— 1 root oot 445 Nov 5 13:40 e2guardian

4 —rw-———=——- 1 reoot rockt 158 ‘Mov 2 09:47 sguid

4 -TwW-—————- 1 root root 1803 Nov 1-13:19 privoxv

0 TUS Netw rks Status ~ System ~ Services -  Network -  Logout ADVANCED

Dashboard Configure

Command Line Interface

This page allows you to configure custom shell commands which can be easily invoked from the web interface.

Description Command Custom arguments Public access
A short textual descrption of Command line to execute Allow the user to provide Allow executing the command and
the configured command additional command line downloading its output without prior
arguments authentication
|s -alst fetc/config/ ] = %] Delste
{1 Add

Shield v1.0 SP1-1118
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WAN BLOCKDOMAIN LAN

Interfaces
Interface Overview

Network Status Actions

BLOCKDOMAIN Uptime: 3h 45m 7s
MAC-Address: 2C:26:5F:80:0B:B5

RX: 1.31 GB (1408667 Pkts.)

br-lan TX: 315.23 MB (575965 Pkts.)

IPvd: 10.10.10.10/24, 10.10.10.11/24
IPv6: FDA47:1ABT-5B77::1/60

& Connect & Stop £ Edit #] Delete

&

LAN Uptime: 3h 45m 7s = : >
MAC.Address: 2C:26:5F80.08:B5 @ Connect || @ Stop B Edt B Delcte
B (=) RX: 1.31 GB (1408667 Pkis.)
bizian TX: 315.23 MB (575965 Pkis.)
IPv4: 10.10.10.10/24, 10.10.10.11/24
IPv6: FDAT-1ABT-5B77--1/60
WAN Uptime: 3h 45m 6&s = - : =
— MAC Address: 00:00.00-00.00:00 e Coppect, || @ Stob @ Edt Bl Delete
& RX: 328.79 MB (754237 Pkts )
St TX: 1.32 GB (1376401 Pkis )

IPv4: 24 4 200.215/23

Glg

Interfaces

This tab can be used to manage the network configuration of the Shield appliance. In general, the
Shield has been preconfigured with an appropriate policy such that this should not be necessary.
For power users looking to customize their Shield’s networks configuration, this menu provides
many powerful options. Configuration will vary with mode of operation. VLANSs can be
configured here but that is outside the scope of this document.

Warning — Misconfiguring something here could lock you out of your Shield and require a
factory reset to recover. It is generally recommended that you not change any of these settings.

BLOCKDOMAIN - This is used by the web filtering system,; if this interface is changed or
disabled, the web filter may not function correctly.

In Router mode...

The LAN interface is a bridge between eth1 and eth2 with static IP of 10.10.10.10 (default) and
DHCEP server running for the 10.10.10.0/24 subnet.

The WAN interface is a DHCP client tied to ethO.

In Bridge Mode...

The LAN interface is a bridge running over eth1 with a dynamic DHCP client address. Once
Shield has received the address, it is automatically changed to the .111 IP of your local subnet.
The WAN interface consists of two unmanaged interfaces, ethO and eth2. The bridge is
established automatically in software (Snort) rather than using the network configuration menu.




VAN BLOCKDOMAIN LAN

Interfaces - LAN

Oin this page you can configure the network interfeces. ou can bridge several interfacas by ticking the "bridge interfeces” field and enter the names of seversl network

Common Configuration

Genersl Setup Advanced Settings Physical Settings Firewsll Settings

Status ae Uptime: Gh 23m 7=
br-lzn MAC-Address: 2C:26:5F:80:08:85
RX: 1.43 GB (1712088 Pkts.)
TX: T01.28 MB (851501 Pktz.)
IPwd: 10.10.10.10/24, 10.10.10.11/24
IPw6: FO4T 1ABT:58 772 1460

Interfaces -- General Setup

Protocal Static sddress v
Pl ks | 10404040 From here you can configure the interface’s IP
address and the protocol used to obtain it. For
IPv4 netmask | 255.255.255.0 v example, an interface can be set to have a Static
Address, Unmanaged, DHCP Client, or Relay
|Pwa gatewsy Brldge
[Pv4 broadcast To change between the various options, use the
= protocol drop down menu then click the ‘switch
Usz custom DNS servers ] 5
protocol’ button.
|Pwd aseignment length | B0 T

Based on the configured setting, different options

@ Assign apart of given length of every public | . . ..
will become available for customizing.
IPwE assignrment hint

Click Save & Apply to commit changes.

I Assign prefix parts using this hexadecimal su

DHCP Server
Depending on the configured mode, a DHCP
DHCP Server pending £ .
Server may be enabled by default. To disable,
General Setup Advanced Sethings |PwE Settings check the ‘Igl’lOI’C Interface” box.
Ignare interface & Disable DHCP for this intarface.

Stan 100
i Lowest leased address as offset from the network address,

Limit |250
& Mazximum number of leased addresses.
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WiAN BLOCKDOMAIN LAN

Interfaces - LAN
Oin this page you can configure the netwaork interfaces. You can bridge seversl interfaces by ticking the "bridge interfaces” field and enter the names of several network

Common Configuration

General Setup Advanced Settings Physizal Settings Firewall Settings
Interfaces - 4avancea Settings

From here you can specify if the interface

Bring up on boot ¥

R should use IPv6 and/or be brought up at
Cvarride MAC address 5F-B0-05 E power on.
Cwerride MTU

Use gatewsy metnc

o ITUS Networks  Stus-  Sysiem - Services - Metwork - Logout

WAN BLOCKDOMAIMN LAN

Interfaces - LAN
Omn this page you can configure the network interfaces. Y ou can bridge seversl interfeces by ticking the “bridge interfaces” field and enter the names of seversl network

Common Configuration

General Setup Advanced Settings Physical Settings Firewsll Settings

Interfaces - Physical Settings

Bridge interfaces (gl creates s bridge over specified interface(s)

Emstie STP | ) Enables the Spanning Tres Protocal an this brdge Use this tab to apply the logical interface
configuration to the physical interface (or

Interface | & Ethemst Adapter "ethl” {wan) .
B Eovarst Adighae: " i) §oftware interface). In general, the 3
¥ 2 Ethemet Adspter "sth2" (lar) interfaces that are used here are eth0, ethl,
ol St gt and eth2. A bridge over multiple interfaces

| 4~ Ethemet Adspter "gretapl”
2" Ethemet Adepter. "ipSgrel”
L 4" Ethemst Adapter “ipbinid®

may also be configured here (as shown).

| 4" Ethemet Adepter "loopl®

ol

* Ethemet Adspter Soop1®
" Ethemet Adepter: "oopZ®
* Ethemet Adapter "loop3®

Ethemet Adapter "npdl”

e

Cl

* Ethemet Adspter "npil”

* Ethamet Adepter “np2”

T

Ethemet Adapter “np3”
Ethemet Adapter "tunil

®

o~ Custom Interface:
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VAN BLOCKDOMAIN LAN

Interfaces - LAN

Oin this page you can configure the network interfeces. You can bridge seversl interfaces by ticking the “bridge interfeces” fisld and enter the names of several network

Common Configuration

General Setup Advanced Settings Physizal Settings Firewall Settings
Create | Assign firewall-zane & I £ lan: &7 &

unzpecified -or- creafe

i) Choosa the firewali zone you want to ‘assign to this interface. Select unspecified to remove the interface from the associsted
zone or fill out the creare fisld to define & new zone and attech the interface to .

Interfaces — Firewau Settings

From firewall zones can be tied to the interface. The
interface will inherit the specified zone’s policy.
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DHCP and DNS

Server Settings DHCP and DNS

Ganersl Settings Resoly and Hosts Files Advanced Settings

General Settings
These settings are generally not
needed but may be useful to

Domain required  # @ Don't forward DNS-Requests without DMS-Name

Authoritgtve @) This i the onfy DHCP i the loeal natwark power users. The current DHCP
lease table is displayed at the
Loca! server fani
@ Locai doman specification. Mames matching this domain sre never bottom Of the page. I

bt viokoniny::. |4ee Resoly & Host Files
i Lozal domein suffie appended to DHCP names and hosts file entrie
Custom hostfiles can be

Log queries ¥ i Write recered DMNS requests 1o syslog uploaded to Shleld al’ld added

2 from this tab.
OMS forwardings : =

Advanced Settings

These settings are generally not
Allow lpcslhost B0 @) Aliow upstream responses inthe 127,0.0.0/8 range, =.g. for RB needed but may be useful to

Retind protection B @ Discard upstream RFC1818 responses

Dromain whitslist ; e SOme power users.

& List of domeins to sflow RFC 1018 responses for

Active DHCF Leases

Hostname IPwd-Address MAC-Address Leasetime remaining
android-2d3TF4507 2250 1f 13 10:10.251 AB:a2:bh:Be: 3300 10n 43m 3=
Amanys-iPhone 10.10.10.125 B 334 267785 11h 5m BBs
android-fdbf2s33166c00ca 10.10.10.178 34:foefiod: 3d:dE 10n 33m 2=
androéd-a2f4alb2bafc3bal 101013228 1o BT 2e:07:83:3e Bh 15mi 325

X boeeOne 10,10.10:138 50 1a:ch T 5B 17 Th im 4s
02AAMAC411308XT 10.10.10.253 18:b4:30:0bcbd:de Gh 51m &=

Ayoub 10.10.13.137 Be:70:Ba:84:Ba:18 11h Bm 33=
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Hostnames

Host entries

Hostname IP address

£3) Aid

Hostnames e

Shield will attempt to
automatically retrieve the
hostname for devices on the
networks. This page can be used
to add specific entries for each

Shield v1.0 5F1-1118

device on the network.

O ITUS Networks  S=wus-  Sysem-  Serdces-  Metwork - Logout

Routes
Routes specify over which interfece and gatewsy a certsin host or network can be resched.

Static IPv4 Routes

Interface Target 1P wd-Netmask 1P wd-Gateway Metric MTU
Host-IP or Network if target is & netwark
wan v =] Delzts
i) Add
Static IPv6 Routes Static ROllteS
Interface Target Metric MTU

Ipessd==q From here you can specify static
routes used by Shield. In general
these settings are only needed for

Thiz zection confainz no valss et

—r .
H advanced operation.

T S S
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Network Utilities

itusnetwonks. com nusnetworcs. com

IPvé ¥ i [l Ping & Traceroute

Install iputits-trecercuted for |IPwE trecerouts

PING itu=snecwozks=_com (L0428 20 25): 5& data byoes
€4 byoes from 104.Z8 25 205: =eg=0 t=I=5% time=5 B0E m=
64 bybes from 108 2B .25 28: =eo=]l £elT0% cime=10.606 m=
Ed bype= from 104.28. 20 20 =eq=C £el=08 time—1f 43 m=
&% bytes- from o tEl=54 time=11.700 m=
64 bytes from tEl=54 rime=10 4R F m=
——— ifu=metworks.com ping statiztics ——-

lo==

S packet= tran=mitted, S packets received, [t packec

rotmd-trip mindavgimax = CoLDE/ 1S ZES/1E_43E ma

Lo

fusnetworikcs. com

& Nsiookup

Diagnostics

This page can be used to test
connectivity and network
operation.
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Genarsl Settings Paort Forwards Traffic Rules P2P-Block Custom Fules

Firewall - Zone Settings

The firewsll crestes zones over your network interfaces to control network: treffic flow.
General Settings

Ensble 5YN-flood protection  #0

Crop invalid packets

Input accept v
Crutput BoCent b
Forward drop v
Zones
Zone == Forwardings Input Orutpurt Forward Masquerading M55 clamping

fanc lan: 2 B lﬁ;__h aocent ¥ socept ¥ pooent ¥ [ & Edt || x] Delete
mwan:il - drop r socept ¥ drop L = IFl |# Edit || ] Delete

o] Add

et oy | 3o | e

Firewall -- Generar Settings

Shield +1.0 5P1-1118
This page can be used to configure high
level policies between the various
firewall zones. By default, Shield has
been configured with a policy that is
acceptable for most small networks.




General Setlings Parl Fonwards

Traffic Rules P2P-Block Custom Rules

Firewall - Port Forwards

Port forwarding afiows remote computers

Port Forwards

on the Intermet to connect to-a specific computer or service within the private LAM.

Name Match Forward to Enable Sort
ltusfitter IFud-TCP [P 104012 14, port 88 in any zone W 5 » _ﬂ Edit
From anyhostin fan -
Vg 1P 10.10.10.77 at port 80
all-dns- IPw4-TCP, UDP IP 1040, 10,10, port 53 in any zane W 5 5 #) Edt
to-itus From any hostin lan -
iz IP range 1090 10.024 atport 53
ShingBox  IPw4-TCP, UDP [P 10,10, 70 254, port 5001 in [an W % 5 #] Edt
From any hostin wan =
\fia any router IF atport 5007
Mew port forward:
Iams Protocol Extemsl Extemal port Interns Intemal [P sddress Intermns! port
zone zons
TCP+UDP T we T lar ¥ L J

Shield w1.0 5P1-1118

Firewall -- Port Forwards

From here you can configure port forwarding for your
Shield. Enter a name for the rule, selecting the protocol,
entering the port, external zone, internal zone, internal
ip address, and internal port number. Port forwarding is
useful for enabling services which may need access
from the WAN or to redirect traffic from specific ports.

By default there are entries listed here for the Shield’s
web filtering system. Do not modify these or it may
impact the web filters functionality. Additionally be
cautious in using port forwarding as this may result in
opening a hole in the firewall from the WAN.

s | os |

L3 Delete

] Delete

p| Delets

fal Add
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Zensral Settings Port Forwards Traffic Fules FZP-Block Custom Rules

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.

Traffic Rules
MName Maich Action Enable Sort
Allow- IFu4-LIDF Accept inpuf =3 & & #) Edit & Delete
DHCP-  From any hostin wan : -
Rensw  ToanyrouteriP atport 63 on fus devce
L3
Open ports on rowter: Flrewall - Trafﬁc Rules
Mams Protocol Extemnal port L.
This is one of the most powerful
TCP+UDP" ¥ ") 4gd| screens in the firewall configuration
menus. From here you can enable /
disable existing rules, change the order
New forward rule: in which rules take effect. Open ports
Mame Source zone Deestination zone on the firewall, add forwarding rules,

and define source NAT rules.
lan ¥ warn ¥ =] Add and edit. ..

*Warning* Rules entered manually via
the CLI using iptables will not appear

Source NAT in the menu on this page but will be

Source NAT is & specific form of masquerading which aliows fine grained control aver the source [F use| 15ed by Shield.
addresses to intemnal subnets.

Mame  Match

Thiz zection containg no values yet

New source MAT:

Mama Source zone Dizctingtion zons Tospurce |P Tao source port

lan T WEN ¥ —Plegsech ¥ =] Add and edit...
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Feneral Sattings Fart Forwards Traffic Rules P2P-Biock

P2P-Block

Custom Rules

P2P-Block i= & greylisting mechanism to bBlock various peer-to-peer protocols for non-whitelisted cliemis,

Settings

Enabie P2P-Block

Paortrange

Biock Time

Whitelisted IPs

Leyar7-Protocols

|P-PZP

102485535

i@ s=conds

AN Chat
® Bittorent
¥ =Donkey, elMue, Kedemiis
W Fasttrack Protocol
File Transfer Protocol
Grutella
Hyperiext Transfer Protocol
ldent Protocaol
Internet Ralay CThet
Jabber ¥ MPP
MSHN Messanger
Metwork Time Protocol
POP3 Protocol
SMTFP Protocol
551 Protocol

WMNC Protocol

# aDonkey, ehute, Kademiis
o KafaA, FastTrack

W Gnutells

¥ Direct Connect

® BiTomen, extended BT

'  Appleluice

o AGNAY

¥  SoulSeek

Firewall - r2p Biock

The P2P Block page adds preliminary
support for layer7 filtering. This feature
is still considered experimental at this
time. To enable the filter, simply click the
‘Enable P2P-Block’ box, select the
protocols you’d like blocked, then click
Save & Apply. Rules should
automatically be added to the firewall to
block packets matching the L7 data used
by these protocols. More protocols are
available via CLI than shown in GUIL.

Additional protocols can be found here
/etc/17-protocols/protocols

This feature can be expanded in the
future to also support detecting malware.
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Genersl Settings Fart Forwards Traffic Fules P2P-Biock Customn Rules

Firewall - IPS Redirect

Custom rules sllow you to execute srontary iptables commands which are not otherwise covered by the firewsll framework. The commands are executed after each
firewall restart, right after the defsuft ruleset has been loaded.

# This file is interpreted &s shedl script.
# Put your custom Snort iptebles rules here

iptables -| FORWARD - NFQUEUE —queue-balance 7:8 —gueus-cpu-fanout # Snorl |Pwd
iptebles -| FORWARD - NFQUELUE —queus-balance T:8 —queue-cpu-fenout # Snort [Pwl

= iptables -t nat -| PRERCUTING -p TCP —dport 443 4 REDIRECT —to-port 1337 # 55L Decryption (=openmental)

iptebles -| FORWARD -m geoip —src-cc CNLRU 4 DROP # GeolP Filter from China & Russia
iptables -| FORWARD -m geoip —dst-cc TN RU 4 DROP # GeolP Fitter to Ching & Russia

Firewall — Custom Rules

Rules entered here should be in iptables format.
Whenever the firewall is reset, these rules will

automatically be added. [ sumt |

By default there are several rules are included
here. Do not remove these as they are needed for
redirecting traffic to the IPS.

Shield v1.0 5P1-1118

From here Geographical IP blocking can also be
added via custom iptables rules. By default,
traffic going to and coming from Russia and
China are blocked by Shield.

Adding a ‘#’ to the front of any line will
comment out the rule.




Cueues

Delete
Basic Settings Queue Discipiine Link Layer Adaptation
Enable
Imerface namsa ath1 T

Diownloed speed (kbit's) 85000
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Smart Queue Management

The SQM feature can be used to configure basic quality of service for the
Shield. This feature is still considered experimental.

To enable SQM, click the ‘enable’ box, select the interface you’d like it
applied to (usually the WAN) then enter the download and upload speed.

This feature may help reduce bufferbloat.
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fq codel (default) T
simple. qos T
W
simple_pppoe.gos:

BWWHimited three-tier priontisation scheme with fq_codel on esch queus. Temporary wersion to implement shaping of pass through
PPPOE encapsulsted packets.

simplest.qos:
Simplest possible configuration: HTB rate lirniter with your qdisc attached.

simple.gos:
BW-imited three-tier prortisation scheme with fq_codel on each queue. [default)
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Smart Queue Management

Queue Discipline

The queueing discipline is the algorithm used for balancing network
traffic. In general it is safe to test different settings here until finding
one that works best. The best algorithm will depend on the
characteristics of your own network. In general, the default values
work well.




Router Mode Tips

Best way to setup router mode
1) Connect ethO to modem
2) Connect eth2 to router's wan port
3) power on all 3 devices

Use Case 1:
The user boots up or restarts the Shield with only eth2 active.

Topology:

Modem <-> Shield <-> Router/AP/Switch/Computer

Problem:

The device connected to eth2 will not get an ip address.

Solution:

Router/AP/Switch

Eth2 will not serve a DHCP address unless ethO has first been initialized. This is a
known issue which typically only occurs if Shield is powered on with nothing
connected to ethO

Windows

1) Click the Window Start button

2) Go to Control Panel

3) Click "View networks status and task"
4) Click "Change adapter settings"

5) Right click local area connection

6) Click disable

7) Right click local area connection

8) Click enable

Linux & OS X

1) Open a Terminal

2) ifconfig <iface> down
3) wait about 60 seconds
4) ifconfig <iface> up

Gateway Mode Tips

Best way to setup gateway mode
1) Connect ethO to gateway
2) power on Shield

Use Case 1:

Gateway mode is considered experimental and is generally not recommended for use

in production environments..

Topology:

Gateway Router/AP/Switch <-> Shield

Problem:

Not all traffic is not being inspected by Shield

Solution:

Due to the nature of how Gateway mode operates, it may not be 100% effective in
capturing all network traffic as an inline configuration. In general, Bridge or Router
mode should be used for production environments requiring 100% inspection.




Bridge Mode Tips

Best way to setup bridge mode
1) Connect ethO to modem
2) Connect eth1 to router's lan port
3) Wait three minutes
4) Connect eth2 to router's wan port

Use Case 1:
The user boots up or restarts the Shield with all three ports connected.

Topology:

Modem <-> Shield <-> Router/AP/Switch/Computer

Problem:

The device connected to eth2 will not get an ip address.

Solution:

Router/AP/Switch

Unplug eth2 for about 1 minute 20 seconds then reconnect cable.

When eth2 is disconnected an alert is triggered in the OS that tells Snort
to restart. While Snort is reloading eth2 will be inactive after about

1 minute 30 seconds.

Windows

1) Click the Window Start button

2) Go to Control Panel

3) Click "View networks status and task"
4) Click "Change adapter settings"

5) Right click local area connection

6) Click disable

7) Right click local area connection

8) Click enable

Linux & OS X

1) Open a Terminal

2) ifconfig <iface> down
3) wait about 60 seconds
4) ifconfig <iface> up

Use Case 2:
The user follows the instructions on the bottom of the Shield and connects eth1
to a modem/gateway, but can't access x.x.x.111.

Topology:
Modem <-> [eth1]Shield

Problem:
eth1 will stay inactive until ethO is connected.

Solution:
Connect eth0 to modem and eth1 will immediately receive an ip address. Then
wait  about 3 minutes and connect eth2.




