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Logging in 

Open web browser to 

https://10.10.10.10 

 

A security warning like this may 

appear, if it does, click ‘Advanced’ 

or ‘I understand the risks’ 

Click ‘Proceed to 10.10.10.10 (unsafe)’ 

or 

‘Add Exception  Confirm Security Exception’ 

Log in to your Shield. 

 

Username                        admin 

Default Password             itus 
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Overview 

The system overview 

page displays relevant 

system information in an 

easy to read dashboard.  

 

Scroll to the bottom of the 

page to see networks 

settings and DHCP lease 

information. 
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Firewall Status 

Displays statistical information related to 

your Shield’s firewall. Traffic and packet 

count information is logged here; this is 

particularly useful when troubleshooting. 

From this page you can reset the counters or 

reset the firewall. From this page you can 

also access your IPv6 firewall settings. IPv6 

is disabled by default. 
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Route Status 

Shows Layer 2 and Layer 3 traffic 

information used by your Shield. 

Information found here includes…  

ARP Table 

Routing Table 

IPv6 Neighbors 

Processes Status 

This provides an overview of 

everything running on the 

Shield. If one of the processes 

begins consuming large 

amounts of CPU or RAM, it 

can be seen here. From this 

page individual services can 

be terminated or killed.  
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Traffic Monitor 

Under the configuration tab, select 

the interfaces you’d like to monitor, 

then hit ‘Save & Apply’ 

The Graphs tab displays statistical 

information about bandwidth usage 

for each interface being monitored. 

To view additional reports, use the 

drop down menu and ‘Update’ 

button. 
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Real Time Graphs 
 

Traffic – Shows the throughput in and out for each interface. 

Connections – Shows the volume of UDP & TCP connections. 

CPU – Shows the cpu usage relative to each cpu core. (ie, 200%) 
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Advanced Settings 

This tab can be used to toggle between the ‘basic’ and ‘advanced’ 

graphical user interface. Set the desired mode using the drop down 

menu, then click save & apply. You may need to refresh your 

browser to see the newly enabled menu options. 

Update Log 

This tab displays information about the last 

time the system update utility was run. By 

default, the system checks for updates once 

per day between 3am and 4am local time. 

Service may be interrupted for several 

minutes during the update.  
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Manual Updating  

To manually run the system update utility, 

click the ‘Update Shield’ tab, then click the 

‘Start’ button. No further action is required, 

the utility will run in the background and may 

take several minutes to complete. Service 

may be interrupted during the update.  

Restarting Shield 
To restart your shield, click the Reboot Shield 

tab, then use the ‘Restart’ button. The Shield will 

immediately restart upon clicking the button, no 

warning is displayed 

Removing Banners  

From time to time you may notice system 

banners appearing in the web user interface. 

These can be removed by clicking this 

button. 
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Factory Reset 
To Factory Reset your Shield, click the ‘Factory Reset’ tab, then use the 

‘Start’ button. This button can be used to apply system updates which 

require a factory reset. Do not disconnect power from your Shield during a 

factory reset. The Shield should come back online in about 10 minutes with 

default settings restored. 

Warning – Clicking ‘Start’ will immediately trigger the factory reset 

process. This process is irreversible; nothing is automatically backed 

up, all settings will return to their original state.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Time Zone 

To set the local Time Zone for your 

Shield use the ‘General Settings’ 

tab. The time zone is used for 

system and services logs as well as 

running updates. Services may need 

to be restarted in order for changes 

to take effect.  After selecting the 

desired zone, click save & apply. 
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System Log 

The Logging tab can be used to 

configure the system log. This is the 

general log used by daemon programs 

running and services. An external 

syslog server can be specified as well.  

Warning – Setting the log buffer size 

too large may have a negative impact 

on the web interface’s performance.  

Language 
To change the language of the graphical 

user interface, use the Language and 

Style tab. Select the desired language, 

then click ‘Save & Apply’. Settings will 

take effect immediately but may require a 

browser refresh to render.  
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System Password 
To change the Shield’s password, 

enter the new password twice, then 

click save & apply. 

SSH Access 
Enabling SSH Access on the 

Shield is a 3 step process. Step 

one, is to click the ‘Add’ button. 

Step two is selecting interface on 

which SSH will be accessible then 

clicking ‘Save & Apply’ 

Step three is restarting the firewall 

from the startup tab. 

Scheduled Tasks 

This tab shows the crontab schedule. These 

are tasks set to run on a specified schedule. By 

default there are two entries, one for the ntp 

service, and the other for the update service.  
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System Startup  
Provides the ability to start, stop, 

restart, and enable/disable various 

services running on the Shield. 

Shield’s rc.local file can be found 

at the bottom of this page. 

Configuration Backup 

The Actions tab provides the ability to 

download a backup of the Shield’s 

current configuration. Settings can also 

be uploaded and restored from here. 

The configuration tab can be used to 

define what settings are backed up. 
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Intrusion Prevention 

The On/Off button can be used to toggle the IPS 

on or off. Clicking the button will immediately 

toggle the opposite state. So, if the Status is ON, 

and the button is clicked, the IPS will switch to 

OFF. Turning ON the IPS may require 90 seconds 

to take effect and it may be refresh browser to see 

changed button state. 
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Intrusion Prevention 
Custom Rules 

This tab may be used to add custom rules to 

the IPS. Rules should be formatted for Snort 

2.9.7.x. Adding a lot of rules here could result 

in slow GUI performance. For large rulesets, it 

is better to include a separate file. Incorrectly 

formatted rules may cause IPS to fail to load. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Intrusion Prevention 

The Snort7 and Snort8 Config tabs are used to configure the 

intrusion prevention system. In router & gateway mode, Shield 

operates with two instances of Snort running; one on each CPU core. 

In bridge mode, only one configuration tab is available. In router & 

gateway modes, Snort is configured to use the netfilter queue data 

acquisition module. By default, there are two queues utilized. Those 

are Queue 7 & Queue 8; hence the Snort7, Snort8 naming.  

 

Warning – Incorrect configurations in either of these files may result 

in the IPS not starting properly. Unless you have a need for something 

specific, it is recommended you do not change the default settings. 

Intrusion Prevention 
Threshold Config 

If the IPS logs are repeatedly filled with the 

same entry over & over, this tab can be used 

to suppress alerts displayed. In general this 

should not be necessary. Example entries are 

included to help show how to format.  
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Intrusion Prevention  IPS Logs 

This tab displays alerts that have been blocked by Shield. 

An entry here does not necessarily mean you are under 

attack. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Intrusion Prevention Exclude Rules 

Input the SID value of the rule you would like to exclude. Each 

entry should be on its own line with only the SID number listed. 
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To use the web filter with Bridge or Gateway mode, you 

must set Shield as your DNS server in your router’s settings.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Web Filter 
 Basic Settings 

To enable the web filter simply select 

the desired category, then click save 

& apply.  

White List 

The White List tab may be used to 

explicitly permit sites normally 

blocked by Shield. Example entries 

are included to show how to format. 

Black List 

The Black List tab may be used to 

explicitly block sites normally 

allowed by Shield. Example entries 

are included to show how to format. 

Logs 

Displays information about web sites 

accessed through Shield. 

Block Page 

This is the HTML page served by the 

web filter when blocking access. A 

basic configuration is included; the 

code may be modified if a custom 

message is desired. 
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Dynamic DNS  

Provides access to your 

network from the WAN using a 

dynamic IP address. This is 

generally not necessary 

however some power users 

may find the feature useful so 

we have included it. The 

following example is included 

to help configure ‘basic’ 

DDNS on Shield.To begin, 

click the ‘edit’ button on the 

IPv4 configuration. 
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Dynamic DNS  

         Basic Settings 

Check the box that says 

‘enabed’. 

Keep the default IPv4 Address 

Select your DDNS provider 

from the drop down menu. 

Enter your Hostname or 

Domain, this is often the 

username dot provider. 

Username is the one used with 

your DDNS provider. 

Password is also maintained 

with DDNS provider. 

(Think of it as you are ‘logging 

in’ to their server to update IP.) 

Enable HTTPS. 

If you have difficulty 

connecting, try entering 

IGNORE as the CA Cert path. 

Click Save & Apply 
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Dynamic DNS  

From the DDNS page, make 

sure ‘Enabled’ is checked, then 

click ‘Start’ 

Dynamic DNS  

You should see the process ID 

of the DDNS service. If the 

system successfully 

authenticates, you will see the 

‘update’ field here change to a 

time stamp. 
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Command Line 

The configure tabe can be used to add compands you’d like 

executed. Click the ‘Add’ button then enter a description along 

with the command.  

The Dashboard tab can be used to run the command, display 

the output and download the output as a text file. 

Warning- Be careful. All commands are executed as root. 
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Interfaces 

This tab can be used to manage the network configuration of the Shield appliance. In general, the 

Shield has been preconfigured with an appropriate policy such that this should not be necessary. 

For power users looking to customize their Shield’s networks configuration, this menu provides 

many powerful options. Configuration will vary with mode of operation. VLANs can be 

configured here but that is outside the scope of this document. 

Warning – Misconfiguring something here could lock you out of your Shield and require a 

factory reset to recover. It is generally recommended that you not change any of these settings. 

BLOCKDOMAIN – This is used by the web filtering system; if this interface is changed or 

disabled, the web filter may not function correctly. 

In Router mode…  

The LAN interface is a bridge between eth1 and eth2 with static IP of 10.10.10.10 (default) and 

DHCP server running for the 10.10.10.0/24 subnet. 

The WAN interface is a DHCP client tied to eth0. 

In Bridge Mode… 

The LAN interface is a bridge running over eth1 with a dynamic DHCP client address. Once 

Shield has received the address, it is automatically changed to the .111 IP of your local subnet. 

The WAN interface consists of two unmanaged interfaces, eth0 and eth2. The bridge is 

established automatically in software (Snort) rather than using the network configuration menu. 
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Interfaces -- General Setup 

From here you can configure the interface’s IP 

address and the protocol used to obtain it. For 

example, an interface can be set to have a Static 

Address, Unmanaged, DHCP Client, or Relay 

Bridge. 

To change between the various options, use the 

protocol drop down menu then click the ‘switch 

protocol’ button. 

Based on the configured setting, different options 

will become available for customizing. 

Click Save & Apply to commit changes. 

DHCP Server 

Depending on the configured mode, a DHCP 

Server may be enabled by default. To disable, 

check the ‘Ignore Interface’ box.  
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Interfaces - Advanced Settings 

From here you can specify if the interface 

should use IPv6 and/or be brought up at 

power on. 

Interfaces - Physical Settings 

Use this tab to apply the logical interface 

configuration to the physical interface (or 

software interface). In general, the 3 

interfaces that are used here are eth0, eth1, 

and eth2. A bridge over multiple interfaces 

may also be configured here (as shown). 
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Interfaces – Firewall Settings 

From firewall zones can be tied to the interface. The 

interface will inherit the specified zone’s policy. 
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DHCP and DNS 

General Settings 

These settings are generally not 

needed but may be useful to 

power users. The current DHCP 

lease table is displayed at the 

bottom of the page. 

  

Resolv & Host Files 

Custom hostfiles can be 

uploaded to Shield and added 

from this tab. 

 

Advanced Settings 

These settings are generally not 

needed but may be useful to 

some power users. 
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Hostnames 

Shield will attempt to 

automatically retrieve the 

hostname for devices on the 

networks. This page can be used 

to add specific entries for each 

device on the network. 

Static Routes 

From here you can specify static 

routes used by Shield. In general 

these settings are only needed for 

advanced operation. 
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Diagnostics 

This page can be used to test 

connectivity and network 

operation. 
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Firewall -- General Settings 

This page can be used to configure high 

level policies between the various 

firewall zones. By default, Shield has 

been configured with a policy that is 

acceptable for most small networks. 
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Firewall -- Port Forwards 

From here you can configure port forwarding for your 

Shield. Enter a name for the rule, selecting the protocol, 

entering the port, external zone, internal zone, internal 

ip address, and internal port number. Port forwarding is 

useful for enabling services which may need access 

from the WAN or to redirect traffic from specific ports.  

By default there are entries listed here for the Shield’s 

web filtering system. Do not modify these or it may 

impact the web filters functionality. Additionally be 

cautious in using port forwarding as this may result in 

opening a hole in the firewall from the WAN. 
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Firewall - Traffic Rules 

This is one of the most powerful 

screens in the firewall configuration 

menus. From here you can enable / 

disable existing rules, change the order 

in which rules take effect. Open ports 

on the firewall, add forwarding rules, 

and define source NAT rules.  

*Warning* Rules entered manually via 

the CLI using iptables will not appear 

in the menu on this page but will be 

used by Shield. 
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Firewall – P2P Block 

The P2P Block page adds preliminary 

support for layer7 filtering. This feature 

is still considered experimental at this 

time. To enable the filter, simply click the 

‘Enable P2P-Block’ box, select the 

protocols you’d like blocked, then click 

Save & Apply. Rules should 

automatically be added to the firewall to 

block packets matching the L7 data used 

by these protocols. More protocols are 

available via CLI than shown in GUI. 

Additional protocols can be found here 

/etc/l7-protocols/protocols 

This feature can be expanded in the 

future to also support detecting malware. 

 



 
33 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Firewall – Custom Rules 

Rules entered here should be in iptables format. 

Whenever the firewall is reset, these rules will 

automatically be added.  

 

By default there are several rules are included 

here. Do not remove these as they are needed for 

redirecting traffic to the IPS.  

From here Geographical IP blocking can also be 

added via custom iptables rules. By default, 

traffic going to and coming from Russia and 

China are blocked by Shield.  

Adding a ‘#’ to the front of any line will 

comment out the rule. 
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Smart Queue Management 

The SQM feature can be used to configure basic quality of service for the 

Shield. This feature is still considered experimental.  

To enable SQM, click the ‘enable’ box, select the interface you’d like it 

applied to (usually the WAN) then enter the download and upload speed. 

This feature may help reduce bufferbloat. 
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Smart Queue Management  

Queue Discipline 

The queueing discipline is the algorithm used for balancing network 

traffic. In general it is safe to test different settings here until finding 

one that works best. The best algorithm will depend on the 

characteristics of your own network. In general, the default values 

work well.  
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Router Mode Tips 
 
Best way to setup router mode 
   1) Connect eth0 to modem 
   2) Connect eth2 to router's wan port 
   3) power on all 3 devices 
 
Use Case 1: 
The user boots up or restarts the Shield with only eth2 active. 
 
Topology: 
Modem <-> Shield <-> Router/AP/Switch/Computer 
Problem:  
The device connected to eth2 will not get an ip address. 
Solution: 
Router/AP/Switch 
Eth2 will not serve a DHCP address unless eth0 has first been initialized. This is a 
known issue which typically only occurs if Shield is powered on with nothing 
connected to eth0 
 
Windows 
1) Click the Window Start button 
2) Go to Control Panel 
3) Click "View networks status and task" 
4) Click "Change adapter settings" 
5) Right click local area connection 
6) Click disable  
7) Right click local area connection 
8) Click enable 
 
Linux & OS X 
1) Open a Terminal 
2) ifconfig <iface> down 
3) wait about 60 seconds 
4) ifconfig <iface> up 
 

Gateway Mode Tips 

  

Best way to setup gateway mode 
   1) Connect eth0 to gateway 
   2) power on Shield 
 
Use Case 1: 
Gateway mode is considered experimental and is generally not recommended for use 
in production environments..  
 
Topology: 
Gateway Router/AP/Switch <-> Shield 
Problem:  
Not all traffic is not being inspected by Shield 
Solution: 
Due to the nature of how Gateway mode operates, it may not be 100% effective in 
capturing all network traffic as an inline configuration. In general, Bridge or Router 
mode should be used for production environments requiring 100% inspection.  
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Bridge Mode Tips 
 
Best way to setup bridge mode 
   1) Connect eth0 to modem 
   2) Connect eth1 to router's lan port 
   3) Wait three minutes 
   4) Connect eth2 to router's wan port 
 
Use Case 1: 
The user boots up or restarts the Shield with all three ports connected. 
 
Topology: 
Modem <-> Shield <-> Router/AP/Switch/Computer 
Problem:  
The device connected to eth2 will not get an ip address. 
Solution: 
Router/AP/Switch 
Unplug eth2 for about 1 minute 20 seconds then reconnect cable.  
When eth2 is disconnected an alert is triggered in the OS that tells Snort 
to restart. While Snort is reloading eth2 will be inactive after about 
1 minute 30 seconds. 
 
Windows 
1) Click the Window Start button 
2) Go to Control Panel 
3) Click "View networks status and task" 
4) Click "Change adapter settings" 
5) Right click local area connection 
6) Click disable  
7) Right click local area connection 
8) Click enable 
 
Linux & OS X 
1) Open a Terminal 
2) ifconfig <iface> down 
3) wait about 60 seconds 
4) ifconfig <iface> up 
 
Use Case 2: 
The user follows the instructions on the bottom of the Shield and connects eth1 
to a modem/gateway, but can't access x.x.x.111. 
 
Topology: 
Modem <-> [eth1]Shield 
 
Problem: 
eth1 will stay inactive until eth0 is connected. 
 
Solution: 
Connect eth0 to modem and eth1 will immediately receive an ip address. Then 
wait     about 3 minutes and connect eth2.  

 

 


