LINUX

:N7U9n NI>yn 110

(a]J] nmn wunnvn 2'Nn NIXROM DTV
debian ubuntu root |'N AWOXRYW NINNY ,Ma'N mv »n
Yin'7 n"y sudo ¥ DNNY
administrator->
red-hat centOs root DU wNNnwn v nNnw 2v) nitwna Y'Y NINNY ,my ‘D
(n>mmni NIXOMA - LTS NIXONA
DY 5-7

prompt root@A-GUI ~ #
® root - user

® A-GUI - hosthame
e ~-|ocation - D'¥ap Nd>YNA DIP'N

o ~-home directory

® H#-user permissions

o #root permission

o Ssimple user

NYI 0'01D ' TANYT 'K - DN DIIWD DUONNN TNR
super user do INYNUNVY - sudo-1 D'UNNWN ubuntu-a

o

//:d IX//:c2wn? ,nirmvon DI "N DA DTN TIMI e
i
(root directory) - / -2 nnnn Nxxni1 nd>ynn 73,0717 e
NIYN 12D/ AWRD YY'7 NDWNN 7D DR 1907 [N, RN TXI

@

/sys ; /bin

/dev ) /sbi




DWN DX 97007 + NWA '0'01D NIRYY -/etc/sysconfig/network/
eth0 nwn 0'VdY7 0107 -/etc/sysconfig/network-scripts/ifcfg-eth0/

NINNO'OI YNNWN DW DY “D'07 IR YAl - /etc/passwd/

/ -7 Aannn niMoso
YNNUwNn N'o0 - home e
bin - binary executable

[
(oj11'22 DNIX ZINNYT |N1) AWnnn R NI7Y7 D'ROINKRY 0'X¥177 - boot @
[

... Hardisk, RAM |12> n>yna devices-n ' - dev
O'T TIXNN DR D'a'¥n - /dev/sda  ©
HEXA -2 70'T TOXNN NX D'A'¥N - /dev/sda/xxd o

(7un% nwn '0'VD YW yaIR) voIAN W NXIIADIR XA NDON -etc o

NIXONO Yalj? - /etc/shadow/

init 'yap - /etc/inittab/

PROXY r1an%? -/etc/yum.conf/

IVIXY NTAN - /etc/sysctl.conf/

USB IX HardDisk '19'n 7w default-n Dipnn - mnt
DDTYNY NIDINN 3”72 0'R¥N] 1AW DIz - opt
wUNnnNunn ¢ n'an N'"Moo - root

temporary files-n 70 - tmp

o O O O O O O

:0pn'7 7w o 7N 3
key sensitive - nnOP NIMIX / NiMANIMNIR .1
DNIN Y¥27 DT NND 079 ‘D7 W - D'pTIN D7D .2
D'YIAP I'N' D"1'WUN [271 07172 0'¥APA NP DN - Yalp wr Tan .3

TNI'M VoL 7NV1I7 DMAT3
nmxn 1
NTIPOY? VORVI,LORLVY? NTIPD DIN-'0" .2
T MmN 70an-\ 3

(Clone) mapnn 7w ngnyn
settings — manage — clone-7 0710 .1
rm -rf /etc/udev/rules.d/70-persistent-net.rules : NX pINNY7? .2
init6 o'Wy .3

o'

0'79

echo today the * cost SO

today the 1.txt NOTEXIST cost hash

echo today the ” * cost SO “

today the * cost hash

echo today the ‘ * cost SO

today the * cost SO

echo today the \* cost \0

today the * cost S0

echo today is ‘date’

today is 10/08/2016 (nTI97 190)




INIT

0 - halt (Do NOT set initdefault to this)

1 - Single user mode

2 - Multiuser, without NFS - (The same as 3, if you do not have networking)
3 - Full multiuser mode

4 - unused

5-GUI

6 - reboot (Do NOT set initdefault to this)

TIN DIYN OX YaIpn 7Y type-n IR NNW7 TWORY TITI'112 11D RY71) YA 210 197 Nyapl - stam.txt 7un? - yaip 7w nTim
nnrron

absolute path / relative path
/- nn 27nnnn 7'nNa 0'7'nnn OxX DRI ' TN NIKIN - absolute native
‘NN DIP'MN '97 0T 0NN - relative path

input / output
standard input - 0 - standard output - 1 - standard error -2



LINUX NITIpo

nrr'n

Name

Description

echo X

qonn 7y X NX 09N

clear Ix (ctrl +1)

70NN NX NI7Y

(ctrl +c) N71Y9N NX X1V
(ctrl +d) (Pmann) n21vean nx n''on
(ctrl +1) (vojrun N''NNYT Yy1axN7 1Y) NNOP? NIZITA NIMIR 1907 D' DX
(ctrl + u) (vojrun N''NNY YyaxN7 1Y) NI7ITA7 DRV NIFNIR 1907 D'YIN DX
(n'7un7 yn) NTPNY NITIRON W NNI0oN
history DTN NITIRON 7w NnivA
(ctrl + a) MY N'Nn
(ctrl+e) MY qi0
(ctrl +d) NTIY ql0
tab 'ynwn TN 12'N NTIE9N N7'NNY Yaann NTIRo 0N
[2 197 NIYL I'WY X7 XTI N"Y N1 wnnwn? Y'min P71
(tab + tab) 11NYIY NN N7'NNA NI7'NNN WK NITIRD 7¢ NINYSIND 70 X A'¥n
man X X N'¥190 7W NIPNWORN NN 1'aon
less YT NiNo ax'n
; NNIY NNIN2 NO0N NTIRS DIYAYT [N |27 NTIZS 00N - NN IND
A&&B Do B only if A succeed
X? (x-n INXR NNX IN) xi 7227 on'nn
x* (x-n MNX D"WOKRN 0'9XN D) xi 707 ont'nn
cal 177 ar¥n
history NNNNX NITIR9 1000 NX a¥'n
history -c history-n NX pnin

echo ‘seq 1.. 5’

foriin12345;doechoSi;done

(ctrl alt £2)

vTN 72'M10 NINSY

(ctrl alt f1)

DTN 72'M107 NTNY




'nd1N shell-n nn nxn

echo SO
sleep X niMw X TIva sleep 2¥n7 awnnn NX 1'1avn?
IX MT?PNY NDNNR DX DNITIRON NN RN
top CPU, USER, COMMAND, TIME 7y 0'019 nXn
> <NITY2 [12'0N RYWII DX D'9'7NN
free NdIYNI ¥ N1IAT '129 [INDT Nnd
df -h 70" TN 71¥"1 X A'¥N
Isblk 0" TN 7TIA DX 2'¥N
vmstart AwNN1 [NdTA WIN'Y
updatedb database 1x¥'"n
ifconfig NI'N2aNNNN 72 IR NRN

ifconfig X up/down

X NwN 0'01D NX XYY IXK 7'wonY

V]| Lx}
Name Description
pwd I'WUDY X¥N1 "IN NO'X - (print working directory)
Is 'NDIIN DI7'MA N'MID0N 7W DINN NX A'¥N
Is X X DI'N2 N*90N 7 DINN NIX A'¥N
Is-a D'INO1 D'¥I A'¥N
.stam yaipn ow 197 N7 Y : LINUX-2 2noa yanp
Is -1 (I) ,O'7NIY NND ,NIXKWAN - [1I2 NN'WIN 7D 112V 0019 NI RN - longlist - N1 NdINK Nn'wn
Yaliz 22 ¥ 'nn L yaip 'm oy
Is -lanan% oann
S- i i - humain readable 1%
Is -lh NXMP N YA X' - h dable n*n h ywxd>
s/- 'OV NN QY W'Y YaI7 72 Naxi
Is/-R N'2'0NIZY NIX2 AWNN] Al 75 Naxn

cd X (change directory)

X777

V21D 12 D'RXNIY N''ID0 NKX A'XN

cd.

cd.. 2Vun TNNX NNY NRXNIY N'M190 NIX A'¥N

cd - DTIP 12 12"NY N'"ID0 NX A'¥N
cd~=cd (/) nman nmoo7 nNIN N

cd-A

DUNTIA DT DY D'¥APN ™72 0YaPn 7D DR arYn




npm

Name Description
mkdir X Xnup'mxm
rmdir X NP RN IR X NP pnm
tree NI'Z'NN DR N0 NIXA AN
touch X N2V [AT DX NIYN 0" DX - D" X7 OX X Y2l X'

touch X{1..9}.txt

DNDMY AT NN NIWN D" DX - DM K7 DX ,X9 Ty X1 '¥ap 1¥'n

rm D'¥1y7 PNIn
rm -rf ( f-force a0 - r) 20 7nim
wnnwn ni7iye
Name Description
su X X ¥nnwnd 1annn - (su - switch user)
exit 'NJ1N user-nn PNINN
useradd X X Dwa wnnwn q'oin
userdel X X Dwa wnnwn 7nin
passwd X Y Y-2 X ynnwn ¢ xnw'wn NX n1wn
whoami 'NJ1IIN YNNYNN DY NIX 0'9TN
id 'N2IN YNNYNN 7Y 0'019 0'9TN
echo X | wall D'INK D'UNNWUNY7 X NX 0'9TN
groupadd X X Owa nwTN NXIAp 9'om
groupdel X X Owa nxnyp pnin

gpasswd -A X B

B nx1aj7 7w 701 nirn'? 1910 X wnnwn

gpasswd -a X B

B nN¥IAp au¥n X wnnwn

usermod -d /home/Y -m
X

Y-7 X-n ynnunn oW NX 9*7nn




D'¥ayp?

Name Description
less [2IN NIND A'¥N
X > 1.txt D7 Y2l n T2 00T - 1 yalp'? X NX n1on
cat X X yalp ¥ pIMN DX XN
tac X 7190 1 T02 X Yal? 7Y DINN DX AXN
X>> 1.txt append - 1 yaI?7? X NX 9x¥n
X 2> 1.txt 1 yai?7 X 7w (error) NIX'AWN NN 119N
| tail NNNNX NIXKXINND 10 DX A'¥n
Use keypad to scroll up and down
Enter for the next line
Space for next page
(to search (for example “/net” search for net ”/“
NINNKX NIRXIND X DX A'Xn
| tail -n X
| head NNIYRY NIRYINN 10 NN A'¥N
| nl NIRXIN 190NN
| md5sum ATNWY 0T 'R - N19¥N
ATNWY 215' X7 121¥'N DA 71107217 1TINY (salt) 190n n'9'om LINUX-2
mv XY move X into Y
cp X1..XnY Y qIn7 X '¥ap 75 nX 7'myn
| grep X X NI7700 NiM'wan DX 1 an

| grep X --color=auto

X Ni7700 nin'wan NX 77 DITR YAX] a'xn

find /

-name “*.txt”; -size +1GB
-iname - 2'0'010 "7-NN D7YNN
-name X -type Y - n'71yo AND




n"»'™7nn

Name

Description

ping localhost

mxyY? ping - NINIYE NPT

(ctrl z)

(Va2 xva) oond oon”?

command & >> file.txt

work in the background, put output in file.txt
daemon - is a computer program that runs as a background process, rather than being
under the direct control of an interactive user.

jobs D'2'70N NN
bg 1 mIxyY 1 7'700 DR Y2 'wnn?
fg 1l MIXYY 1 7"70N DX VINS9] 'wNnn?
kill %1 1 oono oNn?
kill -9 X ANI* N'0NAN NN X 170N DX AN
pgrep X X 7w processID-n NX RN
pstree (Yv) na'onizn nNixa processIiD-n N RN
yum - nIMIn
Name Description
[1DT'V rm -rf /disc/
mkdir /disc
mount /dev/sr0 /disc - nn XNjp7-1SO
NTIN rpm -ivh /disc/Packages/ ...
ftp server rpm -ivh /disc/Packages/vsftpd
don’t forget “service vsftpd restart” after
ftp client rpm -ivh /disc/Packages/ftp
ftp <ip of ftp server>; anonymous enter
yum whoprovides X X T1I07 "1 'OTY7 11X NN kN
yum install X X TInY
yum update -y ['DTVY
yum groupinstall desktop -y GUI q'o1n?
yum list shows to optional updates
yum grouplist shows group of updates




NIRVIN
(directory) n*190 IX (file) yal IX :071772 NIKWAN

read write exec
file cat >, vi, vim, cat n¥IN7 NN
directory Is mkdir, rmdir, touch, mv, cp NX 0100
Name Description
chmod e chmod u - user - cgk veuc.
e chmod g - group
e chmod o - other (rest of the world)
o chmod X + nkwN q'oInY
o chmod X - nxwIN PINNY
o chmod X = wThn NnkYIN INTANY
m  chmod XY r- nRMp7 kWD TWRY
m chmod XY w - N2'nd7 nRwIN WX
m chmod XY e-nx¥1n'7 nNwIn TURY
chmod 755 e chmod 755 - user 7 (r+w+e) -group 5 (r+e) - other 5 (r+e)
stat X X yal 7w nIXwan 7 0'019 [N
chown X B B yaip 7w 7pa nirn'? 1910 X wnnwn
Il NINYIN NXN
umask -S =U=rwx,g=rx,0 - NINYIN NNIN
archives
ZIP ¥aiy UNzIP
gzip X X.gz gunzip X
bzip2 X X.bz2 unbzip X
zip -r X.zip X X.zip unzip X

tar (target archive)

® tar-c-create

e tar-v-verbose - provides additional details as to what the computer is doing and what drivers and software it
is loading during startup.
tar -t - list
tar -z - Compress the archive with gzip.
tar -f - Allows to specify the filename of the archive.

Mwn?



tar -czvf X.tar.gz Y

X.tar.gz DwAa Y np'nin W zip yalp D

D'xap noMy
Name Description
vi VoL NIV
vim (11y2x) 191wn VoLV NIV
D'axn 2 i - insert mode

esc - command mode

command mode

dw (delete word) n7'n PN
dl (delete line) MY 7NN
d2l nNIY 2 Pnin
u (undo) 119% TNX 27w ITNY
cw (cut word) n'7'n INnY
cl (cut line) MY INNY
p (paste) TNy
y (copy) 'nyn?
:q NKRXY?
:q! 2NYY? 71 NRYY

:wq (write & quit)

NIy NRYY




nvn 0'vd

Name Description
DEVICE="eth0” TIYIN 0'01) DY NN NNKN
HWADDR ('nain x%7) HEXA-2 MAC naind
BOOTPROTO="dhcp” DHCP-n 7T IP-n naInd NX 07370
BOOTPROTO="none” [P-N N2IND NX 12'XYa D' TAN
IPADDR nwTN IP naImd
PREFIX nNITPN DX Ax'NN (8,16,32)
GATEWAY (namn nn) YoIkN Y naimd
ONBOOT (yes/no) - 71y awnnnw) Nw 0'010N DX 7'7TN7 DN
NM_CONTROLLED (yes/no) - ITn nwN 0'0D7 NWI W NwN 70107 DRN
TYPE (ETHERNET 7wn%) a10 NT'X

102 NDWYT X7
1- service network restart

2-init6
service iptables start/stop iptables -linux firework
service httpd start/stop WEB naw nI'n7 191N
service iptables status avna ['Nan?
NETWORK - ip addresses are administered by IANA
Name Description
add static route /etc/sysconfig/network-scripts/route-eth*
arp—a show all arp protocols
arp -d delete arp protocols list
echo 1> /proc/sys/net/ipva/ip_forward responsible for router ipforwarding (1 on/ 0 off)
etc/sysctl.conf responsible for permanent router ipforwarding (1 on/ 0
off
chkconfig shows services status on init(off/on)
chkconfig SX off / on to turn off or on a X-service on reboot

example httpd : chkconfig - -level 5 httpd on (turn on httpd on init 5) --- chkconfig iptables on




ifconfig

NI'NANNNN 72 X RN

ifconfig X up/down

X w1 0'01D DX XYY IR 7'yonY

nslookup www.X.com

DNS 'tva URL X-n 7w IP-n X 'TNN

route add <network ip (remove mask!!) > mask
<mask ex: 8 — 255.0.0.0> <ip of the computer we
want to connect to>

X n¥p nannY% 111 21ma q'oinY

traceroute X.com

Traceroute utility uses the TTL field in the IP header to
achieve its operation. For users who are new to TTL field,
this field describes how much hops a particular packet will
take while traveling on network.

tcpdump

a most powerful and widely used command-line packets
sniffer or package analyzer tool which is used to capture or
filter TCP/IP packets that received or transferred over a
network on a specific interface




