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Abstract

The blockchain is a new groundbreaking open-source technology (Nakamoto 2008) which was
initially released as the underlying technology for the world’s first decentralized global digital
currency, Bitcoin. The blockchain is an immutable and transparent distributed database, a ledger
which has global consensus by all participants. This means that the things written in the ledger

can’t be edited and cheated, thus trusted if the writer is trusted.

The supply chains for commercial markets are opaque and complex, they can span over hundreds
of production stages and several geographical locations so that the provenance and history of a
product is usually unknown to upstream actors. Lack of transparency and trust in the supply
chain lead to lack of information about the provenance and working conditions behind the

product. There has been shown that some actors behave illegally and unethically.

This thesis’ research purpose is to investigate the nature of trust in supply chains and if
blockchain technologies can increase trust in supply chains. A theoretical framework involving

trust and transparency in supply chains, blockchain and record keeping has been established.

Blockchain has its strengths and limitations: high integrity but unstable information reliability.
How data is recorded on the blockchain is considered critical and require a trusted third party
recording transactions to guarantee information reliability. The authors believes that if the

problem of information reliability is solved, trust in blockchain implementations will increase.

The actors in the supply chain need an incentive and clear profit in order to have any motivation
to implement the blockchain technology. A strong incentive and a method and specific steps for

implementation still remains to be researched.
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1. Introduction

1.1 Blockchain

Blockchain was introduced to the world in 2008 in a whitepaper describing a new kind of
electronic currency: Bitcoin. Later, several other use cases for blockchains has emerged. A
blockchain efficiently records transactions between parties on a distributed ledger. The data
recorded on a blockchain is immutable and instantly verifiable. A blockchain can also be

programmed to automatically trigger transactions using smart contract technology.

Blockchain is a groundbreaking technology possibly representing a paradigm shift in how
counterparties trust each other and how value is transferred globally. Although investments in the
blockchain space has increased from 1 million dollars in 2012 to 475 million dollars in 2015
(KPMG & CB Insights, 2016) most blockchain solutions are at the Proof of concept, alfa or beta
stage of development. This puts blockchain technologies in the early stages of the technology

adoption life cycle (Moore 1991).

One major reason to why blockchain technology is so useful is because it solved the
double-spending problem. If Alice emails a file to you, Alice will still have a copy of the file
after she sent it. Unlike a file, value such as an apartment or a cryptocurrency such as bitcoin
should only exist one copy of at the all times. If this is not the case, the apartment can be sold
twice and the money can be spent twice, thus the term double spending. On a blockchain the
double spending problem is solved by publicly announcing the transaction to all miners (see 3.5
Blockchain) in the blockchain such that all miners verify all transactions. The miners reach
consensus on the current state of the blockchain, like for example who owns what house and how

much bitcoin each address owns.

The underlying TCP/IP protocol in the internet has enabled anyone in the world with a

computer/smartphone and a connection to the internet to freely share information with each



other. In the internet of information, information flows freely and anyone can share (upload) or
consume (download, copy) any digital content such as text or images. This is referred to as “the
internet of information” where information is instantly accessible to all users once it is published.
In a blockchain based system, transactions occur almost instantaneously and are settled

instantaneously on the blockchain.

Transferring value between banks and countries takes several business days (Commonwealth
Bank 2016) and in the shipping industry, settlement of a contract between two firms in the
supply chain happens every 30. days. (Kavussanos & Visvikis 2006). With blockchain these
settlement times can be significantly reduced. Economic value is unlocked by lowering both the
time and cost of transferring value. Referred to as “the internet of value” where any business,

organization or person can instantaneously transfer value directly to each other.

A limitation with blockchain technology is trust in the process of transaction records. Blockchain
technology in itself does not address the reliability of its records. Reliability (in recording) is not

a core part of blockchain technology.

1.2 The problem with supply chains today

A supply chain contains all of the links that are involved when manufacturing and distributing
goods. In today’s world, a supply chain can potentially involve hundreds of stages and dozens of
geographical locations. Like for example the supply chain of Apple Computing whose suppliers
employ over 1.6 million people in 20 countries (Apple 2016). This makes it very difficult to
track events happening in a supply chain and investigate incidents. Because there are information
losses and barriers in every step of the supply chain, the further away in the chain an incident is

the harder it is to obtain any information on it (Cecere 2014).

Buyers and sellers have to have a reliable system for verifying and validating the true value of a
product or service purchased. The endemic lack of transparency in supply chains effectively

means that what we pay for a service or a product is often a wrong reflection of what the true



cost of production is. There is for example no standard way to track the environmental damage
that follows the manufacturing of goods for supply chains that are not fully integrated, which is

the vast majority of goods.

When an actor in the supply chain conducts illicit activities, investigation becomes very hard and
often no one is held accountable. This includes activities such as slavery, inhumane work
conditions, counterfeiting and revenues being wired to fund criminal activity or war. An example
is the Coltan Ore (Sutherland 2011), which is used in mobile phones and consumer electronics.

It’s mining has reportedly committed human rights abuses for several years in a row.

1.3 Research questions

The importance of trust in supply chains relationships and blockchain technologies nature to
provide trust and smart contract capabilities has led to three research questions that the project

thesis will seek to answer:

RQ1: What is the nature of trust in supply chains?
RQ2: Can blockchain tracking and information transparency increase trust in supply chains?

RQ3: Can blockchain automated smart contracts increase trust in supply chains?

To find answers to the RQ’s, a literature review of existing research and papers on supply chain,

trust and blockchain technology will be performed.



2. Methodology

This chapter presents the purpose behind the literature review within the field of research, the
specific method and steps behind the literature search and data acquisition and finally a reflection

and critique of the methodology.

2.1 Purpose of Literature Review

The purpose of the literature review was first and foremost to look deeper into the literature of
the supply chain and trust in order to answer the research questions. It helped the researchers
understand the nature of trust in supply chains and developed a frame of reference for the
discussion in this paper. Because blockchain is still in it’s young days (released in 2008),
emerging from the open web and not in an academic environment, there has yet not been

established academic literature spanning the whole field. The authors has gained an overview of

the existing research within the field of supply chain and trust, including what is missing. As Yin
(2014) argues, the literature review’s purpose is to develop sharper questions and more insights

within the area of investigation.

2.2 Data Acquisition

The authors started the project thesis with a broader perspective on blockchain and how it would
be commercialized. The authors mapped out the themes of blockchain related conferences from
around the world to get an overview of the space [Appendix A]. To keep up to date with the
latest advancements in the industry the authors subscribed and followed several online weekly
newsletters [Appendix B]. Supply chain was identified as one of the main potential benefactors
of blockchain technology, thus the thesis was narrowed down to blockchain and supply chain.
After narrowing down the scope, the authors started looking deeper into potential use cases for
blockchain in the supply chain and started acquiring relevant academic sources. The search for
academic literature started by searching for supply chain. The search supply chain definition on

Google Scholar led to several definitions of supply chain from the first page. A definition of trust



was found by searching for trust definition on Google Scholar. Transparency articles were found

using the keywords transparency, information sharing and supply chain on Google Scholar.

A search using the keywords #rust and supply chain lead to the article “Understanding trust in
supply chain relationships” (B.S. Sahay 2003) which is an comprehensive article covering supply
chain relationships and trust. This article was used to review article citations to discover new
sources and the authors systematically looked into the citations of the cited sources. This method
is referred to as snowballing (Streeton et al 2004). This method provided access to other relevant

and useful articles.

2.3 Reflection and Critique

The authors recognizes that the data acquisition should have been recorded more thoroughly. The
inconsistency in recordkeeping of sources has resulted in incomplete records in subchapter 2.2

Data Acquisition.

2.3.1 Snowballing

The authors have favored the method of snowball sampling instead of a fully structured search
limited to one academic database. Snowballing has it’s limits, as it is a less structured method
and relies more on other authors and the directions they point you within the literature, which
may result in less credible sources being selected. The exact number of articles and papers are
also not determined by the researchers themselves. Second, replicating snowball sampling
naturally results in less structure and an exponential growth in numbers of papers, where the
authors are forced to choose which papers to cut off, which emphasizes the importance of clear
cutoff criteria, such as a certain number of citations. The authors may have missed important
articles due to the chosen method. The search strings and phrases matter less when snowballing,

but is still important.



On the other hand, given the difficulty in finding relevant and good search terms, snowballing
has an advantage in collecting relevant sources and expand the scope of the literature review

compared to structured search.
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3. Literature review

In this section the authors give an overview of supply chain literature and traditional supply
chain relationships. Trust and transparency in supply chain relationships will be reviewed in

depth. Lastly blockchain technology literature including smart contracts will be reviewed.

3.1 Supply chain

La Londe and Masters has proposed that a supply chain is a collection of businesses passing
material forward. They argue that normally there are several independent companies that are
involved in the manufacturing of a product and eventually reselling it to the end user of a supply
chain. Their definition says that all these companies including firms producing raw material and
components, product assemblers wholesalers, retailers and transportation firms are members of a
supply chain (La Londe & Masters, 1994). Lambert, Stock and Ellram similar definition of a
supply chain states that the supply chain is the alignment of firms that bring products or services
to market. Both of these concepts of supply chain include the final customer as a part of the

supply chain (Lambert et al. 1998)

Another supply chain definition notes that a supply chain is the network of organizations
involved in upstream and downstream linkages where they perform activities and processes that
produce value. This value produced in the form of products and services and are ultimately
delivered to the end customer (Christopher, 1992). Thus a supply chain contains several firms,

both upstream (i.e., supply) and downstream (i.e., distribution), and ultimately the end customer.

With these three definitions given, and for the purpose of this paper, a supply chain is defined as:
A group of two or more entities (individuals or organizations) whom are directly involved in the
down and upstream exchange of information, products, services and finances from a source to

the end customer.
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3.1.2 The traditional adversarial relationships

The traditional approach in supply chain relationships was more in the nature of a
confrontationist negotiation based relationship seeking competitive terms and conditions, as a
part of the effort to build economic efficiencies through cost, quality and other such
considerations. Hacker et al. (1999) says that in the past, customers relied upon their leverage to
give business or to take it away in supplier relationships, often creating a win-lose situation.
There has been a common practice to keep multiple suppliers, with a threshold for certain
efficiency to keep up the relationship. The mindset of the customer is to keep the suppliers
competing. The relationship(s) perseveres with a mindset of confrontation and not a
collaboration (Welty and Bercerra-Fernandez, 2001). In such cases, the mutuality that enhances
the value of the exchanges may be missing because of the focus on getting quality at reduced
costs rather than creating greater value in the exchange through a full exploration of what each
partner has to offer to the exchange and value creation process (Lockamy III and Smith, 2000).

As a result, an adversarial atmosphere is frequently developed.

3.1.1 The emergence of long-term relationships

A combination of rapid globalisation, internationalisation, deregulation and advanced scientific
and technical innovations are all a part of the underlying factors that has pushed the emergence
of the relationship paradigm for creating long-term relationships among customers and suppliers
in the supply chain (Zineldin & Jonsson 2000; Chandra & Kumar 2000). Because of an
increasing global competitiveness, a lot of companies focuses on their core-business and
outsources the sub-processes. A consequence of this is that companies have realized the
importance of maintaining long-term relationships between customer and supplier (B.S Sahay

2003).

3.1.2 Long-term relationships means collaborative relationships

Customers and manufacturers, distributors, retailers and a host of service organisations have

become more aware of a mutually beneficial reasons based less on power play and more on value
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exchange is necessary in order to survive. Relationships based on this new paradigm enhance
value two ways: collaboration changes the working relationships in ways which enhance the
value derived from each other. They also allow lower costs and risks, and synergies, so that the
net value delivered through this value chain is much higher than others in the industry.
Collaborative relationships require trust, commitment and a willingness to share risks in order to
achieve a beneficial long-term cooperation (Sahay and Maini, 2002). Trust is a complex concept

both in the literature and the real world, but it plays a key role in in supply chain relationships.

3.2 Trust in the supply chain

In this paper the authors define trust as: “Willingness of a party to be vulnerable to the actions of
another party based on the expectation that the other will perform a particular action important
to the trustor, irrespective of the ability to monitor or confront that other party.” (Mayer et al.

1995)

Thus, trust is extremely important in supply chains because there is always the expectation of
another party performing a particular action important to the trustor. When a party in a
transaction has been paid to provide a goods or service, the paying party expects the goods or
service provider to perform a particular action. Inter-firm trust levels has been shown to be a

central part of supply chain relationships (Kannan & Tan 2006).

The study found that inter-organizational trust exhibits a robust and rather strong relationship
with a number of different outcome variables under different conditions. This provides
quantitative evidence across a wide range of studies for the contention that inter-firm trust is

central to supply chain relationships

The awareness of trusts role in supply chains emerged in the 1990s and mid through the 1990s
the concept of trust and collaboration started to challenge transaction cost theory’s explanatory
power (Ghoshal & Moran 1996) (Chiles & McMackin 1996). It became obvious how important

trust was as a precondition for sharing information and assets, which then again was essential for
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the success of a strategic partnership. They argued that trust when gained through efficient
communication can create resources which lead to competitive advantages. In the end of the
1990s (Peters & Hogensen 1999), (Monczka et al. 1998) and (Chandra & Kumar 2001) argued
that collaboration and trust were emerging as more prevalent factors in supply chain

relationships due to their ability to lower uncertainty.

Having a long lasting and stable supply chain relationships shifts a suppliers interest more
towards final customers needs (Zineldin & Jonsson, 2000). They reduce the amount and grasp of
formal contracts (Larson, 1992) and facilitate resolution of disputes (Ring & Van de Ven, 1994).
Benefits gained from the relationship itself in the business conducted is also seen as an important
benefit of trust (Gulati, 1995; Madhok, 1995). The main factor determining a relationship’s
length is commitment. Commitment is only present where there is trust. L.e. trust is an essential

pre-condition for the long-term commitment of supply chain partners (Morgan & Hunt, 1994)

Still, every partnership dynamic changes can have an effect on the relationship if one party sees
the other as opportunistic and undynamic (Argandona, 1999). When a partner relationship with
another firm is not working well, trust is said to be the number one concern (Lewis 2000). To
keep a partner relationship stable and thus transaction costs down, partners need to square up in
misconstructed and negative perceptions and trust each other. Many studies say that these
relationships depend on relational exchange forms having high levels of trust involved (Richards,

1995; Volery & Mensik, 1998; Handfield & Nichols, 1999; Olorunniwo & Hartfield, 2001).

It is also worth mentioning that all customers does not want to purchase the highest quality
service no matter what. Some customers rather want someone whom can be trusted to provide a

certain degree of service (Olshavsky, 1985).

3.3 Trust in records

The discussion about trusted records mainly boils down to the two interlinking concepts of

reliability and authenticity (Mak 2014). Reliability in records is defined as how trustworthy a
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record is based on: The controls on its creation, the completeness and the competence of the
author (Duranti & Rogers 2012, 525). Also referred to as validity in other contexts
(Merriam-Webster 2015). Reliability is more linked to how records originate and who originated

them than how subsequently the records are maintained.

Documentary truth or juridical truth (Duranti 1990) is the trustworthiness of a record as a record
in itself. This is the authenticity of the identity of the record in relation to what it purports to be,
the identity of the record. It is also the integrity of the record, has is been tampered with or
corrupted (interPARES 2015). Authenticity is closely linked to how records are preserved over
time (Lemieux 2016).

3.3.1 Reliability

The ISO 15489 standard mandates the standards for current record management. ISO 15489
(2001) states:

“A reliable record is one whose contents can be trusted as a full and accurate representation of
the transactions, activities or facts to which they attest and can be depended upon in the course
of subsequent transactions or activities” .

ISO 15489 acknowledges that a record recorded at the time or soon after an incident or a
transaction by an individual that has direct knowledge of facts or by an instrument used to
conduct the transaction are more reliable (ISO 2001, 13). The history of the context of records
should be retained to enable reliability auditing (ISO 2001, 18). Also systems must capture and
organize the records. The records must be protected from unauthorized tampering and must serve
as the primary source of information about documented actions while providing ready access to

all metadata and records. (ISO 2001, 14).

3.3.2 Authenticity

Authenticity of a record relies upon establishing and preserving the records identity from its
creation on thereafter (Rogers 2015). Authenticity is also mandated by ISO 15489 (2001). The

system that generates a record establishes the identity of a record and classifies it by linking it to
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related records that are related to the same function. Measures like user verification, access
control, audit trails, documentation of the system, frequent upgrades and regular maintenance

assures integrity in such systems (ISO 2001).

3.4 Transparency in the supply chain

Developing broad and clear communication lines in the supply chain is important (Mohr and
Spekman, 1994; Frankel et al., 2002) to breed sharing of information and creating a shared
understanding (Stank et al., 1999; Ireland and Bruce, 2000). Instead of single points of contact
there must be developed broad interfaces between organizations. This it to overcome potential
lack of internal communication and to foster culture where an innovative mindset is supported
(Barratt and Green, 2001). Organizations also need to avoid scenarios where a relationship is

jeopardised if one person whom is the single point of contact leaves. (Frankel et al., 2002).

Although communication is important, sharing information within the scope of a supply chain
poses certain challenges:

- Confidentiality of information

- Issues with incentives

- Reliability of information technology

- Cost of information technology

- Accuracy of information

- Development of capabilities that allows firms to utilize the shared information effectively

(Lee and Oakes 1996) (Khurana et. al 2011) (Lee and Whang 2000)

Several authors has shed light on the basic need of information sharing if supply chains are to
increase their performance. (Stank et al., 1999; Lambert & Cooper, 2000; Lau & Lee, 2000).
“Information enrichment” or the instantaneous sharing of data from the marketplace with all
actors in the supply chain (Mason-Jones & Towill 1997) argues is not only desirable, but

obligatory. In a process integration scenario where reaching the “seamless” supply chain is the
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goal where all “players” act and think as one. “Information enrichment” must first be achieved

(Towill, 1997).

A barrier of interpersonal sharing of information in supply chains are concerns about information
privacy, the question of what information can be shared with third parties or not. To foster
interpersonal information exchange in the supply chain, a trusted network where individuals can

share information should be built (Razavi & Iverson, 2006).

3.5 Blockchain

A blockchain is essentially a public ledger that contains information on every transaction made
using the blockchain. A blockchain system is not based on trust but cryptographic proof. This
allows conductions of direct transactions between to consenting parties instead of trusting a

centralized institution such as a bank to handle the transaction (Nakamoto 2008).

Blockchain can be viewed as a gigantic google doc spreadsheet that represents a registry of
intangible and intangible assets like for example currency, documents or physical property. In
the essence a blockchain is a distributed ledger which cannot be changed and can be audited by
anyone. The technology can be used for monitoring and tracking assets, information sharing,

communication and executing conditioned and long-term contracts (Swan 2015).

3.5.1 Research maturity

The Blockchain protocol was invented by an anonymous person with the alias “Satoshi
Nakamoto” and released as an underlying technology for enabling a new kind of digital currency
called Bitcoin. A research paper was sent to a cryptography mailing list called "Bitcoin: A

Peer-to-Peer Electronic Cash System".

The design of Bitcoin was adopted into an open-source project. Developers from around the

world built the currency together and 3 months after Satoshi sent the email Bitcoin was released
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to the public. Everyone with an internet connection could now store value in bitcoin and use it

for transactions.

A blockchain requires computational power to process transactions in blocks of X amount of
transactions. These blocks with transactions are then chained together forming a blockchain. A
miner which can be anyone with access to a computer with processing power and internet
connection processes transactions and are usually rewarded with a cryptocurrency linked to the
value of the blockchain it is mining. For example, bitcoin is rewarded for miners spending
computational resources processing transactions on the bitcoin blockchain. A miner mines by
adding encrypted transaction records to a blockchains ledger, past transactions or “chain of
blocks containing transactions”. A miner confirms new blocks of transactions published by the
network in addition to publishing new blocks of transactions himself. This is so the blockchain

can identify legitimate blockchain valid from faulty transactions..

Blockchains is an emerging technology at its early stage. Startups are leading the charge and
academic peer-reviewed sources and general research is in scarcity and does not span the whole
field yet. There is a low number of high quality publications on the journal publication channel
level. Most of the academic research up to now has been focused mainly on narrow technical

areas within the bitcoin blockchain (Yli-Huumo et al 2016).

Much of the information in the blockchain field is released via white papers, yellow papers,
conferences, workshops. These papers emerge from blockchain organizations and interest such
as the ethereum foundation, blockchain symposiums, blockchain conferences and startups. The
papers are often not peer reviewed by academic standards, but by an online communities of

blockchain enthusiasts and experts. (Y1i-Huumo et al 2016)

3.5.2 Smart contracts

A smart contract is a piece of computer code that executes on a blockchain. It is a digitally

signed agreement that includes two or more parties. On a smart contract, the terms of the contract
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are defined by computer code as a set of instructions (Blockchain Technologies 2016). It is

characterized by being autonomous, self-sufficient and decentralized (Swan, 2015).

A smart contract has the capability to facilitate, execute and enforce the performance of
negotiation of a contract. The entire lifecycle of a smart contract is automated and can provide

valuable as a complement to or substitute to a legal contract (Walport, 2016).

Smart contracts can for example enable a fully automated self-owning vending machine. The
vending machine automatically ejects an item when a digital currency such as bitcoin is sent to
the blockchain address of the machine’s smart contract. If the vending machine runs out of items
it can use the value stored in the smart contract from sales to a refill of items from a

blockchain-enabled business that accepts digital currencies.
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4. Analysis and discussion

This chapter analyses discusses the literature review from the previous chapter, first trust and
transparency. Thereafter the authors discuss blockchain in the supply chain and how it would
apply to transactions. In the end an analysis of the technology’s limitations and strengths is

discussed.

4.1 Trust

The 2017 Edelman trust barometer discovered that trust in institutions including NGOs and
corporations has in 2016 declined to trust “lows” similar to trust levels during the financial crisis.
85% of respondents indicated that do not “trust the system”. And only 52% of the respondents

trust in businesses (Edelman 2017).

How do we regain trust? Blockchain guarantees trust in a system using mathematics, code and
decentralized verification of transaction. Blockchain can solve the issue of multiparty contention
without having to involve a human. Parties that has different sets of interests will probably relax
contention when untrusted systems and processes are replaced by blockchain implementations
because blockchains are self-administered, self-executing and administrator-free. Instead of a
system involving an authority that can control and corrupt the system. Blockchain creates a

trusted, decentralized way of managing who owns what, or “the current state of the world”.

When parties have differing sets of interest concerning who owns what, contention arises. Who
owns what money? How will this transaction be settled? These contentions are today mainly
resolved by distrusted authorities such as banks and clearinghouses. With blockchain dependence
and trust to a third-party is no longer needed as the trust is integrated into transactions. Trust is
no longer placed in individuals and central institutions, but rather distributed across the
population. Central authorities are replaced by communities of peers in the form of peer-to-peer

networks. No single entity had the capability to unilaterally taking actions on behalf of the
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community. In a democratized context like this, corporations cannot unilaterally defy the
community and break the rules of the system, thus increasing the trustability of the system itself

(Sun et al 2016).

4.2 Transparency

The authors believe blockchain technology can increase transparency in supply chains. This is
possible using it’s decentralized ledger that can track and record movement of goods through
supply chains from end to end. Tracking goods using blockchain technology enables a capability
to directly validate an item’s provenance and authenticity. Every actor within a blockchain
network has a complete and constantly updated copy of the ledger. This enables them to use the

ledger for real time monitoring of their supply chain.

A smart-contract based corporate identity solution can reduce concerns about information
privacy. A secure access-controlled environment where every person has a corporate identity that
is given permission to access specific pieces of information from actors in the chain. Then
information is regulated by a smart contract owned by the actor and no administrator or 3rd party
can access information set as private by an actor. Also actor-agnostic and role-specific identities
(i.e. CTO) can be issued with specific permission. This creates a more trusted network for
sharing information due to the lack of central authorities with access to the information in the

network and the actors control of access to the information.

A blockchain implementation can register the handling of items through the whole supply chain.
This can enable customers with the information about the provenance of suppliers product.
Information such as how it has been transported, what it is made of and if the workers
downstream in the supply chain are slaves or employees. In a blockchain enabled supply chain
buyers might require suppliers to be active on the blockchain because the buyer is running a
brand based on guaranteed slavery-free supply chains and needs to prove it to her customers.
Thus utilizing blockchain technology for tracking of a firm's internal operations could insinuate

that a supplier fulfils standards that are expected from suppliers upstream in the supply chain. In
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the future having implemented blockchain technology might also yield a competitive advantage
as consumers become more aware of the provenance of products and working conditions. If
blockchain expansion prevails customers has the option to disregard all suppliers that are not
blockchain enabled. Customers might suspect that they have something to hide considering the

provenance of the product or working conditions.

4.3. Blockchain in supply chains

“Supply chains will certainly evolve into supply blockchains in pharma, finance, public
sector, mining exploration, and retail” - Andrew Keys, head of global business development

at consensus systems.

Blockchain being a technology that ensures a trusted, secure and transparent technology has the
potential to fix some of the current problems with supply chains today. An example is an
blockchain implementation that registers all transactions of goods on a blockchain: The parties
involved, date, price, location, state and quality of the product and other information that is

relevant to management of the supply chain.

The Blockchains implementations public availability means that it will be possible to track every
step in the supply chain of every product. In a supply chain that has implemented blockchain,
everyone can potentially trace a product back to the raw materials used to produce it. With the
blockchain being decentralized, consisting of miners all over the world it is considered nearly
impossible for an attacker or “hacker” to take ownership of the blockchain and the data stored
there to manipulate it to their own advantage. Also, the immutable and cryptographically secured
nature of operations on the blockchain makes it nearly impossible to compromise or “hack” the

blockchain.

In a blockchain implementation, a blockchain based smart contract can trigger automatic value

transfers based in conditions. Imagine a GPS tracker in a ship that triggers a payment that is
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instantly settled on a blockchain once the GPS location of the ship proves that the ship has

reached the destination a buyer.

4.3.2 Transactions

Lower trust is now needed to contentiously interact with a third-party. Blockchain technology is
ideal for transaction of value in between two parties or more in a secure, open, peer-to-peer and

auditable way.

Paper-based and electronic banking systems has been created to move large amounts of value
around from owner to owner, but maintaining trust by managing and recording transactions is
inefficient using banks and double-entry accounting compared to the capabilities of blockchain
technology. When trading in the supply chain, fiat currencies traded on an non-blockchain
banking infrastructure are inefficient and value moves in terms of every month. Also in current
systems records of transactions are recorded asymmetrically resulting in information asymmetry

and record tampering.

Buying an item using cash is simple. An actor can just hand the cash over and receive the item in
return instantly in a peer-to-peer fashion. You don't have to give up any personal information to a
central institution, there is an instant settlement between buyer and seller when handing over the
cash. In blockchain implementations, value is also traded in an peer-to-peer value. In addition to
being instantly visible to all actors every actor has a record containing a full auditable history of
all the transactions of value every conducted on the blockchain implementation. Using
blockchain technology, counterparties in a transaction can cheaply and independently transact
and verify the transaction on a blockchain. The transactions settle almost instantly and are

secured by the decentralized nature of the blockchain.

Transactions in the supply chain often requires third party institutions such as banks and
clearinghouses. These are normally brokers and middlemen who are paid a fee and trusted to

manage or process a transaction. Blockchain implementations has the potential to provide
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automatic blockchain-based smart contract systems that receives a higher degree of trust than
these brokers and middlemen. The brokers and middlemen might lose their competitive
advantage of trust to a blockchain implementation that is more trusted and does the job more
efficient. Especially now in January 2017 when trust in businesses is considered to be very low

(Edelman 2017).

4.4 Limitations and strengths of blockchain systems

Blockchain technology in itself does not address the reliability of its records. Reliability (in
recording) is not a core part of blockchain technology. Often a person acting as a trusted third
party records the information on the blockchain. In the case of tracking slavery or other unethical
business practices an individual can simply enter into the blockchain system that the business is
legitimate and upstream actors can thus be fooled. A GPS tracker set to release a payment upon
arrival can be hacked to send a faulty location to a smart contract and trigger the payment of the
goods without actually delivering it. The authors thus considers assuring record liability the

major limitation of blockchain systems (Lemieux 2016).

The authors believe that maintaining the authenticity and integrity of records is the core
capability of blockchain technology. This is considered the major opportunity blockchain
technology promises to deliver. The technology’s capability of maintaining authenticity of
records depends on how secure the system is (Lemieux 2016). Blockchain is not 100% secure

from all attacks even though it is one most secure protocols ever designed (Nakamoto 2008).
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5. Conclusion

The nature of trust in supply chains, as asked in RQ1, is covered in the chapter of literature
review. It is obvious and naturally an advantage to have trust in relationships, also in the supply
chain. We also learned of the growing awareness of its importance how this has become

increasingly relevant in today’s emerging relationships.

To address information integrity and transparency issues, blockchain technology can be used to
build open, secure and trusted systems assuming that the infrastructure processing and recording
transactions is secure and properly managed. In terms of RQ2 and RQ3, the answer is yes,
blockchain tracking, information transparency and automated smart contracts can increase trust

in supply chains.

The technical challenge is that blockchain technology does not have the capability to guarantee
information reliability in the recording. Thus blockchain implementations could face several
limitations and might require a trusted third party or a very secure tracking device to maintain the
trustworthiness of records. The authors believe that if the problem of information reliability is

solved trust in blockchain implementations will increase.

Another challenge is a non-technical. The question is if it would be perceived as profitable for
the one concerned to implement blockchain technology. If you run a sweatshop in your supply
chain, what incentive would you have to open your doors for everyone? And if you are the end
customer, would you want to know your products provenance, if this spills your consciousness
and the alternative is more expensive. If you are not the end customer, your reputation could be
damaged by this information. Hence, the conclusion here is that there must be some clear
incentive for all parties to be transparent. You could argue that the transparency would increase
trust in the relationship, and as shown in the literature: Trust in relationships increase

performance, synergies and overall success. Even though, this is not immediate and clear
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profitable effects. Profit is easy to measure, while trust and relationship management is more

intangible and much harder to measure.

6. Further research

The researchers have established that there is a clear necessity for trust in the supply chain in
order to have successful and productive long-term relationships. Blockchain technology can
provide this required trust with transparent transactions in addition to a record of the product, so

that the customer know the true value of the product.

Further research would need to explore and find the incentives for the actors in the supply chain
to implement such a technology. The research would have to present clear gains and profits for
the actors themselves by having such transparency. If this can not be found, the researchers

would have to explore alternative solutions, e.g. a forced implementation from the government.

There is also a need to see how the technology would be implemented in detail to a specific
supply chain, especially the recording. This paper does not contain research questions concerning
the implementation of the blockchain technology, but has rather shown that it is wise and

possible to do it if an increase in transparency and trust is wished.
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Appendix

Appendix A: Blockchain conferences

Capital markets blockchain conference
http://digitalcurrencysumm.it/london-capital-markets-blockchain/
e How different blockchains are re-inventing financial services
® Challenges for industry wide adoption of DLTs
e Current initiatives and proof-of-concept projects

“blockchain-applied solutions could used to bridge the gap between distributed ledger
systems and the world of mainstream financial infrastructure.”

Capital Markets Blockchain 2016
Hong Kong
- Bitcoin and banks
- Current status and future of blockchains in fintech
- Fintech & blockchain hong kong
- Assets on the blockchain (Internet of value)
- Hiring tech in banks
- Integrating blockchain with banking systems
- Fintech/blockchain in emerging/mature markets
http://kyc-chain.com/

Finance 2.0/Crypto 16’
Zurich Switzerland
- How Blockchains can unleash new global value and relevance in Art and Music
- Business applications for private and open chains
- Legal implication of DAOS and smart contracts
- Cybercrime
- International settlements

Blockchain world congress
http://infocastinc.com/event/blockchain-world-congress/
New york

- How will blockchain influence global payments?

- Regulatory issues

- Who will survive in fintech after blockchain is adopted?

- Use cases beyond finTech

- Aninvestor's perspective

- Smart contracts & implications

- ldentity & security

- E-stonia

- Blockchain in (Insurance, Healthcare, Public Sector, Supply Chain, Entertainment)
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Blockchain for energy
Real estate
Future of blockchain

Devcon 2
https://ethereumfoundation.org/devcon/?page _id=14

Dapps and regulations

Ethereum

Future of Dapps

http://raiden.network/

FROM Web 3, from LAMP to Ethereum & IPDS
Blockchain in state channels

Technical talks

Ethereum security

Ethereum in different languages

How to build ethereum

IPFS

Decentralized git

Dns with ethereum

Identity on the blockchain: uPort
Ethereum in our daily lives

Decentralized collaborative web. Web 3.0

International blockchain week Shanghai

IBM + hyperledger (hyperledger = blockchain backend for banks (evil))
Blockchain without bitcoin

Microsoft keynote

Demo day

Hosted by: Wanxiang Blockchain Labs (non-profit)

The Internet of Value
Blockchain and Financial Services Innovation
https://www.eiseverywhere.com/ehome/188629/427232/

http://agriledger.com/ blockchain solutions for poor farmers

A vc that only invests in blockchain

Digital asset trading platform https://www.blockex.com/about

Regulations

Risks and opportunities of the Blockchain revolution

how are digital currencies and distributed ledgers changing the marketplace?
Capital Markets and Custody

Blockchain & Bitcoin Conference Kiev
http://bitcoinconf.com.ua/en

Bitcoin & bitcoin safety

Mining

Crypto Trading

Blockchain-based password-free authorization
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Bitcoin 2.0

Trading platforms

CHallenges for banks

Capital markets + blockchain
National crypto

Exchanged

Regulation

Crypto shares

Mining

Investing with blockchain using it as an investment tool.
The economics of interchange
E-auctions

E-democracy

Smart contracts

Land registry

POS analysis

Coin battles

Develop a server-less app
Securiy

Ripple & stellar

Blockchain 360 & loT Security Summit
https //tmt.knect365.com/iot-security/agenda/1

Blockchain + iot benefits

Blockchain uses

Solar coin

Electric Chain

Company shared over bitcoin

Singulardtv,

Consensys

Evolution media (blockchain for film/music)
Integrating bitcoin into the real world of business
Ethereum & loT

Blockchain in loT http://www.blockchainofthings.com/
Medical blockchain, patient journals

Blockchain in energy

Distributed electric grid

Solar grid

Renewable energy

Blockchain in public sector: voting & crime prevention(?)

Crypto cannabis conference
https://www.cryptocannabisconference.com/

Proof of Existence

Security

Branding business with BTC
Legal
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Distributed health
https://godistributed.com/health/
Healthcare meets blockchain
- Electronic medical records
- Pharmaceuticals
- ldentity & trust
- Bitcoin, blockchain & the law
- Blockchain and insurance (HIPAA)
- Interoperability
- Supply chain & counterfeiting
- Customers

Appendix B: Blockchain newsletters

https://godistributed.com/ledger/

http://www.the-blockchain.com/newsletter/
https://consensys.net/

https://bitcoinmagazine.com/

35


https://godistributed.com/ledger/
http://www.the-blockchain.com/newsletter/
https://consensys.net/
https://bitcoinmagazine.com/

oo

TRANSACTION Two parties exchange data;

this could represent money, contracts, deeds,

medical records, customer details, or any
other asset that can be described in digital form.

PENDING

oll

parameters, the transaction is either verified

instantly or transcribed into a secured record
and placed in a queue of pending transactions. In
this case, nodes—the computers or servers in the
network—determine if the transactions are valid
based on a set of rules the network has agreed to.

2 VERIFICATION Depending on the network's

BLOCK N BLOCK N

a 256-bit number, created using an algorithm

agreed upon by the network. A block contains
a header, a reference to the previous block's hash,
and a group of transactions. The sequence of linked
hashes creates a secure, interdependent chain.

3 STRUCTURE Each block is identified by a hash,

BLOCK N ’.I___IQO'

vaLIDATION Blocks must first be validated to
4 be added to the blockchain. The most accepted

form of validation for open-source blockchains
is proof of work—the solution to a mathematical
puzzle derived from the block's header.

BLOCK N

Yy

——3
=

the block by making incremental changes

to one variable until the solution satisfies a
network-wide target. This is called “proof of work"”
because correct answers cannot be falsified;
potential solutions must prove the appropriate
level of computing power was drained in solving.
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B THE cHAIN When a block is validated, the

5 BLOCKCHAIN MINING Miners try to "solve”

miners that solved the puzzle are rewarded and

the block is distributed through the netweork.
Each node adds the block to the majority chain,
the network’s immutable and auditable blockchain.

HE
=

to submit an altered block to the chain, the

hash function of that block, and all following
blocks, would change. The other nodes would
detect these changes and reject the block from
the majority chain, preventing corruption.

7 BUILT=IN DEFENSE If a malicious miner tries



