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Introduction



In today’s health care system, information¹ and

telecommunication technologies have been

integrated into nursing practice. Increasingly,

technologies are being used to provide care, conduct

consultations with clients² or other professionals,

and provide education or transmit information over

geographical distances.

While the forms of technologies continue to evolve,

the use of information and telecommunication

technologies does not alter the nurse’s accountability

for meeting all of the standards of the profession.

As with all other forms of practice, nurses³ in

telepractice are expected to meet all of the College

of Nurses of Ontario’s (the College) practice

standards.



■

■

■

■

■

■



faxes;

the Internet;

video and audio conferencing;

teleradiology;

computer information systems; and

telerobotics.



Nursing telepractice encompasses all types of

nursing care and services delivered across distances.

Telepractice can occur in a variety of settings such

as ambulatory care, call centres, hospital units,

clients’ homes, emergency departments, insurance

companies, visiting nursing agencies and public

health departments.

Examples of nursing telepractice include the

following:

answering questions about laboratory tests;

providing disease-specific information, education,

counselling and/or linking to resources (e.g.,

hotline services, Motherisk services, poison

control centres, or phone lines for teenagers or

mental health crisis intervention);

facilitating audio and/or video consultations

between the health care provider and client or

among health care providers;

providing immunization assessment and

counselling;

assisting travellers to obtain health care at their

destinations;

providing health information and/or answering

client questions that promote client self-care;

using video, computer and data equipment to

monitor the condition/health status of clients in

their homes;

sending camera images of a skin lesion to a

dermatologist at a distant site; and

assisting with surgery on a client at a distant site.



■



This guideline will help nurses to understand

their accountabilities when providing care using

information and telecommunication technologies.

It highlights key points of College standards and

guidelines and government legislation that apply

to telepractice. The information will help nurses

to promote and maintain the use of information

and telecommunication technologies to offer safe,

effective and ethical care in a timely manner.

This Telepractice document replaces the Telephone

Practice guideline.⁴



■



■



■



■



■



What is Nursing Telepractice?



The College defines nursing telepractice as

the delivery, management and coordination of

care and services provided via information and

telecommunication technologies.⁵ This may include

the use of:

telephones (e.g., land lines and cellphones);

personal digital assistants (PDAs);

■



■



■



■



■



1



Bolded words are defined in the Glossary, which begins on page 14.



2



In this document, the term client may be an individual, family, community or group.



3



In this document, nurse refers to a Registered Nurse (RN), Registered Practical Nurse (RPN) and Nurse Practitioner (NP).



4



Telepractice does not address electronic health records. For more information on electronic health records, refer to the College’s

Documentation, Revised 2008 practice standard.



5



American Academy of Ambulatory Care Nursing, 2004, page 20.
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Principles of Nursing Telepractice



The following principles broadly outline nurses’

accountabilities in telepractice and can be used to

guide individual practice.

Principle 1: The therapeutic nurse-client relationship

Principle 2: Providing and documenting care

Principle 3: Roles and responsibilities

Principle 4: Consent, privacy and confidentiality

Principle 5: Ethical and legal considerations

Principle 6: Competencies

Principle 1: Therapeutic nurse-client

relationships

When a nurse provides care to a client using

information and telecommunication technologies, a

therapeutic nurse-client relationship is formed.

Nurses are accountable for establishing and

maintaining the therapeutic nurse-client

relationship. The relationship is established and

maintained by the nurse’s use of her/his professional

nursing knowledge and skill, and caring attitudes

and behaviours. The relationship is based on trust

and respect. As with all forms of practice, nursing

telepractice requires that nurses put the needs of

clients first.

A number of activities can establish and maintain

a therapeutic nurse-client relationship in nursing

telepractice. A full description of these activities

is in the College’s Therapeutic Nurse-Client

Relationship, Revised 2006 practice standard.

Communicating effectively is central to establishing

a nurse-client relationship when using information

and telecommunication technologies. Just as in faceto-face client encounters, nurses are expected to use

strategies that reduce the risk of missing important

information.

Strategies include:

asking open-ended questions to elicit sufficient

data to assist with decision-making;

asking questions in a logical sequence with

attention and sensitivity to the client’s acuity level;

finding solutions to communication, and

language or cultural barriers;

■



■



■
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■

■



■



■



■



■



avoiding medical or technical jargon;

avoiding premature conclusions regarding the

client’s situations or problems;

listening and watching for verbal, emotional and

behavioural cues that can convey important client

information (e.g., body language, tone of voice,

background noise);

exploring a client’s self-diagnosis (e.g., a client

with chest pain says it’s just indigestion but, on

further questioning, the nurse finds that other

symptoms and the client’s medical history suggest

a heart attack);

avoiding second-guessing the client (e.g., if the

telephone caller requests an ambulance, avoid

suggesting that he/she drive to the emergency

room); and/or

consulting with and referring to appropriate

health care professionals when a client’s needs

exceed the nurse’s knowledge, skill and judgment.



As with all therapeutic nurse-client relationships,

nurses use a caring and systematic approach while

identifying care needs and providing care during

nursing telepractice encounters. It is expected that

clients can be assured of confidentiality; however,

as in face-to-face encounters, there may be times

when nurses become aware of information they are

required to report (e.g., suspected child abuse). In

such cases, nurses are expected to meet legislative

and College reporting obligations regardless of a

specific client request to remain anonymous.

Principle 2: Providing and documenting

care

The provision of nursing care using information

and telecommunication technologies consists

of obtaining information about, and providing

information to, clients or other health care

professionals. Using technology, nurses perform

assessments by gathering data, determining

client care needs, providing information and/

or health care advice, and evaluating the clients’

understanding of the information or advice.

Nurses in telepractice situations use nursing

frameworks, theories, evidence-based practice and

processes to identify client needs as well as provide

and evaluate care. When conducting assessments in
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telepractice, nurses may use standardized interview

tools, computer-based protocols, algorithms or

other decision support tools.



Nurses’ documentation of provider-to-provider

interactions is expected to include:

date and time of the interaction;

name of the providers involved;

name of the client being discussed (when

applicable);

reason for the interaction;

information provided/received;

client information provided/received;

advice or information given/received;

any follow-up required/provided;

any agreement/consensus about the plan of care;

and

the documenting nurse’s signature and

designation.

■

■



Nurses apply critical-thinking skills and clinical

judgment to plan effective care in collaboration

with clients. This may include creating a plan

of care or following a protocol appropriate for a

particular client’s circumstances. In cases in which

a nurse’s judgment conflicts with the protocol and

the nurse actively decides to override the protocol,

then the nurse is accountable for her/his decision

and subsequent actions. Nurses demonstrate

accountability for their decisions and actions by

documenting situations in which their clinical

judgment necessitated departing from established

protocols. When guides and/or protocols are not

available and would be appropriate, nurses are

expected to advocate for their development.

The implementation step of nursing telepractice

may involve the provision of health advice,

information and/or counselling, referring clients

to emergency services or encouraging clients to

visit their physician, Nurse Practitioner or other

health care professional. For nurses practising in the

community, the implementation step may involve

visiting the client.

All nurses who provide care, including those in

telepractice, are required to document interactions

with clients according to the Documentation,

Revised 2008 practice standard. Documentation

may be in paper or electronic format and should

be stored according to the relevant legislation or

regulations. The best place for storing information

about client care is in the client’s health record.

When the nurse does not have access to a client’s

health record, another consistent method of

collecting and recording the information must be

found (e.g., telephone log).

When telecommunication technologies are used

to seek or provide advice and/or information to

another health care provider concerning a client’s

care, a consistent method of collecting and

recording the information should be employed.



■



■

■

■

■

■

■



■



Principle 3: Roles and responsibilities

A nurse is accountable for recognizing whether she/

he has the knowledge, skill and judgment to meet

the needs of the client. A nurse providing care using

information and telecommunication technologies

is accountable for consulting with the appropriate

health care professional and, when necessary, to do

as follows:

seek advice, information or assistance;

transfer aspects of care; and/or

transfer care.



■

■

■



Using information and telecommunication

technologies to provide care requires advanced

communication skills and competencies that

overcome the inherent barriers to data collection.

The lack of face-to-face contact with the client

and the nurse’s reliance on technology to relay

accurate and comprehensive information about

health concerns pose unique challenges and risks.

To reduce the risks, consideration should be given

to the following three decision-making factors when

determining the most appropriate care provider:

the nurse’s knowledge and skill, the client and the

environment.

The nurse

To determine the appropriate category of nurse

to provide care, consider her/his foundational

knowledge, ongoing learning, knowledge

application, leadership ability and decision-making

competency. The ability to make decisions and
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independently carry out nursing responsibilities

is directly related to the nurse’s foundational

knowledge and affects the level of collaboration

and consultation required to meet client care needs

(individual- and population-based).

Every nurse has the knowledge and skill to take

a client history and perform an assessment, and

can develop the ability to do a focused assessment

tailored to a specific client population. Due to the

greater depth and breadth of their foundational

knowledge, however, RNs are expected to carry

out a broader, more in-depth assessment and to

analyze and synthesize client data to a greater extent

than RPNs.

The client

When determining the appropriate category of

nurse required, consider the complexity of client

care needs, the situation, the predictability of

outcomes or any changes in the client’s condition, as

well as the risk of negative outcomes in response to

the care/information provided. The more complex

the client care requirements, the greater the need for

the more in-depth nursing competencies and skills

provided by RNs.

The environment

A supportive and stable environment for

nurses who provide care using information and

telecommunication technologies would include clear

and identified practice support tools, systems in

place for consultation, a low client turnover and a

low proportion of novice staff.

Examples of environmental supports include the

following:

policies, procedures and/or protocols;

algorithms or other decision-support tools;

standard assessment interview tools or guidelines

and computer-based protocols; and

the availability of expert, more experienced nurses

or other health care professionals to consult with

or transfer care to.

■

■

■



■



The stability of the environment and the

knowledge, skill and judgment of the nurse

combined with an assessment of the client factors
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determines the category of nurse required to meet

the client care needs.

An unstable environment has an absence of practice

support tools and/or few systems in place for

consultation, a high client turnover and/or high

proportion of novice staff.

How this translates into practice

Experienced nurses autonomously provide care

using information and telecommunication

technologies in situations in which the needs of the

client are known and/or when the nurse is familiar

with the client and the health care needs.

For example, a nurse provides health teaching

information to a known client in a family practice

setting or obtains and communicates laboratory

results to another health care professional about

a known client. In these situations, the nurse’s

decision-making is likely enhanced by her/his

knowledge of the client’s psychosocial context,

pattern of illness and approach to self-care. When

client populations are known to the nurses,

they can draw on their knowledge of the disease

process and previous treatment provided to design

individualized assessments and give advice (Wilson

&amp; Hubert, 2002).

Experienced RNs can autonomously provide

care in situations in which client care needs are

unknown or unpredictable, there is a high risk of

negative outcomes in response to the information/

care provided and/or when limited environmental

supports are in place. For example, nurses working

in call centres often receive calls from clients

whose health care needs are complex, varied and

often unpredictable. In call centre situations, client

care needs are often undefined and potentially

interrelated, and the clients’ coping mechanisms or

supports are unknown. The nurse must perform a

systematic and skilled assessment to determine the

nature of a client’s problem, the urgency of health

care needs and the appropriate course of action

(AAACN, 2004). An RN is the most appropriate

health care provider when the client’s care needs are

fluctuating, the risks of negative outcomes are high

and the environmental supports are minimal.
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Consultation

Consultation means obtaining information,

advice or assistance from a more experienced

or knowledgeable nurse or health care provider.

Depending on the complexity of the client’s

condition, the acuity of the client and the

environmental factors, consultation may result in

advice or transferring care.

Nurses consult with other health care professionals

when a situation demands expertise beyond their

competence. An RPN, after carrying out a client

assessment, must determine if she/he is able to meet

the client care needs or if consultation with an RN

or another health care professional is required.

For example, working in a public health unit with

a nursing staff mix of RNs and RPNs, an RPN can

provide information to a client about the common

side effects of an immunization agent. The client

identifies the signs of a reaction, and the RPN

recognizes that she/he has limited knowledge of

immunization side effects. The RPN, therefore,

transfers the call to the RN for a more in-depth

assessment that leads to the appropriate action.

Similarly, an RN working on a surgical unit

receives a phone call from a client who has recently

been discharged from the unit. The client has

diabetes and asks for information about her insulin

infusion pump. After an assessment of the client

and situation, the RN determines that she/he has

limited knowledge of the client’s type of infusion

pump and is not able to meet the client’s care needs;

therefore, the nurse transfers the call to the diabetes

educator.



for treatment is required in most cases before a

treatment is provided. Nursing telepractice involves

assessing a client to determine the general nature of

the person’s condition. Informed consent is required

prior to any assessment and treatment delivered by

telepractice and includes telling the client:

the nurse’s name, title and registration category;

the nature of the help the nurse will give (e.g.,

“I will ask you questions and then provide some

information or advice.”);

how to obtain more information or get further

questions answered; and

whether the call is being recorded for quality

monitoring purposes, either by telling the caller

directly, providing printed notice or having a

recorded message that the caller hears before

speaking with a nurse.

■

■



■



■



Nurses are expected to keep all personal health

information confidential as required by standards

of practice and legislation, including that which is

documented or stored electronically. Refer to the

Personal Health Information Protection Act, 2004

(PHIPA) or the College’s Confidentiality and Privacy

— Personal Health Information practice standard for

more details. Nurses demonstrate regard for privacy

and confidentiality of a client’s personal health

information by:

informing the client that other health care team

members directly involved in their care will have

access to personal health information;

informing the client when other health care team

members are viewing or listening to a telepractice

interaction;

obtaining the client’s consent prior to reporting

his/her name as a victim of abuse; and

informing the client of the purpose for

permanently retaining a record of a telepractice

interaction (e.g., for teaching). Written consent

for videoconference encounters is recommended

by the telepractice industry [National Initiative

for Telehealth Guidelines (NIFTE), 2003].

■



■



■



■



For more information on how to determine the

appropriate category of nurse, refer to the College’s

Utilization of RNs and RPNs practice guideline.

Principle 4: Consent, privacy and

confidentiality

Nursing telepractice is subject to the same College

standards and government legislation concerning

consent, confidentiality and privacy as are all

other types of nursing care. Under the Health

Care Consent Act, a client’s informed consent



A client’s consent for the collection, use and

disclosure of personal health information may be

implied in certain telepractice encounters (e.g.,

providing telephone advice). Implied consent

for sharing information among health care team
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members applies provided the clients are advised of

the health information practices.

An important aspect of telepractice privacy

and confidentially involves ensuring that the

environment, audio and visual interactions and

images, and data are secure. Certain telepractice

situations may unintentionally be open to breaches

of clients’ privacy. To help ensure client privacy:

take reasonable steps to ensure both ends of

telecommunication links are secure (e.g., asking

the receiver if their fax machine is in a private

area);

take steps to ensure that passersby, casual

intruders and unauthorized personnel are not

present in the area where audio or visual images

are received;

use your cellphone in the privacy of your vehicle;

use first names or code numbers when discussing

care;

use the phone in a public area to only disclose

general information;

reserve the transfer of client-specific information

for face-to-face interactions;

advocate for not locating voice and imagereceiving technology (e.g., laptops, screens or

monitors) in open areas;

advocate for secure storage and handling of any

retained video images; and/or

advocate for systems resources for the physical

security of information.

■



■



■

■



■



■



■



■



■



If you are using e-mail in telepractice, refer to the

College’s Documentation, Revised 2008 practice

standard for strategies to maintain confidentiality.

Clients and practitioners need to ensure that the

information they are sending via e-mail is clear,

secure, neutral and understood by the other party.

Clients should be made aware that e-mail messages

will be kept in their health record (McFadden,

2002), and that sites vary in the degree of

encryption and other means of keeping data secure.

E-mail is not always instantaneous and can arrive

hours or days after it is sent; therefore, immediate

health concerns should not be addressed using this

technology.
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Principle 5: Ethical and legal considerations

With the growth in nursing telepractice comes

important practice, ethical and legal issues that

need to be considered and addressed. As with

other forms of practice, nurses in telepractice may

experience ethical dilemmas. The College’s Ethics

practice standard provides information on working

through ethical dilemmas.

The use of information and telecommunication

technologies in client care can increase risks to the

nurse. Some risks may be reduced by establishing

and maintaining therapeutic nurse-client

relationships and by exploring the client’s situation

and reason for seeking help. Other risks can be

reduced by ensuring that the information and

telecommunication systems and data transmission

are secure. The College’s Confidentiality and Privacy

— Personal Health Information and Documentation,

Revised 2008 practice standards discuss preventive

strategies and approaches.

Nurses registered with the College may provide

nursing telepractice to clients in distant locations,

including other provinces and countries. For

example, an Ontario resident spending the winter

in Florida may call a nurse in Ontario to ask for

help with a health issue, rather than contact a local

facility. Nurses working in Ontario, but in contact

with clients outside the province, are considered

to be practising nursing in Ontario and are

accountable for maintaining the College’s practice

standards. The client’s location in relation to the

nurse should not affect the outcome of care. The

client should be informed of the nurse’s geographic

location when indicated or requested.

If a complaint is lodged in a jurisdiction outside

of Ontario, then the nurses in Ontario who have

provided care to a client across provincial or

national boundaries may be required to travel

to other locations to defend themselves against

allegations. Being registered and professionally

accountable in one jurisdiction does not absolve a

nurse from professional accountability and liability

in other jurisdictions. Nurses may want to ask their

employers and/or professional associations about

liability issues (e.g., provisions for legal counsel,
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policies and procedures regarding liability, and

whether an employer advises or requires nurses to

purchase malpractice insurance).



development are encouraged to advocate for

inclusion of telepractice competencies in basic

nursing programs.



Cases have been reported in other jurisdictions

where nurses who provided telehealth advice

were accused of, or in some cases found liable for,

professional misconduct for giving inappropriate or

inadequate advice (Castledine, 2003; Hall, 2003).



Maintaining a Quality Practice

Setting



Principle 6: Competencies

Some nursing telepractice requires competence,

expertise and knowledge beyond that which is

obtained in a basic nursing program. Nurses

providing telepractice care must possess current and

in-depth knowledge in the clinical area(s) relevant

to the role. Safe, efficient and ethical care occurs

when nurses providing telepractice care demonstrate

competency in areas such as critical thinking, the

use of evidenced-based information, expert teaching,

counselling, communication, interpersonal skills and

the use of telepractice technology. Nurses providing

telepractice care may need to acquire knowledge in

these areas. For example, a nurse’s participation in

telepractice may involve using a hand-held camera

to transmit an image of a client’s limb or using a

computer to relay electrocardiogram data. Although

these activities use technology, they still involve direct

contact with clients. Nurses are expected to assess

their competence at using the technology, identify

knowledge gaps, and seek training or education to

close any identified gaps.

Competence and effectiveness in telepractice

nursing may be enhanced through a focused formal

educational program and/or adequate orientation.

Formal telepractice nursing education programs

that provide a review of principles associated with

communication and interviewing, and introduce

technologies used in telepractice, offer opportunities

to develop and/or enhance competencies.

Participation in the Quality Assurance Program,

which includes ongoing professional development,

facilitates continued competence.

Nursing telepractice is a growing phenomenon

that is integral to service delivery in many settings.

Nurse educators and others involved in curriculum



As partners in care, employers and nurses have a

shared responsibility to create environments that

support quality practice. The College encourages

practice settings to incorporate the following

strategies to develop and maintain a quality practice

setting that helps promote safe, effective and ethical

care when nursing is provided using telepractice

technology.

All nurses are accountable for taking action when

client care is compromised. Nurse managers and

administrators can demonstrate leadership by

advocating for and implementing strategies that

support nurses’ telepractice. The following strategies

are not an exhaustive listing.

Care delivery processes

Supporting the appropriate use of nurses’ critical

thinking skills and clinical judgment to vary from

established protocols.

Supporting nurses in individualizing client care.

Facilitating client follow-up activities as deemed

appropriate by the nurse, which may include

referrals, consultations and return phone calls.

Working with nurses to provide evidence-based

protocols, guides and documentation tools to

facilitate interviewing, decision-making about

advice and disposition.

Supporting the regular updating of clinical

protocols and guidelines that are appropriate for

the client population.

Providing sufficient staff resources to enable best

nursing practices.

Providing staff with access to interpreters.

■



■

■



■



■



■



■



Leadership

Establishing and maintaining interdisciplinary

quality review processes that address client safety

issues and variances from standardized assessment

guides or protocols.

Ensuring that required changes to guides and

protocols are made based on best evidence.



■



■
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