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Outline

■ Introduction



■ Outline (this slide right now)

■ Terminology/Definitions

■ Purpose/Background

■ History of Snort



■ Primer on Snort

■ Snort Paper Results

■ The paper

■ Paper Network Implementation

■ Conclusion



Important Terminology

■ MODBUS – a serial communication protocol released in 1979; used to transfer

information between devices by using serial lines

■ Telnet – a network protocol that is used to allow users to log on to a computer from a

different computer, if those computers are on the same network

■ SCADA – Supervisory Control and Data Acquisition; An architecture that uses

computers, data communications, and GUIs for high-level process supervisory

management.

■ ICS – Industrial Control Systems



■ Snort – an open source intrusion prevention system capable of real-time traffic analysis

and packet logging.

■ PCap (Packet Capture) – consists of an application programming interface (API) for

capturing network traffic. Unix-like systems implement PCap in the libpcap library;

Windows uses a port of libpcap known as WinPcap.

■ Port Mirroring – A network traffic monitoring method that involves a switch sending

copies of all network packets seen on one port to another port, where said packet can

be analyzed



Purpose/Background

■ “An Introduction to Applying Network Intrusion Detection for Industrial Control

Systems”

■ A primer on intrusion detection



■ Methods commonly used by hackers to get through networks

■ How to tell if a network’s security has been compromised

■ How to properly segment networks and deploy an intrusion detection system (IDS)

■ Mitigate advanced persistent threats (APTs)



Snort Primer

■ Okay we will be next talking about the background talk on how Snort works and

show a demonstration of it working.

■ Ariful will do the demonstration and background talk.



■ Pay attention this could actually be useful in the future.



History of Snort

■ “Originally released in 1998 by Sourcefire founder and CTO Martin Roesch, Snort

is a free, open source network intrusion detection and prevention system capable

of performing real-time traffic analysis and packet logging on IP networks.



■ Initially called a “lightweight” intrusion detection technology, Snort has evolved into

a mature, feature-rich IPS technology that has become the de facto standard in

intrusion detection and prevention.

■



With over 4 million downloads and nearly 400,000 registered users, it is the most

widely deployed intrusion prevention technology in the world. “



Primer on Snort

How Snort works



Continued..
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