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Firewall - Firewall Functions

Main Menu

Default Policy

Advanced Setup Configure the default Policy.
¢ Password Rule Summary
LAN Set up firewall.
© WAN Anti Probing
“ NAT Set up anti probing.
© Voice Threshold
* Dynamic DNS Configure the threshold.

© Time and Date

¢ Firewall
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“ Remote Management
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LAN

Main Menu LAN Setup
Set up LAN

Advanced Setup Static DHCP

Treoer Set up configuration for Static DHCP.
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DHCP
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Size of Client IP Pool
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TCPIP
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IP Subnet Mask
RIP Direction
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Main Menu

Advanced Setup

Password
LAN

© WAN
NAT

“ Voice
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© Time and Date

“ Firewall

© Content Filter
“ VPN
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Media Bandwidth Management

Summary
Allocate an interface's outgoing capacity to specific types of traffic.

Class Setup
Define a bandwidth class or child-class.

Monitor
Bandwidth management meonitor.
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Firewall - Rule Summary

Main Menu

Firewall Rules Storage Space in Use (1%)

Advanced Setup

0% 100%
“ Password ! |
“ LAN
- WAN Packet Direction | LANto LAN/Router v
© NAT Default Policy: Forward, None Log
“ Voice
 Dynamic DNS Create Rule: Insert new rule before rule numberl v “ Insert ] [ Append ]
~_Time and Date Rules Reorder: Move rule number@ to rule numberD
¢ Firewall

© Content Filter
“ VPN

[Back] [Apply] [Cancel]

“ Remote Management
¢ UPnP

“ Logs
“ Media Bandwidth Mgnt.

Logout
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Firewall - Default Policy

Main Menu [C] Enable Firewall

Allow Asymmetrical Route
CAUTION: When Allow Asymmetrical Route is checked, all LAN to LAN and WAN to WAN packets

Advanced Setup

© Password will bypass the Firewall check.

“ LAN

Lt Packet Direction Default Action Log

“ NAT

* Voice ’ LAN to LAN / Router O Block ® Forward O ‘
¢ Dynamic DNS ’ LAN to WAN O Block ® Forward ‘
¢ Time and Date ’ WAN to LAN ® Block O Forward ‘
e ’ WAN to WAN / Router ® Block O Forward ‘
¢ Content Filter

“ VPN

© Remote Management [ Back ] I Apply ] [ Cancel ]

“ UPnP

“ Logs

“ Media Bandwidth Mgnt.
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Firewall - Anti Probing

Main Menu

Respond to PING on LAN & WAN v

Advanced Sol) [JDo Not Respond to Requests for Unauthorized Services.

¢ Password

“ LAN

© WAN [Back] [Apply] [Cancel]
“ NAT

“ Voice

“ Dynamic DNS

© Time and Date

¢ Firewall

© Content Filter
“ VPN

“ Remote Management
¢ UPnP

“ Logs
“ Media Bandwidth Mgnt.

Logout
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Firewall - Threshold

Main Menu Denial of Service Thresholds

One Minute Low (Sessions per Minute)

Advanced Setup . )
One Minute High (Sessions per Minute)

© Password

L Maximum Incomplete Low (Sessions)
© WAN Maximum Incomplete High (Sessions)

© NAT TCP Maximum Incomplete (Sessions)
¢ Voice
* Dynamic DNS Action taken when TCP Maximum Incomplete reached threshold

* Time and Date (3 Delete the Oldest Half Open Session when New Connection Request Comes.

Firewall O DenyNew Connection Request for I:l Minutes(1~255)

"

© Content Filter
“ VPN

[Back] [Apply] [Cancel]

“ Remote Management
¢ UPnP

“ Logs
“ Media Bandwidth Mgnt.

Logout



Zyxel Prestige 2000 series

2602H-61 (het type van modem/router)





