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Summary of Results

After performing manual penetration testing of the issue reporter application located at the web

address http://ec2-34-226-201-187.compute-1.amazonaws.com/issues I found several

opportunities for increased security measures. Below is an abbreviated outline of the

vulnerabilities.

● Broken Authentication - The application has vulnerabilities in authentication that could

lead to the compromise of passwords by attackers.

● Sensitive Data Exposure - Sensitive data is exposed over an insecure protocol.

● Broken Access Control - Restrictions on what both authenticated and unauthenticated

users can do are not enforced. Attackers are capable of bypassing access controls through

forced browsing.

● Security Misconfiguration - There are security misconfigurations that may expose the

application to increased risk.

● Cross-Site Scripting (XSS) - The application allows attackers to use stored cross site

scripting (XSS) by allowing unsanitized input.

In the following pages you will find a detailed summary of each vulnerability. The summary will

include the level of exploitability, weakness prevalence, weakness detectability, technical

impacts, and business impacts of the vulnerability. A description of the vulnerability and the

methods used to uncover it will follow. For your reference I’ve included the following chart to

help interpret the assessment of risk in each area. Finally, a recommendation as to possible

prevention strategies will be outlined.
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Broken Authentication

EXPLOITABILITY: EASY

Exploiting a broken authentication system is relatively straightforward. Through the use of

brute-force attacks, hackers can gain access to sensitive information.

PREVALENCE: COMMON

Broken authentication is fairly prevalent because the implementation of identity and access

controls generally relies heavily on stateful session management.

DETECTABILITY: AVERAGE

Through the use of automated brute force and dictionary attacks, systems can be exploited if

proper measures aren’t in place to prevent such attacks.

TECHNICAL: SEVERE

An entire system can be compromised if attackers can gain access to only one or few accounts.

Administrative account access can compromise the entire system, and allow sensitive

information to be leaked.

DESCRIPTION

I was successful at performing an attack on the application using a common password wordlist to

perform a dictionary attack illustrating that the application was vulnerable to broken

authentication. Generally an application that permits the use of brute-force and/or dictionary

attacks, as well as permits the creation of weak or ineffective passwords is highly vulnerable to

broken authentication. This application additionally has an ineffective platform for password

recovery, which also exposes it to some level of risk regarding this vulnerability.

Any system that permits a user to attempt multiple logins without limiting the number of wrong

attempts is open to a brute-force attack (where all combinations of a predefined set of characters

are attempted) or a dictionary attack (where a list of passwords is attempted given a set of

usernames). I first performed a manual test trying approximately 10 login attempts with incorrect

information. Since I was not stopped from multiple attempts I attempted a dictionary attack with

the 1000 most common passwords.
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The fact that even attempting this was a successful indicator that this application has broken

authentication. An attacker could run a multitude of lists against the login page with no

consequence and may eventually find a match that compromises the system.

Updating the user password was a fairly easy procedure. There were no controls in place that laid

out guidelines for the length or complexity of the password. I was able to change the password to

“123,” which is very insecure. Additionally, changing the password came without the prompting

of a secret question, or some way of verifying that I was indeed the user that owned the account.
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The password reset button on the login page showed additional vulnerability. A user only needed

to put in their username and email to retrieve and reset a password. No additional security

questions were asked to verify the identity of the user.
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Additionally the signup system didn’t prompt the user for a password, instead asking for a

username and email, and allowing the user up to 7 days to authenticate their new account.

Although no email was received, a user account was created, with no password to access the

system.
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Sensitive Data Exposure

EXPLOITABILITY: AVERAGE

Sensitive data exposure is moderately exploitable through various means. Generally these are

carried out by attackers stealing keys, performing man-in-the-middle attacks or stealing plain

text data off the server.

PREVALENCE: WIDESPREAD

Sensitive data exposure attacks have become the most impactful in recent years. Transmitting

data unencrypted is the most common flaw. Additionally weak encryption or password hashing

algorithms can contribute to the vulnerability of the system.

DETECTABILITY: AVERAGE

Server side weaknesses are relatively easy to detect when data is in transit but difficult when data

is at rest.

TECHNICAL: SEVERE

Failure can result in the compromise of all data.

DESCRIPTION

When using the issue tracker application it became clear immediately that data was being

exchanged in transit under the HTTP protocol which means the data was being transmitted in

clear text. I received the following console messages indicating the weakness of the system.



BUSINESS IMPACT

The application allows the transmission of data in clear text, making it highly susceptible to

man-in-the-middle attacks. The transfer of usernames and passwords over the system can lead to

the exposure of authentication information.
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RECOMMENDATION

● Obtain a secure SSL certificate. This will ensure your data is transmitted over the secure

HTTPS protocol, which will encrypt the data in transit so would-be attackers cannot view

the information in clear text.

● Follow these steps for SSL certification:

https://www.sslshopper.com/how-to-order-an-ssl-certificate.html

  \



8












        

  


      Download Web Application Penetration Test 

        


        Web Application Penetration Test .pdf (PDF, 1.33 MB)

        

        Download PDF


        

    


  




        
  Share this file on social networks

  

  

  
    
      
    
     
  
    
      
    
     
  
    
      
    
     
  
    
      
    
  
  







        
  
  Link to this page

  


  Permanent link

    Use the permanent link to the download page to share your document on Facebook, Twitter, LinkedIn, or directly with a contact by e-Mail, Messenger, Whatsapp, Line..


  
  
  Copy link
  

  

  
      


      Short link

      Use the short link to share your document on Twitter or by text message (SMS)


      
        
          
          Copy link
        

      
      

  


  HTML Code

    Copy the following HTML code to share your document on a Website or Blog


  
  
    PDF Document Web Application Penetration Test .pdf
    Copy code
  

  
  



  QR Code to this page

    

      [image: QR Code link to PDF file Web Application Penetration Test .pdf]

      


      
  

  
  




This file has been shared publicly by a user of PDF Archive.

Document ID: 0000702991.

 Report illicit content





      

    

  













  
  
    
      
        
          [image: PDF Archive]
        

        
          2023 · 
          Legal notice · 
          Terms of use

          Privacy policy / GDPR ·

          Privacy settings ·

          Contact
          

          Report illicit content · 
          FR · 
          EN
        

      

    

  





















    