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Introduction

Isn’t it interesting that we often treat people like a minority if they don’t use Facebook or

some other social media service? This simple fact exemplifies the overwhelming presence of

these services in our society. They haven’t just become popular, they have become a part of

everyday life – a massive part. There are 2.2 billion active Facebook users as of April 2018;

more than half of those users are active daily. If you live in a first-world country and don’t have

an account within Facebook’s monopoly you are objectively the odd one out. But that may not

be a bad thing.

Negative Publicity

Facebook has its fair share of publicly known issues. Their broad reach and ability to

bring like-minded people together has caused some unfortunate societal outbreaks. Most notably,

the 2011 Egyptian revolution attempting to overthrow President Hosni Mubarak. In this event,

846 people were killed, 6,000 injured, and 90 police stations burned (BBC, 2011). The whole

event was organized and coordinated through Facebook; earning it the name “The Facebook

Revolution.” It does not stand alone, however. Several other significant revolutions in places like

Iran, Tunisia, Kashmir, Ukraine, Romania, and Hong Kong were also organized through

Facebook in the last nine years (BBC, 2011).

More recently, Facebook took part in the Cambridge Analytica Scandal. In this

unfortunate scenario, Global Science Research conducted personality quizzes on Facebook,

telling participants it was for simple research. However, the company actually gathered the data

of those participants as well as their non-participating friends and sold it to Cambridge

Analytica. The company and associated politicians then used this extensive data to target specific
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people with campaign ads. Facebook was criticized publicly for their lack of user protection and

loose dealings with their data (Solon, 2018).

Exploitative Nature

Aside from the scandalous revolutions, politics, and business Facebook is involved with,

there is another beast hidden in the shadows. Two founders of Facebook, who have now turned

away from their old life, have released some haunting information about the service’s design.

Sean Parker (2017), the first president of Facebook, says during an interview with Axios, “[the

design] is exactly the kind of thing that a hacker like myself would come up with because you’re

exploiting a vulnerability in human psychology.” This is incredibly alarming. The exploitation of

user data is one thing, but to intentionally exploit the human psyche is a whole other.

Parker further explains their process in creating this exploit. He claims the company

intended to create a “social validation feedback loop.” In this loop, a user would upload content

for their friends and connections to see, Facebook would provide a “dopamine hit” using reactive

elements such as likes, comments, and shares, and the user, as well as their participating friends,

would be motivated to repeat the process.

That “dopamine hit” that Parker references is often perceived incorrectly in today’s

culture and media. While Parker’s own connotation is unclear, Dopamine is often thought to be

the chemical related to pleasure and thereby happiness. This, however, is not the case. Dopamine

is the chemical associated with motivation and desire to continue doing what you have succeeded

at in the past (Berridge &amp; Robinson, 1998). This chemical is the greatest asset in Facebook’s

alleged underlying mission to consume as much of their users’ time and conscious attention as

possible (Parker, 2017). Parker encourages users to remember that Facebook developers knew

the implications of what they were doing and did it anyway.
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Chamath Palihapitiya (2017), a former Facebook executive, says in an interview at

Stanford University, “Consumer internet businesses are about exploiting psychology. We want

to figure out how to psychology manipulate you as fast as possible and give you back that

dopamine hit.” His later reference to a dopamine-driven feedback loop – so similar to Parker’s

reference – is concerning. The pattern of chosen words between the interviewees alludes to the

idea that all Facebook developers and executives were intentionally and often using these

exploitive terms and concepts in their algorithm design. “I think we (Facebook creators) all knew

in the back of our minds that something bad could happen,” Palihapitiya continues. “I think we

have created tools that are ripping apart the social fabric of how society works” (Palihapitiya,

2017).

Risks &amp; Consequences

On that note, it is important to discuss the implications of these exploits; the implications

of our psyche being intentionally toyed with by social media creators. Palihapitiva describes one

risk as the opportunity for “bad actors” to socially manipulate people to do whatever you want.

He tells of a hoax hosted on WhatsApp, a service owned by Facebook, that claimed Indian

children were being targeted by local abduction gangs (Times, 2017). In the spirit of genuine

patriotism and protection of their people, civilians in India began lynching and lethally beating

suspected kidnappers who were nothing but innocent countrymen.

An article by Anindita Chakraborty, M.D. (2017) discusses the consequences of

Facebook addiction – the epitome of psychologic exploitation in this area of study. She first

explains that it can hinder academic performance. A study by Kirschner et al. (2010) found that

Facebook users have a lower grade-point average than fewer study hours than non-Facebook

users. The users claim that they procrastinate by using Facebook because it makes them feel like
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they are working (Chakraborty, 2017). Heavy and compulsive Facebook use can also disrupt

sleep. Study results show that people with an addiction to Facebook go to bed and wake up later

than their non-addicted counterparts (Chakraborty, 2017). On a more psychological level,

compulsive Facebook use also leads to the following (Cakraborty, 2017):

-



Envy



-



Depression



-



Relational Dissatisfaction



-



Narcissism



-



Extraversion



-



Neuroticism



-



Social Insecurity



If Facebook were to take a more ethical approach in their software design – consideration

and concern for the preservation of people’s mental and social wellbeing – society may have a

clearer and more balanced perception of the line separating life on social media and life in

reality. Instead, that line is often blurred by both addicts and casual users alike due to the

consistent participation in a “dopamine-driven feedback loop” (Parker, 2017).

How They Do It

According to Gray Hat Hacking, “social engineering is a way to get someone to do

something they wouldn’t normally do for you by creating a false trust relationship with them.”

Although the book refers to the hacking of computer systems, the same social engineering

techniques can be applied to the consumption of online services such as Facebook. Our human

instincts – namely greed, lust, empathy, curiosity, and vanity – are manipulated in these exploits

and cause us to respond to an unnatural scenario in an instinctive way.
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The first method of exploitation is the manipulation of human greed. We see something

that we want and will do whatever it takes to attain that thing. A Facebook user, for example,

after only a few days of usage, may develop a desire for likes, comments, shares, and general

online interaction. That greed for more of the same brings users back day by day, hour by hour,

and even minute by minute. Greed is the underlying motivation for the rest of the social

engineering tactics.

Next, is the manipulation of lust. Gray Hat Hacking references lust as specific sexual

urges and, although that is the common connotation, it can also be considered as any strong

desire for something such as money or power. Facebook uses your information and data to cater

to you, but that’s not always as friendly as it may sound (Collins &amp; Buchanan, 2018). Much like

their part in the Cambridge Analytica scandal, Facebook will target you with specific ads that

feed your lust. When you open the webpage or application and see a series of posts or ads that

captivate and relate to you, you are motivated to return for more accommodation soon after.

Empathy is another involuntary instinct that Facebook has exploited. Previously in this

paper, we learned that students who use Facebook to procrastinate do so because it makes them

feel like they are working. Well, empathetic posts play a big part in this process. We sometimes

feel like we are working towards the betterment of society through our Facebook usage.

Fortunately, there is not always a negative outcome to this exploit. For example, my small-town

community and church both have Facebook groups where members can ask others for help –

assistance or goods – and Facebook’s wide reach allows those needs to be met rather efficiently.

Although real-world society benefits from this service, it must be careful not to let it feed a

psychological dependency on the service itself.



How Facebook Exploits Human Psychology



7



Manipulation of curiosity may easily be coupled with the manipulation of lust. As we

already discussed, Facebook targets you in a way that seems like they are catering to you. Once

they have enough data from your profile and posts, they can begin supplying you with posts that

pique your interests. That exploitation of human curiosity keeps users coming back to the service

providing knowledge, topics, and people that relate to them and motivate them to seek out more

information resulting in further usage of Facebook’s services.

Lastly is the manipulation of human vanity which, in of itself, is an exploit on the human

need for acceptance. The third most important need in Maslow’s renowned hierarchy is a need

for love and belonging; only surpassed by needs of physiological wellbeing and safety (Kaur,

2013). Before the age of social media, the need to belong and be loved was met by community

groups, schools, hobby classes, fraternities, sororities, and churches. Nowadays, Facebook gives

you access to the same satisfaction with the click of a button. The satisfactory convenience is

addicting; we no longer have to commute, communicate, or put effort in to feel like we belong

somewhere. Facebook’s exploitation of vanity is rooted in their likes, comments, and shares that

validate users, feed them the pseudo-interaction their human nature longs for, and motivate them

to return for more.

There is yet another exploit that Facebook uses against you. In an interview with

Business Insider, Nir Eyal (2014), an entrepreneur and Stanford Business lecturer, says that

Facebook wants to create an association with your boredom. “We know that, psychologically

speaking, boredom is painful. Whenever you’re feeling bored, whenever you have a few extra

minutes, [Facebook] is a salve for that itch” (Eyal, 2014). He explains that Facebook uses both

internal and external triggers. Our internal trigger, boredom, causes us to post statuses, upload
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pictures, and comment on posts. Those actions are met with an external trigger, a notification,

that brings you back and keeps you invested through involvement.

The crucial thing to remember is that boredom isn’t bad. Boredom is, in fact, a great

enabler of creativity and imagination. A study conducted by Gasper &amp; Middlewood (2013),

found that respondents in a bored state performed better on creative and imaginative tests than

those who were distressed or occupied. Comedian, Louis C.K. (2013), makes a point that our

access to services like Facebook is taking away from our ability to “just sit there and be a

person.” The age old saying, “Idle hands are the Devil’s playground,” shouldn’t be countered

with newsfeed scrolling. From what has been studied thus far, correctly-harnessed idleness may

benefit human nature and our newsfeed may be the Devil’s playground itself.

Statistics

It is important to consider current statistics regarding Facebook usage. This data gathered

by Zephoria Digital Marketing (2018), will show how effective the service’s design truly is in

consuming its users through social engineering. As of April 2018, there are 2.2 billion monthly

active Facebook users. This number increases 13% every year, suggesting that the service will

gain 286 million new users by April of 2019. More than half of those monthly users, 1.45 billion,

are active on Facebook daily with a 13% yearly increase. That increase suggests that 188.5

million more users will be active daily by next year. There are 4.75 billion pieces of content

shared daily as of 2013. 50% of 18-24 year-olds go on Facebook as soon as they wake up; a

frightening statistic regarding their dependency on the service.

If these statistics show us nothing else, it should show us that Facebook has become a

monopoly through successfully exploiting the psychology of its users. A monopoly that controls

much of the internet and owns several other services – most prominently known, WhatsApp and
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Instagram. They also are integrated into sites across the web – an average of 10 million like and

share buttons are viewed on external sites every day (Zephoria, 2018). Facebook’s applications –

Facebook, Instagram, and Messenger – are consistently on Apple’s mobile App Store’s top ten

list in the United States (Kovach, 2018). This monopoly continues to grow and people continue

to feed it because it provides such an accommodating service. That accommodation, however,

comes at the cost of your data and information’s privacy.

Conclusion

We have discussed the titan, Facebook, and its prominence in not only the world, but also

our individual day-to-day lives. We have seen the massive impact it has on society in negative

and positive ways– the ability to organize revolutions, prompt witch-hunts, and, more

beneficially, effectively enable users to help others. We have discovered how the service exploits

our human psyche to provide temporary satisfaction whenever we desire it. We feel at home

when we use Facebook because it caters to our interests. We feel like we belong there because it

provides a shallow but wide sea of relatable content and people.

By observing the underlying exploits that are used against us and 1.45 billion other

people every day, we may be able to restore the clarity of the line between reality and social

media services. Camath Palihapitiya (2017) encourages the younger generations, as future

leaders of the world, to internalize how important this issue is. “If you feed the beast, it will

destroy you,” he says. “If you push back on it, we have a chance to control and reign it in. The

short-term, dopamine-driven feedback loops that we have created are destroying how society

works. [It creates] no civil discourse, no cooperation, misinformation, and mistruth.” People,

especially the upcoming generations, must learn how to interact with the real world without a
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