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1



Introduction



The Government Office for Science reviewed GCHQ technology research in 2010 and identified

that we could lengthen our technology research horizon. The Heilbronn Institute for Mathematical Research (HIMR) had shown its mettle during a one-off graph mining workshop [I60, W42]

and thus the idea to more permanently expand HIMR research beyond pure maths and into

data mining was born. This also fits into GCHQ’s overall research and innovation strategy for

the next few years [I75], where engagement with academia via HIMR is a key plank.

Like many organisations, GCHQ is having to approach the “Big Data” problem. After

reviewing our current research we identified four broad areas for long-term research in mathematics and algorithms at HIMR. All of the four problem areas are about improving our

understanding of large datasets:

Beyond supervised learning: Can we use semi-supervised learning and related techniques

to improve the use of machine learning techniques?

Information flow in graphs: Can we identify information flowing across a communications

graph, typically from timing patterns alone?

Streaming exploratory data analysis: Can we develop new techniques for understanding

and visualising streaming data?

Streaming expiring graphs: Can we efficiently maintain current situational awareness of a

streaming expiring graph?

HIMR researchers are free to devote their effort amongst these problems as they see fit during

their classified time.

These problems have been chosen due to their SIGINT relevance and SIGINT data is

provided for all these problems. However we also recognise that these problems have overlaps

with current academic research areas. Thus, conditional on security considerations, HIMR

researchers should be able to generalise from classified research to unclassified research and

publications during their unclassified time.

Data is made available to HIMR researchers in the following forms:

Streams: GCHQ are prototyping the use of the DISTILLERY streaming architecture (see

Appendix B for details). Many data analysis problems can be efficiently approached in

the stream [E39] and processing in the stream brings the advantages of live situational

awareness and the potential to reduce follow-on storage and processing costs.

MapReduce: GCHQ store recent communications meta-data as distributed text files in Hadoop clusters which can then be processed with MapReduce [E10] (see Appendix C for

details). This environment will allow researchers to use large datasets typically spanning

the last six months of collection.

Reference: We also provide some smaller datasets (e.g. reference data or data that has already

been processed or truthed) as text files.
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The development of techniques in Hadoop or DISTILLERY is recommended as that will enable

easy technology transfer from HIMR into GCHQ.

The HIMR Deputy Director, the authors of this problem book and members of GCHQ’s

Information and Communications Technology Research (ICTR) business unit should be seen

as the primary points-of-contact for this research. However we will also identify various other

areas for classified collaboration both in GCHQ and abroad.

GCHQ imagines that the most useful outcomes of this research will come in one of the

following forms:

• Classified or unclassified research papers describing new techniques (or in limited cases a

literature review of existing techniques).

• Classified research papers describing new or existing techniques applied to SIGINT data.

• New analytics (typically in Hadoop or DISTILLERY) and documentation.

In this problem book we adopt two conventions:

• We distinguish between references to internal literature, external literature and websites.

Citations are prefixed “I”, “E” and “W” respectively. Where possible literature is made

available in DISCOVER (see appendix D). We have deliberately aimed to be more comprehensive in citing internal literature than external literature; external references should

be easier to find from citation paths and review papers.

• We highlight problems with a J in the right-hand margin.

In the interests of brevity, this problem book does not give full definitions for all terms in use

in GCHQ and the use of GCWiki [W15] is a good place to find out more.

We would like to thank the many people across the 5-eyes community who have helped

us with the problem book, both in formal contributions and in informal discussions at various

conferences and visits over the last year. Within GCHQ we have had plenty of support from

members of ICTR (in particular

and

and PTD (in particular

).

We start the problem book with an overview of relevant SIGINT background before describing the problems in detail. In appendices we suggest some ways of working, describe GCHQ’s

implementations of Hadoop and DISTILLERY and describe the datasets available.
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2



A brief introduction to SIGINT



This is a very brief, high-level overview for people unfamiliar with the SIGINT system, focused

on what data miners need to know about the data available to them and how data mining can

be applied to problems in target discovery and cyber. Researchers are encouraged to find out

more by browsing GCWiki and asking questions that arise.

SIGINT is intelligence derived from intercepted signals. Although this encompasses a huge

variety of emanations, we are principally concerned with COMINT: intercepted communications.

Parliament’s Joint Intelligence Committee (JIC) formulates a set of priorities and requirements for intelligence on various topics, which GCHQ tries to meet by producing End Product

Reports (EPR) based on intercepted communications. GCHQ has the legal authority to intercept communications for the specific purposes of safeguarding the UK’s national security and

economic well-being, and to prevent and detect serious crime. GCHQ always acts in accordance

with UK law. All researchers who have access to SIGINT data will be given legalities training,

and there is also some information in appendix E on how data should be handled.



2.1



Passive SIGINT



This section looks at some of the main stages in the ‘intelligence cycle’: how data gets collected,

processed and analysed to produce reports for GCHQ’s customers.

2.1.1



Collection



There are many ways of communicating, and consequently there are many sources of SIGINT

data. Traditionally, we collect signals using a variety of masts and dishes to pick up radio

or satellite signals. Increasingly, we are interested in network communications (phone calls or

internet traffic), and in this case to intercept the communication we usually need an access point

in the network. (Sometimes network data passes over a satellite link where we can pick it up—

COMSAT collection—but more often it doesn’t.) Collection of this network communication

data is called Special Source collection, the details of which are covered by ECIs. Access to raw

data collected from Special Source is protected by a COI called CHORDAL. Some information

about what the underlying sensitivities are, and the processes we have in place to protect them,

is provided in the CHORDAL briefing.

One final twist is that a UK service provider can be compelled by a warrant signed by the

Home Secretary or the Foreign Secretary to provide us with the communications data for a

specific line or account for a specified time. This goes by several names: Lawful Intercept (LI),

warranted collection, and PRESTON.

We refer to a single internet link as a bearer. We collect data from a bearer using a probe,

and our current technology can collect from a 10G bearer (i.e. a 10 gigabit-per-second link).

When a bearer is connected to a probe and associated processing equipment we describe the

bearer as being on cover. We have been building up our sustained collection of 10G bearers

since about 2008, and we now have approximately 200 bearers on sustained cover, spread across

Cheltenham, Bude and LECKWITH. We refer to these three sites as processing centres; they

are abbreviated to CPC, RPC-1 and OPC-1 respectively.
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